CONTRACT FOR THE BIDDING OF ONE (1) LOT
NETWORK SECURITY DEVICE

THIS AGREEMENT made on the ____ day of _ 2014 between PHILIPPINE
HEALTH INSURANCE CORPORATION, a government owned and controlled corporation
created and existing by virtue of R.A. 7875, otherwise known as the "National Health
Insurance Act of 1995”, with office address. at 18th Floor, City State Center Building, 709
. Shaw Blvd corner Oranbo Drive, Pasig City, represented herein by its Chief Information
Executive CELERINO S. CABRERA, JR,, (hereinafter called “PHILHEALTH").

Chicf Informanon Excounve

-and-

TRENDS AND TECHNOLOGIES, INC,, a stock corporation, organized and registered
with the Securities and Exchange Commission under Sec. Reg. No. AS092-07351, issued on
October 30, 1992 and existing under the laws of the Republic of the Philippines, with
% business address at 6/flr. Trafalgar Plaza, 105 H.V. Dela Costa St., Salcedo Vill., Makati City,
represented herein by its Head, Financlal Services Group, VICTOR L. TIU, (hereinafter
called “TRENDS").

VICTOR L. TIU
Flead, Financial Scrvices Group
Trends and Technologics, Inc

WHEREAS, PHILHEALTH invited Bids for the Bidding on the Procurement of One
{1) Lot Network Security Device and has accepted a Bid by TRENDS AND
TECHNOLOGIES, INC. for the supply of those goods in the sum of SEVEN MILLION EIGHTY
EIGHT THOUSAND NINE HUNDRED NINETY NINE PESOS (PhP7,088,999.00), (hereinafter
called “the Contract Price”).

SS for TRENDS
sawiey z . AMATA

W

WITNESSETH: That -
NOW, THEREFORE, for and in consideration of the foregoing premises, the parties hereto
have agreed as they hereby agree and bind themselves as follows:

o

Vs

for TRENDS
<. HERNANOEZ

1. In this Contract, words and expressions shall have the same meanings as re ™
respectively assigned to them in the Conditions of Contract referred to.

N
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The following documents shall be deemed to form and be read and construed a*s&
part of this Contract, viz.:

trity Dopartment

.
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(@) TRENDS’ Schedule of Requirements {(Annex “A");

(b) TRENDS' Bid Form {Annex “B");

(c)  TRENDS’ Technical Proposal {Annex “C");

(d)  Notice of Award {Annex “D"); [for signhature]

(e)  BAC-ITR Resolution No. 23, s. 2014 {Annex "E");

(H General Conditions of the Contract (GCC) (Annex “F");

(g)  Special Conditions of the Contract (SCC) (Annex “G"); and
(h)  Performance Security (Annex “H").

01C-5M RPN.
Corporatc Infor

3. In consideration of the payments to be made by PHILHEALTH to TRENDS as
hereinafter mentioned, TRENDS hereby covenants with PHILHEALTH to provide
the goods and services and to remedy defects therein in conformity in all respects
with the provisions of the Contract;

INE DALISAY
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4. PHILHEALTH hereby covenants to pay TRENDS in consideration of the provision of

the goods and services and the remedying of defects therein, the Contract Price or
5 such other sum as may become payable under the provisions of the contract at the
time and in the manner prescribed by the contract;

Accounting and Inwernal Control
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The contract price covers the costs of all Deliverable Items and Services and
includes all applicable taxes, including the 12% Value Added Tax (VAT), customs
duties, license fees, freight, insurance, cost of importation and delivery at the time
and locations specified and other charges which may be imposed on the Product by
foreign and local authorities

TRENDS hereby covenants to deliver in favor of PHILHEALTH the One (1) Lot
Network Security Device and the services related thereto, in accordance with the
technical specifications as stated in attached Annexes of this Contract.

Within Thirty (30) Calendar Days after complete delivery to and acceptance by
PHILHEALTH, TRENDS shall submit the STATEMENT OF BILLING ACCOUNT and
other documentary requirements as may be required by the former as condition for
payment. PHILHEALTH shall thereafter pay the sum of to Six Million Three
Hundred Eighty Thousand Ninety Nine Pesos and Ten Centavos
(PhP6,380,099.10) only, which is ninety percent (90%) of the total contract price.

As obligation for the warranty, PHILHEALTH shall withhold ten percent (10%) of
the total contract price as retention money or as obligation for “Warranty” in an
amount equivalent to Seven Hundred Eight Thousand Eight Hundred Ninety
Nine Pesos and Ninety Centavos (PhP708,899.90) only. Said amount shall only
be released after the lapse of the Three (3) year warranty period for non-
expendable supplies as required under Section 62 (Warranty) of the Revised IRR of
R.A. 9184 . Provided, however, that the goods supplied are free from patent and
latent defects and all the conditions imposed under this Contract have been fully
met. Provided further, that TRENDS may opt to post a special bank guarantee
equivalent to at least ten percent (10%) of the total contract price. The said special
bank guarantee must have a validity period of three (3) years covering the whole
duration of the warranty period.

All other terms, conditions and stipulations accompanying this Contract together
with all proposals and all mandatory provisions of the Revised Implementing Rules
and Regulations of R.A. 9184, shall form an integral part of the contract between the
PARTIES hereto.

The PARTIES hereby certify that they have read or caused to be read to them each

and every provision of the foregoing Contract and that they had fully understood the
same.

IN WITNESS whereof the parties hereto have caused this Agreement to be executed

in accordance with the laws of the Republic of the Philippines on the day and year first
above written.

PHILIPPINE HEALTH INSURANCE TRENDS AND TECHNOLOGIES, INC,
CORPORATION

a0
CELERINO S. CABE. ..., , .. VICTORL. TIU
Chief Information Executive Head, Financial Services Group
“*7ned in the presence of:
SM RON
s Depus Ay Corpora
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HANNAH L INE DALISAY
Division Chief

Accounting and Internal
Control Department

QA 420d-I\ - oy

Withess/for TRENDS

ARLEY 2 AMATA
ACKNOWLEDGEMENT
REPUBLIC ( PINES)
CITY OF ) S.S.
BEFORE ME, this ___ da . 2014, personally appeared the following

persons exhibiting to me their respective tovernment issued II's, to wit:

CELERINO S. CABRERA, JR. PHILHEALTH LD. #
Philippine Health Insurance Corp.

VICTOR L. TIU PHLAGALTH 10 ¥ OW050 640425 Yy
Trends and Technologies, Inc.

Known to me to be the same persons who executed the foregoing Contract Agreement
consisting of one hundred eleven (111} pages including the annexes and this page on
which the acknowledgement is written and they acknowledged that the same is their free
act and deed and that of the corporations being represented.

WITNESS MY HAND AND SEAL on the date and place first above written.
'z,

Doc No. 0
Page No.

Book No._ﬁ%
Series of 20 %&

3 | Contract for the Bidding of Network Security Device



m“?x t Au
Section V1. Schedule of Requirements

'The schedule of services expressed as weeks/months stipulates hereafter a date which is the date
of the maintenance service to the project site,

Item Description Quantity | Total

Delivered,
Number

Weelks/Months
Witin  Thirty  (30)
Calendar Days afier the
issuance and receipt of
the winning bidder of
the Notice to Proceed.

Network Security Device One (1) One (1)
Lot " Lot

I hereby certify to comply and deliver all the above requirements.

Irends and Tedanologies Ine.  Shirley 2. Amoito Ju h{ 1_3o0y
Name of Company/Bidder - Signature ovér Printed Name of ate

Reptesentative

M

TRENDS fprss ~

5 IGES, IN,
CERTIFIcY Trie Doy .
Page 40 of 61 %
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Annex “B”

Bid Form

Date: _JUAM 4 2014
Invitation to Bid No.. _NSD 264" -003 - Y

The Chairperson
Bids and Awards Comimittee
PHILHEALTH

Gentlemen and/or Ladies:
N[A
Having examined the Bidding Documents including Bid Bulletin Numbers [inser? number.r]
the receipt of which is hereby duly acknowledged, we, the undetsigned, offer to

supply/delivery/petform One (1) Lot Network Security Device in conformity with the said
B1dd1ng Documents for thc sutn stated hcreundcr

e ~ ET S Ew

COST per Lot Total Cost |
PARTICULARS (Inclusive of VAT) {(Inclusive of VAT)

PLEASE SeE ATTACHED BILL OF MATERIALS
TOTAL

SEVEN MLLION g\“ex-?ﬁ[dsgmw THWSMW 4 h??‘,O%%}"m.oo Ph? T 028 9R9.00
NINE HUNDLRED NINETY piNE PESOS ONLY.

We undertake, if our Bid is accepted, to deliver the goods in accordance with the delivery
schedule spec.tﬂed in the Schedule of Requirements.

If our Bid is accepted, we undertake to provide a performance security in the form,
amounts, and within the tmes specified in the Bidding Documents.
' » »
We agree to abide by this Bid for the Bid Validity Period specified in BDS provision for
I'TB Clause 0 and it shall remain binding wipon us and may be accepted at any time befote the
expiration of that period.

Until 2 formal Contract is prepared and executed, this Bid, together with your written
acceptance thereof and your Notice of Award, shall be binding upon us.

We understand that you are not bound to accept the lowest or any Bid you may receive.

We certify/confirm that we comply with the eligibility requirements as 1-per ITB Clause 5 of
the Bidding Documents.

Dated this , ‘q*h day of \)uu'f 20 M
__ ACCOUNT  MANAGER
[signature] | « u \QLE‘-{ Z AMATA [in the capacity of]

Duly authorized to sign Bid fot and on behalf of TQ-ENDS AND TE(—HN OLO G\ESI‘NC

E003o 091 Page 55 of 61 ¢'\ i é{
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Bidding for the Procurement of ONE (1) LOT NETWORK SECURITY DEVICE
invitation to Bid No,; NSD 2014-003-1T

Bill of Materials

~ Trends &mTEChNOlOQiES, Inc.

! Cost per item TOTAL COST
Item Product Description t
escrip Qy {Inclusive of VAT} {inclusive of VAT)
LY e L A e Te0 ., wwlApplisnddV R~ L an A S
FG-60D-BDL. B le: 10xGE R)45 Ports (i ing 7xInt | Ports, 2xWAN
1 G-60 undle: 10x )45 Ports '(mcludlng xInternal Po X 50 PhpB1,155.98 Php4,057,799.00
Ports, 1xDMZ Port). Max managed FortiAPs (Total/Tunnel) 10/5.
sy 2 oSuBscription Licenkd€¥ Upgraded Support 247 ford years,. .+, |
2 1 Year Hardware Premium Bundle Upgrade to 24x7 Comprehensive bupport for 50 Php10,215,00 Php510,750.00
FG-60D-BDL
. . . W -
3 Addmon'al 2 years 'UTM Bundl‘e“(Zix'} Fort'llCar‘e plus NGFW, AV,_ Web Fiitering 50 PhpS0,409.00 Php2,520,450.00
i and AntiSpam Services) .
INCLUSIONS:
Section VII. Technicat Specifications:
4 It.em Number 2. Dellvery, installation, testing and maintenance {page 42 of 61 1 Php0.00 Php.00
8id Douments)
3 iltem Number 5. Project Management (page 48 of 61 Bid Documents) 1 Php0.00 Php0.00
6 Item Number 6. Warranty for 3 years {page 49 of 61 Bid Documents) 1 Php0.00 Php0.00
7 Jtern Number 7. After Sales Support (page 49 and 50 of 61 Bid Documents) 1 Php(.00 Php0.00
I . t fi Workshop f ich
a itern Number 8 'Techno ogy Transfer & Workshop for 10 participants 1 Php0.00 Php0.00
{page 50 of 61 8id Documents)
9 Item Number 10. Documentation {page 51 of 61 Bid Documents) 1 Php0.00 Php0.00
TOTAL {Inclusive of VAT) Php?,088,999.00
Prepare by:

/

bl pro®

-~

Shl{It_ey Z 'A;ata

Account Manager
Financial Services Group

July 14, 2014

"MAKATI | CEBU | DAVADO | HANOI |

www.trends.com.ph
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. Stnmnent of Complinnee—

Bidders must state hem :hher “Comply" or "Not Comply” agnnat each of the individual pnnmemn of
cach Specification swting the corresponding performance parameter of the equipment offered. Staremenu of “Comply™ or “Not
Comply™ must be supporied by evidence in 2 Bidders Bid ar crose-refercnced to that evidence. Evidence shall be in the form of manufacturer's
un-amended sales literature, unconditonal siatements of specifitation and compliance issued by the manufacturer, samples, independent test data
etc., a5 appropriate. A sftement that is not supported by evidence or i subsequently found to be contendicied by the evidence presented will
reader the Bid under evaluation lishle for cejection. A statement ¢ither in the Biddes statement of compliance or the supporting evidence that is
found to be false cither dudng Bid evaluation, post-qualificadon or the execution of the Contuct may be regirded as freudulent sod render the
Bidder or supplier liable for prosecution subiject to the provisions of ITB Clause 3.3{a){ii) andfor GCC Clause 2.1{n)(ii).

1. GENERAL FEATURES

Statement of Compliance *

The network security device should have the following
general features to comply with the requirements:

e Network access conttol;
® Packet handling layer,
. chwall

* Intrusion detection and prevention.
Flexible deployment options:

e Standalone firewall, standalone IPS, and
firewall/IPS combination products;

¢ SBR Service Provider Series products tailoted for
needs of wireline, Code Division Multiple Access
(CDMA), and Global System for Mobile
Communications (GSM) service providers;

Broad range of protocol support including:

¢ Control and signalling layer security (SIP, H.323,
MGCP, SIGTRAN, SOAP);

= Mobile protocols including GPRS Tunnelling
Protocol (GTP), Generic Routing Encapsulation
(GRE), IP-IP encapsulaton, Point-to-Point
Protocol (PPP);

¢ Stream Control Transmission Protocol (SCTP)
for SS7 telephony.

As Philippine Health Insurance Corporation is also
envisioned to have a centralized management of all its
network security devices in the future: from the central
office to regional offices and service offices, the solution
should be capable to integrate to a central manggement
system/tools to effectively manage its current, new and
additional network security devices to further improve the
organization’s security posture. Whether deploying several
new devices and agents, distributing updates, or installing
security policies across managed assets, it will drastically
reduce management costs and overhead.

Comply
Comply
Comply
Comply

Comply

Comply

Comply

Comply

Comply

Comply
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PhilHealth will be utlizing this device to take advantage of
the benefits this will provide not only to the Corporation

Comply
but also to the millions of its members, stakeholders, and
partners in delivering quality health cate services.
2. SCOPE OF THE PROJECT
This project will cover the delivery, installation, testng,
maintenance, documentation, and support of the Comply
Cotpotate Security Devices and peripherals. Specifically,
the vendot shall provide the deliverables.
3. TECHNICAL SPECIFICATIONS
1. Technical Specifications 50 devices for Remote Offices
Numbet of | Fifty  (50) Unified  Threat
Devices Management Device Comply
General The Device must support an
Specifications upgtadeable firmware. or can be Comply
converted to next generation firmware
or OS
Must support IPv4 and IPv6 Comply
Must have High Availability or :
Clustering capability Comply
Must be hardware-based or appliance
type Comply
Operation  System  (OS) and/or the
security software must be integrated
with the firewall device to remove Comply
overhead extra platform layers found
on  general-purpose  comimercial
systems.
Concutrent Must have at least 500,000
Connections concutrent connections Comply
Unified Threat Must have integrated anti-virus,
Management URL and application filter, and
(UTM) intrusion preventon system licenses Comply
for three (3) years.
Network Must have at least seven (7) x
Interfaces 10/100/1000 Ethernet ports and at Comply
‘ least two (2) x 10/100/1000 WAN
interfaces
Petformance and Must have at least 1.5Gbps frewall
Capacity throughput Comply
Page 42 of 61
003.001 7 4 :
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Must have at least 35 Mbps antivitus
throughput Comply
Must have at least 200 Mbps IPS
throughput Comply
Must support at least 500,000
concurren[zpﬁrewall sessions Comply
Must support at least 4,000 firewall
sessions per seconds Comply
Must support at least 5,000 firewall
policies Comply
Must support Voice Over IP traffic Comply
Must be able to support untestricted
- number of user Comply
Firewall Must support virtual domains Comply
Operation Must  support multiple zones A
sem.u:lty (i.e. at different security Comply
levels)
Must support VoIP protection such
as: H.323. SIP, MGCP, SCCP, Comply
ALG.
Must support policy based Source Comply
and Destination NAT.
Must support 802.1qg VLAN Comply
Must support MAC and IP MAC c
filtering and spoof preventon. omply
Must support Dos and DDOS
attack prevention. Comply
Anti-Virus/Anti- Must be able to block, temove, and
Spyware detect virus, worm and Trojan. Comply
Must  protect . against spyware,
malware and phishing, Comply
Must have database update for virus
signature. Comply
Must support file quarantine Comply
Must be able to block by file size or
Comply
type.
Must be able to scan HTTP, FIP,
SMTP, POP3, IMAP, and VPN Comply
Tunnels,
Intrusion Must support block attacks such as
Prevention DoS, pott scanning. IP/ICPyYTCP Comply
System (IPS) related
Must support block attacks such as
DNS, FIP bounce and improper Comply
commands.
Must support protection from at Comply

Page 43 of 61
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least 3,000 threats.

Must support protocol anomaly
detection.

Must support Custom signature.

Application
Control

Must identify and control popular
IM/P2P applications regardless of
port/ptotocot:  AOL-IM, Yahoo,
MSN, KaZaa, ICQ, Goutella,
BitTorrent, WinNY, Skype,
eDonkey, Facebook... and other
similar sites.

Gateway
Antispam

Must support Real Time Blocking
(RTB) and MIME header check.

Must support IP address Black
list/ white list.

Must support real-time
blacklist/open relay database server,
MIME Header Check
Keyword /Phrase Fil teting

2

Must support automatic updates.

Must  support  SMTP/SMTPS,
POP3/POP3S, IMAP/
IMAPS

URL Filtering

Must support URL keyword and
phease blocking,

Must have HTTP proxy capability.

Must support Java applet, cookies
and active x blocking.

Must have at least 76 Unique
Categories

Must be able to support custom
based categories

SSL VPN

Must have URL database

Must support at least 30 Mbps SSL-
VPN throughput

Must have support TCP and UDP
Tunneling

Must  have  support  Active
Directory, LDAP and radius
authentication.

Comply
Comply

Comply

Comply

Comply

Comply

Comply

Comply
Comly
Comply

Comply

Comply

Comply

Comply -

Comply
Comply

Comply

Comply
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Site  to -Site
VPN
(IPSec VPN)

Must support at least 1GbpsIPSec
VPN throughput

Must have support DES, 3DES,
AES and SHA-1/MD5
Authentication

Must support PPTP, L2TP, VPN
Client Pass Through SSL Single
Sign-On Bookmatks

Two-Factor Authentication

Must have support IKE Certificate
Authentication: Digital Certificates
and pre-shared key.

Must support at least Remote access
VPN, L2TP within IPSec, and
IPSec NAT trasversal.

Must have Hub and Spoke VPN
Support

Must have the capability to auto-
connect VPN  and  suppott
redundant VPN gateways.

Traffic
Managemcnt

Must have BGP, OSPF, RIP vl1, v2
routing protocols capability.

Must have policy based routing
(Source Destination, Port/Service).

Must have support for guaranteed
bandwidth settings per policy.

Must have support for maximum
bandwidth settings per policy.

With diffserv marking support per
policy.

Networking

Must have support gateway failover
selector (Mulaple WAN supports)

Must have support policy based
routing.

Must have IPv6 Support (Firewall,
DNS, Transparent . Mode,
SIP,Dynamic  Routing, Admin
Access, Management)

Must have support DDNS and
PPPoE client.

Must have support parent proxy
with FQDN.

Comply

Comply

Comply

Comply

Comply

Comply

Comply
Comply
Comply
Comply
Comply
Comply

Comply

Comply

Comply

Comply

Comply
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High- Must have high availability features.
Availability High availability can be configured Comply
as active/active and active/passive
mode.
Must suppott VRRP, session
synchronizaton for firewall and Comply
VPN, session failover for routing
change,
Must be able to detect device Comply
faiflures and link failure.
User Must have local database. Comply
Authentication Must .support active  directory Comply
integration.
Must suppott external Comply
radius/LDAP database integration..
Must support Xauth over RADIUS
for IPSEC VPN Comply
System Must have command line interface -
Mmagcmcnt (console, telnet, and SSH) Comply
' Management via VPN tunnel Comply
Must be able to manage via
) Comply
enterprise network management.
| Must be manageable locally by
multiple administrators. Comply .
Administration Must be capable with different user
access level (administrator/user). Comply
Must support software upgrades
i and conﬁrg’iration changes thru web Comply
and TFTP.
Must . l:mve configuration rollback Comply
capability.
Must be able to integrate with Comply
Syslog servers.
Logging/Monit Must support email alerts Comply
oring Must support SNMP Comply
Must. . support VPN  tunnel Comply
monitoring
Power Supplies Input voltage must be 100/240 Comply
Accessories Volts alternating current autosense
Must have management cables Comply
Must have power cables, manuals,
e . Comply
utility drivers and other accessories
Page 46 of 61 ‘
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Must have complete rack mounting
accessories (brackets, screws &etc.
Security The firewall must at least be
Certification certified and complied with the
specifications of ICSA Laboratory Comply
in tetms of Antvirus, IPS, and
IPSec VPN.

Must be ICSA Labs Certified
(Enterprise Firewsall)

Must be ICSA Labs Certified
(Netwotk IPS) Comply
Must be ICSA Labs Certfied
.| (IPSec)

Must be ICSA Labs Certified
(Gateway Antivirus)

‘Other Pertinent Must be at least in the leaders,
Requirements challengers and visionaries quadeant
for ability to execute and
completeness of wvision in the Comply
Gartner’s Magic  Quadrant for
Unifted Threat Management as of
July 2013

Must be at least in the challengers,
leaders and visionaries quadrant for
ability to execute of Gartner’s Magic
Quadrant for Enterprise Network Comply
Firewalls as of February 2013

Other Hardware - Must have at least 1 USB
Requirements port

Comply

Comply

Comply

Comply

Comply

- Must have console port for

management (RJ45) Comply
- Intemal Storage: at least

8GB Comply
Compliance Must be FCC Part 15 Class B, C-
Tick, VCCI, CE, UL/cUL, CB Comply
compliant

4. INSTALLATION AND TESTING

a) The vendor must ensure that the proposed solution is
) . . . ) Comply
compatible with the existing equipment of PhilHealth.

b) Intensive testing should be done by the vendor to .
achieve the functionality and benefits of the new
devices. The vendor must provide an actual result of Comply
the testing of the installed devices.

1
1
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¢) The winning vendor wil work in parallel with
PhilHealth Network Engineers dunng the installaton

Comply

and testing of all the security devices to secure the
corporate network infrastructure.

d) The winning vendot must be the highest level of Comply
partnership with the proposed soluton

€) The winning vendor must be capable to integrate the
proposed Network Security Devices to PhilHealth’s Comply
current IP Telephony to allow calls from Central
Office to PRO and vice versa.

f)  Must have four (4) certified engineers of the pmposed Comply
solution.

g) Mist have two (2) installed base in govve.tnmcr;ts Comply

within the last two (2) years from the Hme of bidding,

5. PROJECT MANAGEMENT

a) The winning vendor should provide a PMP Certified
Project Management team that will handle the planning,
design, installation, and maintenance of the Network

- Security Devices of PhilHealth and will work in parallel Comply
with PhilHealth Network FEngineersand InfoSec
Representatives for the duration of the project.

b) The Project Management tearn will be composed of a
Project/Team Leader, Assistant Team Leader, and team
member tepresentatives from the vendor,PhilHealth
Network team and InfoSec Representatives.

Comply

c) The Project Management team and PhilHealthNetwork
Engineets will be responsible for the formmulation and
configuration of the security policies of the Corporation Comply
based on the existing I'T Policies and Standards and/or

Information Security Policies being implemented by
PhilHealth.

d) Both parties (vendor and PhilHealthProject
Management Team) should agree to the formulated Comply
policies before the implementation/rollout proper.

Page 48 of 61 % v
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6. WARRANTY

a) The equipment should be covered by warranty on parts
and service for at least three (3) years and for software
patches and firmware updates. The warranty period for
the hardware supplied shall commence upon Comply
acceptance. A comprehensive faintenance program for
the first three-year period shall be included in the
proposal.

b) The comprehensive maintenance shall include
replacements for all parts which should be locally
available. The vendor shall ensure contimious inventory
of all critical parts of the equipment. Critical parts of Comply
the equipment shall include: main board, memory,

. modules, power supplies etc.-

c) The vendor must ensure that PhilHealth would be
given the following:

© Firmware updates, softwate patches, driver
updates and agents for the management

software — FREE (via www or CD)
©  Parts replacement — FREE for the duration :
. Comply

of the warranty period.

© Preventive Maintenance — FREE at least
twice a year for the duration of the warranty

Comply

. Comply
petiod. Shall be done remotely.

o0  Configuration — FREE assistance on product
reconfiguration (on-site Central Office Pasig) Comply

for the duration of the warranty petiod.

7. AFTER SALES SUPPORT

a) During the warranty period, the vendor shall provide
highly technical personnel to service the security
devices and all of its components/peripherals whenever Comply
hardware and/or any related problem should cccur.

b) On call support shall be available 24 hours a day, 7 days
a week. A one (1) hour response from time of the call
(through telephone call) shall be provided. Onsite
support must have a response time of not more than 4 Comply
hours from the time of the call in cases where in the
phone support could not solve the problem. Onsite
support in Central Office Pasig since deployment of
devices will be nationwide.
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¢) On hardware repair, testing shall be done in Central

Office Pasig to know the extent of the problem. All

components beyond repair shall be replaced at no cost

- during the effecavity and conditions of the warranty.

Service units should be available for the system and Comply

perpherals within a day after testing and diagnosts for

temporary replacement of the defective unit(s). Delivery

of replacement and pull out of defective only in Central
Office Pasig,

d) The winning bidder shall coordinate with PhilHealth
Network Engineers regarding the technical support and
other matters after the awarding of the project. This is
to facilitate faster response in case problem/s is/are
needed to be resolved immediately.

Comply

8. TECHNOLOGY TRANSFER & WORKSHOP

a) FREE in-depth technical workshop should be provided
for PhilHealth Network Engineers and designated
InfoSec Personnel. The training should be conducted Comply
by the competent engineer(s) with at least 2 years of
experience in the implementation of the said devices on
the Training Centets in relation to the security devices
and other tools that will be used to manage the said
NETWORIK SECURITY DEVICES. The technical
workshop is listed below:

Coutrse Title No. of
Participants
At least 2 days workshop in the
management, installation and
configuration of Firewall devices. Comply

The workshop should be hands-on
and reflects the actual environment

of PhilHealth.
10
Patticipants will consists of:
»  cight (8) PhilHealth ITMD
Network Personnel and; Comply
. two (2) from Infosec . )
Department. Comply
1
Page 50 of 61
_ 8003.001 '
’ e Ol te Secrtarat meuw A T&I w@Es: mr@\
i 3AD Cen ) -
| AT Centrat Offce CERTIFID TAUE COPY 2



. b) In the event proposed training is outside Metto Manila,
all accommodation and transportation expenses of the
patticipants of the workshop should be shouldered by Comply
the winning bidder.

9. OTHER REQUIREMENTS

a) A certification must be provided by the bidder that
his/her company is an authorized reseller/partner of Comply
the manufacturer of all proposed products.

b) A certification must be provided by the bidder that
his/her company is an authorized support services Comply
provider of the manufacturer of all proposed products.

10. DOCUMENTATION

The bidder must provide user and system manuals and
technical materials of each devicee Complete
documentation of softwate and licenses, utility and recovery Comply
CDs must also be provided including the inventoty of the
server systems’ components and serial numbers.

1. ACCEPTANCE

PhilHealth technical petsonnel must review and conduct a
physical testing of the delivered equipment based on its
functions. All deliverables mentioned above should be Comply
checked by PhilHealth and complied by the vendors before
the final acceptance and turnover of the project.

12. DELIVERY ADDRESS AND DATE

a) The NETWORK SECURITY DEVICES must be
delivered at 14® floor, Room 1410,Citystate Centre Comply
Building, #709 Shaw Blvd., Oranbo, Pasig City.

b) Delivery of all equipment should not be more than
thirty (30) calendar days after the issuance of Notice to
Proceed. The proponent shall indicate the details of
installation for the entite project. «Both parties will Comply
determine the installation and implementation based
upon the agreed schedule. The winning proponent shall
guarantee installation and testing of the equipment
within the specified period of agreed schedule.

J
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I hereby certify to comply with all the above Technical Specifications

Trends and Technologies, Inc. Shir[eEj Z, Amata July 10, 2014
Name of Company/Biddesr Sigbatute over Printed Name of Date
Reptresentative
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F:RTINET.

The FortiGate/FortiwiFi-600D Series are compact, all-in-one security appliances
thal deliver Fortinet's Connected UTM, 1deai for srmall business, remote, customer
premise equipment (CPE) and retaill networks, these appliances offer the network
securlty, connectivity and perforrmance you need at a single low per-device price.

Advanced Protection and Wireless Connectivity

You get advanced threat protection, including firewall, application control, advanced
threat protection, IPS, VPN, and web filtering, all from one device that's easy to
“eploy and manage. With our FortiGuard® sacurity subscription services you'll have
autornated protection against today’s sophisticated threats.

Reduce the need for additional wireiess access points by integrating a high-
bandwicith "fat-client” info your FortiGate with the FortiwiFi-60D. it's aiso a great
option to secure mobile devices in BYOD environments with autiomatic device
identification and customizable access and security policies.

VDOOMs on the rorliGate/FortiWiFi-B0D Jet you segment networks to enable guest
and empioyee access, or protect things like cardholder data. You get the flexibifity 1o
match your business needs and meet compliance standards like PCl and HiPAA,

All-in-one High Performance Network Security

Built on the foundation of the ForliASIC System on a Chip 2 (SoC2)} and FortiOS 5,
the 80D series provides an integrated set of essentiai security technologies o protect
all of your applications and data. You get the industry’s best firewall plus the iatest

in Advanced Threat Protecticn, Intrusion Prctection, Web-filtering and many new
features like Sandboxing, Feature Select Options for simplifying configurations and
deployments, and Contextual Visibility for enhanced reporting and management.

Key Features & Benefits

Unified Security Muiti-threat protection from a single device increases security

and lowers costs
Unlimited user Ilcensmg and comprehenswe features

Simpiified Licensing
Muiti-Port Interfaces

Muttipie netwaork interfaces and optionat wireless connechwty
anable data segmeniation for compliance and fiexible
. deployment

TRERDS 4ND TEC 5”1
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FortiGate/FortiWiFi®-60D Series — - -

Integrated Threat Management for Small Networks '
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Protection that’s Easy fo
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P 1 5 Gbps throughput performance h
¥ ensures your network sacurlty won
‘be a bott!eneck

° Intagrated sw‘tch and aptions for PoE ‘
simpllfy your network infrastructurs

» Up to 2K WAN, 7x LAN and 1x DMZ .
2, Interface ports (2x Powsr Qver
Ethernet ports on POE models)

Runs on Forti0s 5 — the most powerful
security operating system inthe :

- world delivers more security to flght

- advanced threats, more control to
secure mobile devices, and mare
inta!ligence to bulld secure poicles
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IARDWARE

FortiGate-60D

FIATINET

11 PTaRe e WRE

- © "Usa Port

(4] 2x GE RJ45 WAN Ports

' Powered by ,
FomAS/C SOC2

.o-Combines a RISC-based CPU with "
Zortinet's proprictary FOrtiASICT™ %
“gontent and network processors for-
unmatchad parformance

Simpllﬁes apphance demgn and
. .enables breakthroigh performance for
smaller netwcrks

T .r»

e Supports firawall acceleratlon ;
across all packgt 3|zes for maxrmum
" throyghgut

. Delivers accelerated UTM content ) f ’ _
PTUCBSSW for superior pen‘ormance e
“and protectlon .-

o i
‘e Accelerates VDN peﬁormance for high
spesd gecure remote a008ss .

+ :,-" o
A wtyd

5 x GE RJ45 Internal and 2 x GE PoE Ports on POE models

FortiwWiFi-60D

RIS NNET i

o PR WJ*NA‘ %"I ‘{

IR T

B o o € iy | e b -F’

Install in Minutes with FortiExplorer

The FortiExplorar™ wizard enablas you to easily and quickly set up and configure
FortiGate and FortiWiFi platforms with easy-to-follow instructions. The application
runs on Windows, Mac OS X desktops and laptops as well as popular mobile

devices. Simply connect to the appropriate USB port on the appliance, and be
fully protected in minutes,

3G/4G WAN Cannectivity

The FortiGate/FortWiFi-60D series includes a USB port that alliows you to
plug in a compatible 3rd party 3G/4G USB modem, providing additional WAN
connectivity or a redundant link for maximum reliability.

Compact and Reliable Form Factor

Designed for small environments, you can place it on a desktop or wall-mount it.
it is small, lightweight yet highly reliable with superior MTBF (Mean Time Betwean
Faifure}, minimizing the chance of a network disruption,

Superior Wireless Coverage

Abuit-in dual-band, dual-stream access point with internal antennas is integrated
on the FortiWiFi-60D and provides speedy 802.11n coverage on both 2.4 GHz
and 5 GHz bands. The dual-band chipset addresses the PCI-DSS compliance

requirement for rogue AP wireless scanning, providing maximum protection for
regulated environments,

TRENDS AND TECH @
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sPECIFICATIONS

FOATIGATE-6UD FORTIWITI-E0D FORTIWIF-GOD-POE

GbE RJ45 WAN Poris 2

GbE R4S Intamat Porte 7 7 5 5

GRE RJ45 PoE Ports : : L LA .
GbE RJ45 DMZ Ports 1 —

Wireless Interlace - BO2.11 a/b/p/n T B0Z.11 a't/g/n

UUSB Ports {Cllent / Server) 171

Console (RJ45) T

FIrewa!IThrnughput (15‘8 /612 / 84 byte UDP packets) 157157 1.5 Gops

Firawall Latency (64 byte UDP packets) I
Firowrall TRTQUINDUR (PRTKEES PO SB00NEI- = - 1o o o e
Gonturvent Sesslons (TCP) 500,000
New Sessions/Sec (TCP) 4,000
Firewall Pollclas 5,000
IPSac VPN Thraughput (512 byte packets] 1 Gbgs e
Gatoway-to-Gatoway PSec VPN Tunnels , 200 e
Cllent-to-Gatoway JPSec VPN Tunnala 500
SSL-VPH Throughput 30 Mbps o
Concurrant SSL-VPN Usars (Recommended Max) 100 -
IPS Throughput 200 Mbes
Anttyirus Throughput (Proxy Bassd / Flow Baged) 35/ 50 Mhps
Virhual Domains (Defaalt / Max) W/ s
Max Nutrtber of ForhAPs (Total / Tunnai Mode) 0/5
Max Number of ForliiTokens L
Max Number of Ragistared FortiCllenis 200

_High AvailabHity Conflgurations Aclive / Aciive, Active / Passive, Clustering
Raight x Width x Length {in) 1.50x8.50x5.83 n 1.50 x8.50x6.18in 150 xB.50 x B.83in 150850618 1in
Helght x Width x Length (mm) JB8x 216 x 148 mm 38x 216 x 157 mm 38 x 215 % 148 mm By 216x 167 mm
e e .
Walght

1.9 1os (0.8 kg)

*

Power Required 100-240 ¥AG, 50-60 Hz

Max Curent 110V/1.5A,220¥/0.75A 110V /1.6A,220V/0.754A 110V 1bA, 220-\7/0‘75A 110V/ 154, 220Y/075A )

Totat Avaliatie PoE Power Budget - - . J08W 309w

Pawer Consumption (svg / Max) 7714 V7114w 27.47452W 289/48.2W

Heat Disgipation 408TUA 40810/h 150 BTU/

Operating Temperature 32 - 104 °F [0 - 40 °C}

Storage Temperature <31 - 158 °F{-35 - 70°C) -

Humidity 20 to 90% non-candersing

Operating Altude Upto 7ADONIZ2E0 M) T ———
_Compliance .

FCC Pant 15 Class B, C-Tick, VCC!, CE, UL/cUL, CB
Cortifications . = : . _ *

1CSA Labs: Fiawalt, IPSec, 1S, Antivirus, SSL VPN

Hies: Al peclrmance vaiies an: "ug W00 At Ly sesenbon nn eyrtem el atann, Anthangs el i 1sg s usg 44 Kege 1T s, 00y preonesnce i nanasorel jsng 1 Biyie 1TE g,

GLOBAL HEADQUARTERS EMEA SALES OFFICE = APAC SALES OFFICE  LATIN AMERIGA SALES OFFICE

‘li- Fortinet Inc. 120 rue Albert Caquot 300 Beach Road #20-01 Prol, Paseo de la Reforma 115 Int, 702
F amw HT' I l ET 899 Kifer Road 06560, Sophla Antipolis, The Concourse Col, Lomas de Santa Fe,
Sunnyvale, CA 94086 France Singapore 199555 C.P 01218
Unitad States Tal: +32.4.8987.0510 Tel: +65.6513.3730 Dal, Alvaro Obregon
Tal: +1.408.235,7700 Fax: +33.4.8887.0501 Fax: +65.6223.6784 México D.F.
Fax: +1.40B.235.7737 Tel: 011-52-{55) 5524-8480

Copyright® 2014 Fortinal, Inc, All rights reserved. Farinet®, ForliGate®, FociCere® and FortiGuesd®, and certaln ather marks are registersd tradernarku of Fortinet, inc., Bnd other Fortinet names harein may

alao be reglaterad and/or common law trademarks of Forinet. All other praoduct ar compeny names may be tred of their e and other metrlca contetned hersin were atiained
In Imemat lab tests under Idesi conditions, and actual performanca and other resuits may vary. iabies, different rk environmente -nd other conditlons mey affect psriommence results. Nothing
hereln rep any # by Forinat, and Fortinat lalms all lss, whather

p ot impliad, excapt to the axtant Forlinet antars a binding written contract, eigned by Foplinet's Ganeral
Couneel, with a purchaser thet exprasaly wamants that the Identified praduct witl perform g to certain axpressiy-identified per metrics and, in such event, anly tha spaclfic performance metrics

oxprassly [dantifed tn such binding wﬂtlan contract ahali be binding on Fortinat. For absoluts clarmr. any such warrgnty will be limited to performancs In tha esme ideal conditions ap In Fortinet's imernal lab tests.
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Redefining Enterprise Network Security
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FortiOS 4.0 Software — Redefining Enterprise Network Security

Today's Security Ghallenges
Networks are faster than ever, carrying more information and rich content - as well as potentially malicious payloads. The
volume and scophistication of attacks have also increased, requiring more accurate detection methods and the ability to

block thireats before they can do any damage. Sirnultaneously, cost-reduction programs are forcing 1T departments to
consolidate network equipment and operating expenses wherever possible.

Fortinet Offers A Simple, Powerful Sohition
FortiOS is a security-hardened, purpose-built operating system that is Ihe soltware foundation of all FortiGate® consolidated
security platforms. FortiOS 4.0 software leverages the hardware accelstation provided by custom FortiASIC™ processors,
delivaring the most comprahansive suite of IPvB-ready secliity and networking services avallable within a single device.
FortiGuard® Security Subscription Services ensure thal FortiOS threar protections are aiways up to date, defending your
network against the fatest, most-sgphisticated and dynamic attacks.

FortiOS 4.0 Security Features

s Enterprise-class Frewall - IPvB-Reacdly
¢ Appiication Control

* Integrated Intrusion Prevention

= |dentity-based Policy Enforcement

e S8L-encrypted Traffic ingpection

s VPN -{PSec

and 8SL

= Antivirus / Antispyware

e Antispam

e Data Loss Prevention (DLP)

* Flow-based |
s Web Filtering

nspection Options

¢ Endpoint Network Access Control (NAC)
e \uinerability Management

* Monitoring, Logging and Reporting

= WAN Optimization

s Integrated W

ireless Confroller

*  VoIP Security
¢ Centralized Management

¢ Virtual Doma
« High Availabi

ins
lity

= Llayer 2/3 Routing Services
e ForiiGuard Security Updates .

—

\

“A further disrupting facter is the rate of change
within enterprise networking — inexorably increasing
throughput, more Web-based applications, more complex
connections within applications, more complex data
cenlers and more dala being presented to cuslomers
means that firewalls have had to keep up with feotures
and performance to meet these changing needs”,

'"‘\

Giig Youny sl John Pescates

Gartrier Wagic Quaciant for Enterprise Metwork Fesmals - Marek 2010),

Complete Security
Fortinet designed and buill FortiOS$ 4.0 security services

from the ground up 1o deliver integrated parformance

and effectiveness that standalone products simply cannot
match. The services worl together as a system to provide
better visibility and mitigation of the latest network and
application threats, stopping attacks hefore theft and
clamage can oceur.,

Purpose-Built for Performance

FortiOS software enables high peiformance multi-threat
security by lsveraging the hardware acceleration provided
by ForliASIC processeors. This combination of customn
hardwarg and sofiware gives you the best security and
pertormance passible from a single device.

Simplified Deployment and Management

Farti8 4.0 software lowars costs and recluces T staff
workloads, Centralized management ancl analysis ensure
consislent policy creation and enforcerment while minimizing
deployment and configuration challenges. You gain the
fiexibility of hawving a unified security policy at the device level
along with an appliance-based centralized management
platform for farge deployments,

Unique Visibility and Control

Advanced security features such as Flow-based Inspection
and Wirelass Gontroller capability allow you to menitor and
protect your network from endpoints to core, and from
remote offices to headguarers, ForliOS allows greater
traffic visibility and more consistent, granular conirol over
users, applications and sensitive data,

TRENDS AND TECHNOLOGIES. INC.
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Firewali

Fortinet firewall 1echnology combines ASIC-accelsrated stateful inspection with an arsenal of
integrated application security angines o quickly identify and block complax threats. FortiGate firewall
protection integrates with other key security features such as virtual privale netwark (VPN), antivirus,
intrusion prevention, Web filtering, antispam and traffic shaping to deliver multi-layered security that
scales from smail business appliances (o muli-gigabit core network and data conter platiorms.

intrusion Prevention

Intrusion prevention system {IPS) technology provides protection against current and emerging
networl level threats. In addition to signature-hased detection. we perform anomaly-based detection
whereby our system alerts usars o traffic that fits a specific profile-matehing the attack hehavior. This
behaviar is then analyzed by our threat research team to identity threats as hey emerge and qensrate

new mqnaturea that are incorporated into our FortiGuard services.

VPN

Forlinet virtual private network technology provides secure communications betwecn multiple
networks and hosts using IPSec and SSL VPN protocols. Both services leverage custom FortiASIC
processors to accelerale encrypliont and dacryption netwark traflic. Onee the iraffic has been
decrypted, multi-threat inspection including antivirus, intrusion prevention, ancl Web filtaring can ba
appiied and enforced for all content.

Antispam

Fortinet antispam technology offers a wealth of features to delect, tag, quarantine. and block
spam messages and malicious atlachments generaled by spambats and comprornised systems.
ForliGate and FortiwiF! platforms and FortiClient enclpoint security agents offer integrated antispam
functionality as part of their multi-layered protection, backed by the FortiGuard Antispam Service.

L

Nt
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Fortinet's Security Solution

Today's orgenizations need maore nalwork protection than traditional firewalls can provide. Stand-alone secuiity solutions
add complexity and cost without providing comprehensive protection.

FortiOS integrates many functions togather into a single security platform, incluciing firewall, VPN, application contral,
intrusion pravention, and web filtering. Fortinet delivers complete contenl protection, which is mere than simply identifying
applications and alowing or denying the traific, It is application control coupled with identity-hased policy enfarcerment of
alt content.

Complex & Costly
Typical Adhoc Model

Typical Adhoc Model
Numerous stand-alone security products
irom different vendors are costly to deplay, \
complex to manage, and degrade netwark !
performance and refiabilty. 7

Web
Fittering _ .,

P
Wirelens
/// GCanlroflar
3 Antetras
=

_’@im ple & ngﬁ_mE'ffectivq ~

Fortinet UTM Model

FortiGate UTM |
Application Gantral > ™
Antivirus »
Next Generation Firowall > =
Web Filtering >
AntiSpam >
WAN Acceferation >
Traffic Optimizatien »
VPN )
PS>
DLP >
WiFi Controlier >

+ The Forlingt LITM Modal
Fortinet's fully integrated security
technatogies offer increased
protection, improved performance,
reduced costs, and greater reliability.

'rnswns,wmc |
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FIREWALL
1GSA Labs Cerifind (Enterprise Frewall)
NAT, PAT, Trensparent (Bridga)
Routing Mode (RiP, OSPF, BGP, Multicasy)
Policy-Based NAT
Virtual Domains (NAT/Transparent mode)
VLAN Tagging (B02.1Q)
Group- hased Authentication & Schaduling
SIP/H.323 /SCEP NAT Traversat
WINS Support
Explicit Proxy Support (Gilrix/TS eic.)
Volf? Security (SIP Firawali / RTP Pinholing)
Granular Per-Policy Proteclion Profiles
Identity/Application-Based Policy
Vulnerabllity Managemeni
IP¥S Support {NAT / Transpareni made)

VIRTUAL PRIVATE:NETWORK {VPNY
IGSA Labg Gertified (IPSec/SSL-TLS)
PPTP.1PSEC, and L2TP + [PSac Support

SSL-VPN Concentrator {ncluding iPhone client supporl)

DES, 3DES, and AGS Encryption Suppart
SHA-1/MDE Authantication

PPTP. L2TP, VPN Cliant Pass Through
Hub and Spoke VPN Support

IKE Certificate Authentization vi & v2)
IPStc NAT Traversal

Automaltic IPSac Gonfiguration

Deud Paer Detection

RSA SecurlD Suppart

SSL Single Sign-Dn Bookmarks

S5L Two-Factor Authentication

LDAP Group Authantication (SSL)

NETWORKING/AOLITING
Multiple WAN Link Support

PPPoE Support

DHCP Clisnt/Server

Policy-Based Routing

Dynamic Routing for 1Py (RIP, DSPF, IS-I1S, BGP, &
Mylticast protocals)

Dynamic Aputing for IPvG (RIP, OSPF, & 8GP)
Multi-Zone Support

Route Betwean Zones

Route Between Virlual LANs (VLANS)

Mulll-Link Aggregation (802.3ad)

1Pvh Support (Firewall, DNS. Transparent Mote, SIP,
Dynamig Routing, Admin Accass, Managemeri)
YRRP and Lisik Fallure Controt

sFlow Client

MANAGEMENT/ADMINISTRATION OPTIONS
Web Ui (HTTPHTTPS)
Telnst 7 Secure Command Shirll (SSH), and
Comrnand Line Interface (CLI)
Role-Based Administration
Mulli-language Support: Englist, Japanase, Korean,
Spanish, Ghingse: (Simmlffied & Traditional), French
Muftipte Aoministrators and User Levels
Syslam Software Rallback
Canfigurahle Password Policy
Custumizable Dashboard Widpets (wab Ut}
Central Management via FortiManager (optional)

Nnte Tha lisi showe Iz comprehanzive nnd may contain TanK)S lesrures wiich am nol avardatle on 3l ForliGoie
anowance, Consull FanliGaie syslam Gpoimentation 1o detarmnn Inzigtn avabahilily,

Forti0S Security Services

ANTIVIRUS ¢ ANTISPYWARE
1G5A Lobs Gestilied (Gateway Antivirus)
Ingiuclee Antispyware antd Worm Pravention

Protagols: HTTRHTTPS SMT#/SMIPS
.POPIPOP3S IMAP/IMAPS
FTP Major IM Pratocols

Fiow-Based Antivirts Scanning Mnde
Automatic “Push” Canlerm Updales

File Quarasime Suppost

Databmsos: Standard, Extended, Extreme, Flow
1Pv6 Suppon

WER FILTERING
76 Unique Content Categories
FortiGuard Web Fittering Service Categarizes over 2
Hillion Web pages
HTTPMTTES Filering
Web Fiftering Time-Based Quola
URL/Keyword/Phrase Block
URL/Category Exempt
Blocks Java Appiet, Cookies, Active X
MIME Content Header Filtering
IPvR Support
Flow-hasott Web Filtering

APPLICATION CONTROA.
\tlentify wnd Control Over 1400 Applications
Traffic-Shaping (Per Application)
Facebuok Application and Category Contrn!
Differantlat Services Stpport Per-Applicalion
Control Popular Apps Aogardiess of Part/Pratacol:
AOL-IM Yahoo MSN KaZaa
1C0 Gnutedla  BifTarrent  MyBpace
WinNY Skype eDmkey  Facebook

" Forti0S Networking Services

TRAFFIC SHAPING
Palicy-hased TraHic Shaping
Application-hnsed and Per-IP Tradfic Shaping
Differentinted Services {DiffServy Support
Guarantes/Max/Pricrity Bandwiath
Shaping via Actnunting, Trafic Quotas

VIRTUAL DOMAINS (VDOMS)
Separate Firowal/Routiog Comains
Separate Alministrative Domains
Separate VLAN interfaces
1 VGOM License Sld. (more ¢ain he added)

[IATA CENTER OPTIMIZATION
Web Sorver Caching TGP Mulspiexing
HTTPS Offioading WCCP Support

For»tiDS;MEfill_i‘i.Qﬁﬁént"servin‘{as

LOGGING/MONITORINGARFLNERARILITY MGM3

Netwark Vulnerability Scanning

Graphicnl Report Scheduling Suppert
Graphical Real-Time and Hiswrical Monltaring
Local and Remole Sysing/WELF server ingging
SNMP Support

Email Nolilication of Events

VPN Tunmiel Moniter

Optional FortiAnalyzes Logging (including per-YNOM)

Dptinnal FortiGuard Anatysis and Management
Servive

INTAUSION PREVENTION SYSTEM (IPS)

ii8A Labs Gertiflad {NIPS)
Protection From Over 3000 Threats
fraticol Anomaly Support

Custnm Signature Suppnrt
Automalit Altack Dalabase Update
PG Support

DAIA LDSES PREVENTION (DLP)

ldeniification and Cnntrod of Senstive Data in Motion
Buili-in Pattem Database

RagEx-based Matching Engine tor Gustamizad Fatierns
Contigwrable Axtiuns (blockfiog)
Cuslomizod Patterns

Supporis IM, HTTP/HTTPS. and Mare
Many Popular File Types Supported
International Character Sets Supporied
Document Fangerprinting

Finw-Based DLP Scanning Mode

ANTISIPAM

Suppont for SMTP/SMYPS, POPI/POP3S, IMAP/INAPS
Real-Tine Biacklist/Upen Ratay Ualabinss Server
MIME Heaner Check

Kayword/Phrase Filtaring

I Address BlacklisU/[xempt List

Automatic Real-Time tpdates From ForiGuard Network
ENGPOINT COMPLUANCE AND CONTROL

Munitor & Contml Hosts Rurning FortiClient Endpaint
Security

Vulnerghllity Scanning of Nelwork Nodes

HIGH AVAILABILITY (HA)
Aclive-Active, Active-Passive
Statefui Failover (FW and VPN)
Device Faillure Detectinn and Notification
Link Status Monlor
Link frilover
Server Luad Balancing

WAN DPFTIMIZATION

fi-Directional / Gateway to ClianUGateway

integrated Gnehing and Protocal Optimization
Accelarates CIFS/FTP/MAPIHTTRMYTPS/Generic TCP
Requires a FortiGate device with Hard Drive

FINEWALL USER AUTHENTICATION OFTIONS

Lncal Database

Wingows Active Diroctory (AD) Integratinn (w/ FSAE)
Exdernai RADIUS/LDAP/TACACS+ Integration

Xauth over RADIUS for IPSEC VPN

ASA Securid Support

LOAP Giaup Support

FortiToken Support

WIRLLESS CONTROLLER

Unified WiFi and Access Point Managemant
Automatic Pravisloning of APs

On-wire Deteclion and Blocking of Rogue AP
virtual APs with Different SSIDs

Mulliple Authentication Methods

TRENDS AND}{?E CHNOLOGIES. INT.
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Fortinet Advantages

Consolidated,Comprehensive Security

Consalidated sacurity technologles enable higher throughput and iower latency. with greater visibility and control over
users, applications, and data.

Hardware-Accelerated Performance

Customn FortiASIC processors accelerate the processing-intensive taskks ragiuired to secure networks in toclay's sophisticatecl
threat environment.

Global Threat Research and Support

FortiGuard® Lalbs threat researzh ancl FortiCare™ support teams deliver the 24/7 real-time protection and support you
need to stay ahead of a constantly ovoiwnq threat Inndsmpe nnd an @ver- (‘hcmgmq notwna I\mg onvuonmmt

ngorous 3rd Party Certlflcatlons

Fartinet is the only unified threat management venclor to aarn cartifications across all core security technologies, These
independent certifications demonstrate our abilily to cohsolidate mulliple securily technojogies into a single device while
still meeting the highest standards of performance and accuracy.

Wm VPN Wmncwm GORPORATE

COMMON CRITERIA
EAL 4+ CERTIFIED

ANTiw-SMM

Wlpsm- BASIC

WETWGRK PS NSS

approved

ices pl
rt plans start y

Umned laaldware Warran nd 90 ddy Ilmitad software warran

GLOBAL HEADQUARTERS EMEA SALES DFFICE - FRANCE APAL SALES OFFICE - SINGAPORE
Fartinat Incorporatatt Fortinat Inootporated Fartinel Incorporatad
1080 Kitar Apoad. Sunnyvala, CA 84088 USA 120 rup Albert Caguot 200 Beach Aoad #20-01
Tel +1.408.236.7700 06560, Sophis Antipalis, France The Concourse, Singapore 129555
Fax +1.408.236.7737 Tal +33.4.68987,0510 Tal +65-6513-3734
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Advances in threats have driven mainstream firewall damand for next-generation firewall
capabilities. Buyers should focus on the quality, not quantity, of the features and the R&D behind
them. This market includes mature vendors and new entrants.

Market Defiﬂition/Description

The enterprise network firewali market represented by this Magic Quadrant is composed primariiy of
purpose-built appiiances and virtualized models for securing corporate networks. Products miust be
able to support single-enterprise firewall deployments and large global deployments, inciuding
branch offices. These products are accompanied by highly scalable management and reporting
consoles, products, and a sales and support ecosystem focused on the enterprise.

The firewall market has evolved from simple stateful firewalls to NGFWs, incorparating full-stack
inspection to support Intrusion prevention, appiication-ievel inspection and granular policy control.
Such NGFWs wili eventualiy subsume mainstream deployments of stand-alone network intrusion
prevention system (IPS) appliance technology at the enterprise edge. Gartner already sees this shift
in the form of reduced IPS buying activity and a flattening of IPS market growth, but Gartner
betieves the security-conscious segment of the market will continue to use separate IPSs. The reality
of product life spans cannot be ignored in this market shift, however: Enterprises refresh individual
firewalls, on average, every five years, and IPSs are refreshed about four years or less, so the
market won't shift quickly. .

Although firewall/VPN and [PS are converging, other security products are not. All-in-one or unified
threat management {UTM) products are suitable for small or midsize businesses (SMBs) but notfor
the enterprise: Gartner forecasts that this separation witl continue until at least 2016. Branch-office
firewalls are becoming specialized products, diverging from the SMB products (for more information,
see "Magic Quadrant for Unified Threat Management™),

Gartner has successively increased the Magic Quadrant evaluation weighting for NGFW features. This
edition signals a significant increase in the weighting of NGFW capabilites refiecting the changing
markets and enterprise needs.

Betusn to Top

- Magic Quadrant

Figure 1. Magic Quadrant {or Enterprise Network Firewalis
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Vendor Strengths and Cautions

Barracuda Networks
Barracuda Networks (ww

arracudanetworks.cam) acquired European firewall vendor phion in

2009. Barracuda has been focused primarily on selling to the low end of the midsize-enterprise
market at low cost. The former phion firewall is now branded as the Barracuda NG Firewali family
across a range of appliances and a virtual version. Barracuda is assessed as a Niche Player for
enterprises, mostly because it serves a set of placements when the Leaders are otherwise not
welcome. We do not see the Barracuda NG Firewall frequently displacing Leaders otherwise. The
firewall has application control and reputation services, and the Barracuda NG Firewall Vx is a virtual

version.
Strengths

The Bamracuda NG Firewail is a good option for Barracuda customers who want to get a firewall

product from the same vendor, especially for those organizations that are outgrowing their current
UTM and/or maving into point products.

The Barracuda NG Firewall unit support staff offer good local language support, especially in

Germany, Switzerland and Austria,

The Barracuda NG Firewall is a strong competitor in situations where price is highly weighted in the

selection.
Cautions

Barracuga customers are primarily SMBs, and the vendor does not yet have well-established
enterprise network securlty channels or support.
No vendor we surveyed listed Barracuda as a significant enterprise competitive threat. Barracuda has
not been visible on the firewall shortiists of Gartner customers. Most interest has been instead via

incumbent customers who have other Barracuda products,
Full Internet Protocol version & (IPv6) still needs to be impiemented. Some clients Gartner interacted
with commented that the IPS reporting could be improved.

Return to Top

Check Point Software Technologies

Check Point Software Technologles {(www.checkpoint.com) is a well-known, pure-play security
company with the largest firewall instalied base, and strong and broad channel support.
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The majority of enterprises choose to use Check Point-branded apphances, aithough options are also
available for a software install on seif-sourced servers, a virtual machine install (Secure Gateway
Virtual Edition [VE]), or the remaining partners, such as Crossbeam (recently acquired by Blue Coat
Systems). The IPSO and SecurePlatform operating systems are unified under the new GAjA
operating system release.

Check Point has continued to expand its software "blade" strategy (that is, preloaded software
modules enabted through subscription keys). Gartner helieves that the blades, which match NGFW
features (for example, IPS, user identity, application control and anti-bot}, will continue to have high
attach rates, but there will be littie demand for some blades that enable other features (for example,
email security and Web antivirus).

Check Point is assessed as a Leader for enterprises, because we continuously see the vendor

.

semnOMpeting.in.demanding selections, providing an-NGFW development path that customers are asking

for, and retaining customers based on its features and ¢hannel strength.

Strengths

Check Point scored high as a significant enterprise competitive threat by ail vendors Gartner
surveyed. Gartner abserves that Check Point is in most shortlists in which security protection is
weighted highly. The Check Point Experience user events continue to be an effective platform for
new announcements and maintaining loyalty.

The Check Point management console is ranked highly by customers with a large number of firewalls
with differing configurations or a significant compiiance burden: Check Point continues to invest
considerable intellectual property into the management consale, in recognition of the importance
configuration has to administrators in enterprise deployments. Surveyed clients were consistently
managing cormplex environments with many firewalls and users.

* Check Point has a strong field of product options, such as Virtual Systems for virtualized firewalling,

VE for running in virtualized environments, and its SmartEvent correlation product. The wide
avallabitity of appliance models and software options enabies Check Point to meet the requirements
for complex enterprise networks. Check Point has performed favorably on third-party IPS testing,
and Gartner clients comment that the IPS is a significant improvement over previous Check Point IPS
products.

Check Point has good capability for meeting large-enterprise reguirements with the newer high-end
21000 and 61000 series appliances.

Check Point continues to have the strongest third-party ecosystern of security products that
Integrate easily with Check Point's management platform. Gartner has received positive feedback
from clients Fegarding the stabllity and use of Check Point's GAIA operating system release.
Cautions

High price s a commaon reason provided by Gartner customers for replacing or considering replacing
Check Point firewalls. This is not an issue In new placements, i which a premium firewall function is
reguired and justifies the investment. In firewall selections and suppart renewals, Gartner often
hears that support pricing is complex, and price negotiations are difficult.

Gartner views the Check Point Software Blade architecture as having only short-term attractiveness;
it is a difficult Yong-term strategy option for enterprises. Enterprises are cautious about adding new
functions to firewalls, With 12 blades now available for the Check Point firewali, Gartner helieves
charging for features that are included by competitors is challenging and can appear "UTM-like,” thus
alienating enterprises,

In the survey to vendors, Check Potnt was listed secend most often as the vendor they replace.
Although a longtime Magic Quadrant Leader, Check Point needs to take a more aggressive R&D and
marketing path if it wishes to change its current trajectory. = *
Gartner believes the new managed security service provider (MSSP) offering will likely alienate some
MSSP partners.

Return to Top

Cisco

network securlty, Web security and email security tiers. Cisco has chosen to retain the Adaptive
Security Appliance (ASA) firewall brand, and it has added application contro! under the CX feature
brand and has appended the X designator as a suffix to newer models that include IPS. Cisco is
assessed as a Challenger for enterprises over the evaluation period, hecause we did not see it
frequently displacing Leaders based on vision or feature, and it does nat effectively compete in the
NGFW field that is visible to Gartner, Instead, Garther sees Cisco winning mostly procurements
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e ameres cergiSUPPOrt-and the availability 'of-other security products, Surveyed Cisco firewall clients consistently

]

through saies/channe} execution or aggressive discounting for large Cisco networks when firewall
features are nat highly weighted evaluation criteria (that is, as part of a solution sell in which
security is one component). Gartner expects IPS to be added to the CX models in 2013, whereas
currently a choice must be made: either application control or IPS. Also in 2013, a single
management console is likely (for more information, see "Vendor Rating: Clsco").

Strengths .

Cisco has significant market share in security. The new option for an Enterprise License Agreement
(ELA) for security software and hardware is of interest to Cisco security customers who are
undertaking muitiyear deployments and wish to maintain a timetable and product flexibility,
Gartner clients consistently rate as excellent the Ciscc support network, which is the most-often-
clted reason for loyalty to Cisco security products. The vendor has strong channels, broad geographic

ranked having other products from this vendor as the most important factor in the selection.

Cisco offers a wide choice in firewall platforms. The primary offering is the stand-alone firewall ASA,
with firewalls also available via the Firewall Services Module blade for 6500 series switches, Cisco
ASA 1000V Cloud Firewall, and on Cisco's Internetwork Operating System (10S)-based Integrated
Services Router.

The integration of reputation features across Cisce security products is a differentiator that is often
missed in enterprise selections. Although many competitors have reputation features, the breadth of
the Cisco reputation feed is a quality factor.

Cautions

Cisco firewall products are selected more often when security offerings are added to Cisco's
infrastructure, rather than when there is a shortlist with competing firewall appliances. Cisco was
listed by competitors as the product they most often replace. Gartner does not view Cisco's security
strategy as messaging effectively in the broader NGFW market,

The requirement to add a hardware module {the Advanced Inspection and Prevention Security
Services Model [AIP-SSMT) to add IPS capability to scme models of ASA firewall apptiance remains a
barrier to deployment and a competitive disadvantage for branch-office deployments. The add-In
module does, however, provide processing help with the deep Inspection load. IF the SSM module is
used for IPS, then it cannot be used for other content inspection. However, Gartner does not expect
Cisco to continue selling the non-X models beyond 2014,

The security strategy, product offering nomenciature and product descriptions are often cited by
Gartner clients as confusing and orthogonat to competitors’ terms and road maps. By using terms
such as "context-aware" and "CX" rather than application control or NGFW, Clsco is sometimes
exciuded as clients experience confusion in comparing Cisco's offering to competitors' offerings.
Return to Top

Dell SonicWALL

SonicWALL (www.sonicwall.comm), formerly owned by Thoma Bravo and acquired in 2012 by Dell, is
now renamed Dell SonicWALL and is headguartered in California, Although the majority of Dell
SonicWALL's business had been seliing UTM to SMBs, the SuperMassive kne is aimed at the high end
at very competitive price/performance points. Other Dell SonicWALL securlty products include Secure
Sockets Layer {SSL) VPN, email securlty gateways, clean wireless and backup/recovery offerings,
The company's firewall offerings are in four branded lines: SuperMassive, E-Class Network Security
Appliance (NSA), NSA and TZ. Dell SonicWALL is assessed as a Niche Player for enterprises, because
it serves a set of placements other than classic enterprise firewall depioyments well (for example,

retail, upper-midsize businesses and service providers), and we do not see it often displacing
Leaders. ‘

Strengths

Dell SonicWALL's broad model range is a good option for wide remote-office deployments requiring
many smaller devices, such as in retail or franchise outlets, ur with Type C enterprises (see Note 1).
The Peil acquisition represents a broader channel for SonicWALL products, especially into midsize
organizations or organizations that already have a strong Dell rejationship.

Deil SonicWALL has tmproved its enterprise go-to-market ability, rather than attempting to push an
SMB UTM upmarket, by aligning product lines specificatly to the horizontal — SuperMassive for data
centers, service providers and ISPs, and the E-Class NSA for enterprises.

The SuperMassive line has achieved market traction in high-throughput firewall deployments, such
as carriers and service providers, in which firewalt throughput, low latency and price are foremost.
Clients that Gartner surveyed liked the high performance of the SuperMassive appliance.
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Cautions

Most of Dell SonicWALL's firewall and other security product lines have been primarily SMB-focused
and not competitive in most enterprises. Dell SonicWALL does not ytet have a broad-enough
enterprise channel, support and management consoie features to be considered in competition with
the Leaders and to become a bigger part of the NGFW ¢onversation, Some clients that Gartner
interacts with have reported that the console management of the SuperMassive appliance needs
integration improvements for the lower-tier firewall appliances,

Dell SecureWorks presents a channel conflict for sales to other MSSPs, which can view Dell
SonicWALL as part of a competitor. Gartner rarely sees Dell SonicWALL in most Type A and Type B
enterprise firewall selections.

Dell SonicWALL scored low as a significant enterprise competitive threat by the vendors we

..surveyed;.and it has-low visibility in the Gartner customer base, Although It Has a good NGFW

feature set, Dell SonicWALL has not been visible In NGFW selections as seen by Gartner.
Return to Top
Fortinet

California-based Fortinet {www.fortinet.com) has long focused on using purpose-buitt hardware to
produce UTM appiiances at strong price/performance points, Aithough the firewall features in its UTM
products met most of the needs of firewali-focused large-enterprise buyers, Fortinet's approach and
phtlosophy continue to be focused on "everything in ore box," which has caused its brand and
channel support to be slow to evolve from lts SMB base. Fortinet continues to make progress within
the Gartner customer base, usually by expanding out from branch-office or retail deployments to
capture the primary or core firewalls, and It is seen winning some data center implementations.
Fortinet Is a significant threat to competitors in this market because of the company's hardware
expertise, competitive pricing and steady revenue growth. Fortinet is a viable shortlist contender for
most of the enterprise flrewall market. It is assessed as a Challenger mostly because we see it
displacing competitors on vatue and performance, but not often beating Leaders in mainstream
enterprise selections. Fortinet has steadily been expanding its support offerings to be better-aligned
to the enterprise, including options for dedicated technicat account managers,

Strengths

Fortinet has a iarge R&D team and uses this to outmaneuver competitors that often rely on QEM
arrangements. Fortinet continuousty delivers new features in the appiication-specific integrated
circuit (ASIC) and operating system, providing extensive pressure on competitors and pleasing the
channel, Fortinet maintains road map agility to get to the market quickly, with new features that are
fully consoie-integrated. This also has enabled Fortinet to expand its portfolio of nonfirewall network
security offerings, which provides increasing cross-selling opportunities.

Fortinet continues to increase Its wins agalnst the iarger firewall incumbents when customers are
deploying in emerging areas — such as in-the-cloud firewalls, MSSPs and service providers — and
carriers and ISPs are deploying in areas in which high-end performance is required. Fortinet is price-
competitive, especially when using muitiple virtual domains, and appliance reliability is reported as
very high. Fortinet has invested significantly In obtaining and completing certifications.

Its firewalls have high-end performance from purpose-built hardware and & wide model range,
including bladed appliances for large enterprises and carriers, as well as SMB and branch-office
solutions. Although many competitors are increasing their reliance on chips from Intel or other third-
party providers for their future performance gains, Fortinet {much as in its software development)
maintains control of its own dual processors — ane ASIC for network security operations and the
second for content inspection,

The Fortinet Mezzanine Card (FMC} and Advanced Mezzanine Card (AMC) accelerated interface
modules (AIMs) are options for some enterprises and carriers to expand performance or networking
interfaces without having to resort to appliance replacements.

Cautions

Management capabilities were most often listed as the reason when Fortinet was shortlisted but not
selected in enterprises. However, where aggressive console use is not required, or where multiple
firewalls share the same policy, the Fortinet console Is highly competitive.

Fortinet does not have a dedicated NGFW, but instead presents its UTM product, expecting a subset
of product features to be used. Fortinet's marketing focus on using UTM for enterprises has persisted
in what is effectively an attempt to change enterprise buying behavior, This can steer away
enterprise customers, Fortinet also has historically defined enterprises as 500 users — about half the
number used by Gartner and competitors. The UTM messaging also has enterprises excluding
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Fortinet from NGFW shortlists, even when the necessary capabilities (such as application control) are
present,

Gartner believes Fortinet does not have a strong third-party security vendor ecosystem, and Fortinet .
does not hoid any customer conferences.

Return to Top

HP

Acquired in 2009 as part of HP's acquisition of 3Com, China-based H3C Technologies was formed as

a joint partnership between Huawei and 3Com, and it has been shipping firewalls since 2003. Now

in its current customer base Models include the HP FS000 and F100Q (also called the A Serles
Firewalls in some marketing material), an add-in module for switches, the HP Threat Management
.~Services.zl.module, and firewal*software:that can be-added to the HP E5400 zl ‘and ES200 z! ‘series
switches. HP is assessed as a Niche Player primarily because of its geographic sales and presence,
and the current absence of NGFW features, such as IPS and application control, (See "Vendor
Rating: HP" for more information.)
Strengths
HP and legacy H3C have a strong reglonal presence in China and the Asia/Pacific region, and sales
are increasing for incumbent HP networking customers. HP and H3C firewalls will be of most interest
to China-based enterprises, especially where other H3C or 3Com networking equipment is usad.
There Is a wide range of models (inciuding a high-throughput, blade-based chassis), branch-office
models and enterprise models, all with a flat-fee URL model.
It has broad 1Pv6 support.
Cautions
HP firewalis are not visible outside the Asia/Pacific region, and HP has to address concerns from
many geographies about relying on technology developed in China. This situation has ied to HP
having to recommend competltors’ firewall products as optional replacements for HP firewali
products' end of Tife,
The firewall lacks certifications and third-party testing, such as Common Criteria for Information
Technology Security Evaluation, which is usually seen In enterprise contenders,
HP does not currently have a coherent network security strategy that is able to challenge market
Leaders.

o]
Huawei

China-based Huawei (www.huawei.com) has been shipping firewall products for aimost a decade (for
more information, see "Vendor Rating: Huawei"}.The range of appliances and models is extensive,
especially for higher-throughput options, and for customers who already have Huawel products and
wish to expand that business to firewalls, Unified security gateway (USG) is the primary enterprise
line, and Eudemon is the line for carriers and service providers. The majority of Huawei firewails are
sold to carriers, ISPs and cloud and service providers. Although Huawei has received negative
coverage in North America and Europe regarding suspicions of "back doors,” this is not a concern in
all regions and verticals.

Strengths

Gartner assesses Huawel as having a very good overall network security strategy.,

Customers whose networks are based primarily on Huawei infrastructure products can include
Huawei firewalls.

The top end of the Huawei firewall line has a very high throughput and is a goad shortlist candidate
for carriers.

Cautions

The majority of Huawei firewalls have very Jittle visibility outside the Asia/Pacific region; however,
placements in EMEA represent a significant share.

Desplte significant steps undertaken by Huawei to address concerns about relying on technology
developed In China, the concerns remain for many prospective customers.

Return to Top

Juni‘per Networkq

‘‘‘‘‘‘‘‘‘‘‘‘‘ t/us/en) are in multipie
mode! fines: SRX, S5G, ISG and vGW. The Juniper SRX f|rewall, e primary firewall offering, offers a

router as a basic element of the firewall, and it runs the same Junos operating system as is on other
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Juniper infrastructure camponents, Having routing in the firewall is of interest to a narrow segment
of customers. Juniper has AppSecure for application control and visibility, and it has added a
hypervisor-based stateful firewall under the vGW product name. Juniper's Junos Space Security
Design is the successor product for the current security management within Juniper Network
Security and Manager (NSM). Juniper is assessed as a Challenger for enterprises, because we see
Juniper selected in concert with other Juniper offerings, rather than displacing competitors based on
its vision or features. Juniper is, however, often shortlisted and/or selected in mobile service provider
deployments and enterprise data center deployments, primarily because of price and high
throughput on its largest appliances. Gartner sees Juniper mostly selected as an adjunct to the
Juniper network Infrastructure business.

Strengths ] L
Custamers -whose-networks ‘are-already standardized on Juniper's Jinos-based Infrastructure
producks can benefit from the Space Security Design consele, as it is part of the Junos Space
network management platform.

Where Juniper was selected, clients cited a global logistics channel and/or good price for high firewall
throughput.

Good options exist for high-throughput, purpose-built appliances, especially in the higher-end SRX
models. Juniper has a strong range of branch-office firewalls complementing the enterprise products.,
Its branch-office firewalls include WAN optimization controller and an Avaya voice gateway.
Cautions

As a network infrastructure vender, Juniper is sometimes at a disadvantage selling into Cisco
networks, where buying any Juniper security equipment can be resisted as a Cisco network
equipment replacement. Some Gartner clients report that having Security Design as part of Space
can be perceived as a challenging proposition versus pure-play dedicated firewall consoles, Juniper
clients that Gartner interacts with have commented that Space Security Design is not yet fully
featured,

Gartner does not assess Juniper as having a highly compeiling or differentiated security vision, or
one well-known to non-Juniper customers. Juniper's emphasis on the Mykenos technology is not
effective with network buyers in competing with the NGFW messaging of Leaders. Gartner rarely
sees Juniper considered on shortlists by customers looking for an NGFW and instead sees Juniper
more often mentioned by customers looking to replace a firewal!.

Gartner believes that most enterprises want an operating system in their security products that
differs from the one in infrastructure components.

&etummgn

McAfee

McAfee (www.mgafee.com/us) was acquired by Intel in early 2011, McAfee obtained its firewall
products through the acquisition of Secure Computing in late 2008. The former Sidewinder product
has been renamed to the McAfee Firewall Enterprise. McAfee has seven product madels and a VX
virtualized version. The McAfee Firewall Enterprise i5 certified for use on Crossbeam X-Series blades,
CloudShield C5-4000 and Riverbed Steelhead appliances.

The road map for Firewall Enterprise |s more important for consideration than the current features in
the product. A re-engineered Firewall Enterprise integrated with the McAfee IPS on a purpose-built
hardware piatform will be the milestone for which to watch and a road map toward an NGFW. McAfee

is assessed as a Niche Player for enterprises, mostly hecause it serves a set of placements when the
Leaders are otherwise not welcome.

Strengths

The wide breadth of the McAfee Global Threat Intelligence ('GTI) reputation feed is a positive quality
element, as is the TrustedSource feature used to block known bad Internet Protocol {IP) addresses.
The McAfee Event Reporter for Firewall provides guidance on firewall configuration and is included
with the product. MFE has good identity and geoiocation options.

Visibility of ePolicy Orchestrator (ePO) host information within the firewall reporting and console tools
is of interest to current McAfee ePO customers.

The "one price" of Firewall Enterprise is an advantage versus the complex pricing schemes of many
competitors. URL filtering is included at no charge.

Cautions

Gartner believes that the Intel acquisltion has presented a significant distraction for the McAfee
network security unit. Gartner security analysts always believed that the network security appliance
business made no sense for Intel and believe that this has proven true in the market.
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Although it has been four years since the acquisition of Secure Computing, the McAfee IntruShiald
IPS engine, available in the stand-alone IPS appliances, Is not yet integrated into the Firewall
Enterprise. The current Firewall Enterprise IPS capabilities are not competitive with leading NGFW
vendors' capabilities, and users generally comment negatively to Gartner on the IPS configuration
and performance.

McAfee is rarely seen on Gartner client network firewail shortiists; however, when it is, the time
taken to navigate the general McAfee support system is the most often listed criticism heard from
Gartner clients during the selection process. McAfee was not listed by any vendor we surveyed as a

significant enterprise competitive threat. Declining to participate in NSS Labs' firewall evaluation has
not helped McAfee's visibility.
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for more than a decade, selling firewalls, vulnerabllity management and messaging security
gateways. The acquisition of Netasq by Cassidian CyberSecurity (an EADS company) is now
completed. Netasq will continue to operate as an independent company. Netasq products mostly
appeal to both EU-based midsize businesses and enterprise companies, Virtual versions are aiso
available in the V line, Netasq is assessed as 2 Niche Player for enterprises, mostly because it best
serves midsize businesses, and agencies in portions of EMEA, or when the Leaders or Chaliengers do
not have the usual advantages. Feature sets are divided between enterprise and UTM lines.
Strengths .

By not using traditional signatures and, instead, focusing on heuristics, Netasq has innovated on an
IPS path that js different from mainstream firewall vendors, which has positioned it more uniquety
for countering new kinds of attacks. Users report that they like its policy-based management and
real-time paolicy warning.

It is VPN-certified for "EU Restricted" use in the EV, which is of interest to governments and agencies
looking for simpler procurement.

Netasqg gets good marks from midsize enterprises for features and ease of use, and it has good
channel support in EMEA.

Netasq users comment to Gartner that the branded training and EU support are very good. Cassidian
projects can include Netasq firewalls as part of the solution,

Cautions

The majority of Netasq's penetration, visibility and channe! is focused on EMEA, especially France,
Although having a good feature set, Netasq has not been part of NGFW selections as seen by Gartner
because of the company's fow visihility in other geographies.

Return to Top

Palo Alto Networks

Palo Alto Networks (www . paloaltonetworks.com) is a California-based pure-piay network security
company. Palo Alto Networks had a widety publicized initial public offering (1PO) in July 2012, added
a virtual version, and held its first user conference. Palo Alto Networks caontinues to both drive
competitors to react in the firewall market and to move the overall firewall market forward. It is
assessed as a Leader, mostly because of [ts NGFW design, direction of the market along the NGFW
path, consistent displacerment of competitors, rapidly increasing revenue and market share, and
market disruption that forces competitors in ali quadrants to react.

Strengths

A crisp focus on enterprise NGFW features and messaging is viewed positively by firewali operators
in enterprises.

Gartner clients consistently rate the Palo Alto Networks appfication identification (App-ID) and IPS
higher than competitors' offerings for ease of use and quality. The firewall and IPS are closely
integrated, with App-ID implemented within the firewall and throughout the inspection stream. This
"single pass” is a design advantage versus unnecessary inspection that can occur in competing
products that process traffic in serial order — from firewall to IPS, and then to application controf.
Palo Alto Networks continued through 2012 to generate the most firewall Inquiries aimong Garther
customers by a significant margin. Palo Alto Networks was consistently on most NGFW competitive
shortlists, and we observed high customer loyalty and satisfaction from early adopters. A simple

pricing structure heips in procurements versus competitors who charge for features that Palo Alto
includes.
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s Most firewall vendor road maps are foliowing the Palo Alto Networks NGFW road map, placing these
vendors at a competitive disadvantage.
Cautions

» The PA series of firewalls do not yet have certification at the EAL4+ level for the Common Criteria for
Information Technology Security Evaluation.

e Palo Alto Networks does not have appliances with the higher throughput of some competitors,
meaning they are less often considered for larger data center placements.

» The company does not have products in adjacent security markets, which would aliow for cross-
selling opportunltles. The company has room to develop a third-party product support ecosystem.

s With product pricing higher than that of competitors that have fewer features, Palo Alto Networks is
chalienged to win RFPs, whereby price is the greatest we:ghted factor especxally for 5e1ect|on5 that

e oo . 0B firewalkonly:(that.is, no-1PS-or-application control). =~ '

Sophos

Security company Sophos {www.sophs.com) has co-headquarters in the UK. and the U.S. The
Sophos UTM necessarliy targets SMBs. Gartner observes Sophos usually scoring highly where price is
the primary factor and where Sophos products are aiready in place. Sophos is a8ssessed as a Niche
Player for enterprises, mostly because it wins over Leaders in some selections based on features or
with a very specific channel. The Sophos UTM is available as an appliance or software load, and as a
certified Amazon Virtual Private Cloud connector, and it has application control.

Strengths

¢ Sophos' endpoint product customers can have the same vendor provide them their UTM solution.

» Users like Sophos' price, and surveyed users consistently comment on the ease of installation as a
strong point.

¢« A free firewall is available in the "UTM Essential Firewall" edition that inciudes firewali, network-
address transtation {NAT), routing and Web GUI. The free edition runs on a PC, within a virtual
machine or in the VMware vSphere Edition.

e The Sophos blog has been a visible medium in the security ecosystem for establishing Sophos as a
broader security participant.

Cautions

» The Sophos firewall is not often seen in enterprise selections in the Gartner client base, As a UTM,
the product is not a match for most enterprises and instead is seen more often in SMBs. The Sophos
UTM usually competes with other SMB firewall vendors’ solutions.

»  Sophos was not listed by any vendor we surveyed as a significant enterprise competitive threat, and
it has not been highly visible on NGFW shortlists among Gartner clients.

Return to Top

Stonesoft

Headquartered in Finland, public company Stonesoft (www, stonesoft.com) bas expanded its
operations into North America and other geographies, especially Eastern Europe. Stonesoft is
focused on network security and has been very innovative in gnalyzing threat evasion techniques,
and it Is known for its well-functioning clustering and active-active options. Stonesoft is assessed as
a Visionary for enterprises, because it has firewall features that are not seen In many competitors'
products, and its firewall features are both innovative against modern and advanced threats and
focused on the enterprise. Stonesoft also provides stand-alone IPS and SSL VPN products. The
StoneGate brand has been dropped in Favor of the Stonesoft name. The Stonesoft NGFW product is
offered across a wide range of appiiances, incfuding branch office and a virtualized firewall versior]
that is certified for VMware. Furthermore, the MIL-320 model was introduced as a military-grade
ruggedized appliance.

Strengths

+ Stonesoft's threat research concerning evasive attacks has increased security credibility and visibility
for the company and products. As a company headquartered neither in the U.S, or China, Stonesoft
is betng shortlisted where enterprise operaticns span multiple countries, including the U.S. and
China.

s Stonesoft has a long fegacy with high-availabiiity technology, and it has very reliable clustering and
active-active deployability. Almost all surveyed Stonesoft clients ranked these features as important
in their selections.

» The Stonesoft Management Center console can send and receive logs in multipie formats — such as
sysiog, Common Event Format (CEF), Log Event Enhanced Format (LEEF), Common Log Format
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(CLF) and WebTrends Enhanced Log File Format (WELF} — from non-Stonesoft devices to aid in
correlation and reporting.
Support pricing is slightly lower than the industry average, and it has a loyal customer base.
Cautlons
Stonesoft has limited market vistbility and channel strength outside of EMEA, and it has low visibility
within the Gartner customer base, although Its firewall and company revenue has increased aiso
outside of EMEA.
Although the Stonesoft product has many next-generation features, the Stonesoft brand is not yet
widely known.

To!
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WatchGuard

WatchGuard " (wwiw, watchiiiad,coim) is d Seattle-basad network security company that has primarily

seen success in selling UTM products to midsize enterprises. 1ts XTM series of products span
performance and feature ranges demanded by large enterprises; however, WatchGuard's branding,
channel support and management capabilities tend to be more oriented toward SMBs. A well-
established security-focused company, WatchGuard also has products that include SSL VPN and the
Extensible Content Security (XCS) email and Web security line. The XTM-branded firewall models fall
into two categories, The XTM 2 Series and XTM 5 Series are UTM, and the XTM 8 Series and the XTM
1050 and 2050 models are targeted for the enterprise. One Important strategic improvement has
been WatchGuard's introduction of the "NGFW Bundle” option for appliances that is better-suited to
enterprise buyers than the UTM-only approach. WatchGuard is assessed as a Niche Player for
enterprises, because It serves a set of placements other than classi¢ enterprise firewall deployments
well, and we do not see it often displacing Leaders. In May 2012, WatchGuard obtained EAL4+
Commaon Criteria certlfication for the XTM line,

Strengths ’

WatchGuard's strong price/perforrance has enabled it to win price-sensitive competitions across
retail, branch-office, remote-office and Type C enterprise deployments. Gartner has chserved an
increase in visibility of WatchGuard in client inguiries since the last report.

Users report high satisfaction with the reporting function in the watchGuard management console.
Enterprise models are correctly targeted at NGFW, rather than UTM functionality.

WatchGuard's products have a low rate of product vulnerabilities compared with most competitors'
products.

The new RapidDeploy feature |s of interest in areas where many firewalls will be deployed, such as in
franchises or retall, or via an MSSP,

Cautions

Gartner rarely sees WatchGuard in most Type A and Type B enterprise firewall selections. Enterprise
channel and support will need to be expanded if WatchGuard wishes to compete in a broader
segment of enterprises.

Although having a good NGFW feature set, WatchGuard has not been part of many NGFW selections
as seen by Gartner. WatchGuard clients that Gartner interacts with generally reported the IPS quality
as being average,

WatchGuard scored low as a significant enterprise competitive threat by the vendors we surveyed
and has fow visibility in the Gartner customer base.

Reaturn to Top

Vendors Added or Dropped

We review and adjust our inclusion criteria for Magic Quadrants and MarketScopes as markets
change. As a result of these adjustments, the mix of vendors in any Magic Quadrant or Marke:Scope
may change over time. A vendor appearing in a Magic Quadrant or MarketScope one year and not
the next does not necessarily indicate that we have changed our opinion of that vendor. This may be

a reflection of a change In the market and, therefore, changed evaluation criteria, or 2 change of
focus by a vendor.

Retu o To
Aclded

Huawei was added.

Dell acquired SonicWALL, which was in the previous Magic Quadrant, but the name has now
changed.
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o s Y Gartnar ¢lients geénerate inquirtes about the company,

Dropped
No vendors were dropped. AhnlLab, Sourcefire, Cyberoam and F5 were examined as part of this
analysis'but did not yet meet the inclusion criteria at the time of the analysis of this report.
Return o Top

Inclusion and Exclusion Criteria

Inclusion Criteria )

Network firewall companies that meet the market definition and description were considered for this
report under the following conditions:

Gartner analysts assess that the company has an ability to effectively compete in the enterprise
firewall market.

b DA e MR SRR P e i S5 TR

The company reguiarly appears on shortlists for selection and purchases.

The company demonstrates a competitive presence in enterprises and sales.

Gartner analysts consider that aspects of the company's product execution and vision merit
inclusion,

The vendor has achieved enterprise firewall product sales (not including maintenance) in the past
calendar year of more than $10 million and within a customer segment that is visible to Gartner.
Exclusion Criteria

Network firewall companies that were not included in this report may have been excluded for one or
more of the following conditions:

The company did not meet the inclusion criteria.

The company has minimal or negligibte apparent market share among Gartner clients, or it is not
actively shipping products.

The company ts not the criginal manufacturer of the firewall product. That includes hardware OEMs,
resellers that repackage products that would qualify from their original manufacturers, as well as
carriers and ISPs that provide managed services. We assess the breadth of OEM partners as part of
the evaiuation of the firewall, and we do not rate platform providers separately.

The company's products sell as network firewalls, but do not have the capabiiities, scalability and
ability to directly compete with the larger firewail product/function view. Products that are suited for
SMBs, such as UTM firewalls or those for smalf office/nome office placements, are not targeted at the
market this Magic Quadrant covers (enterprise) and are excluded.

The company has primarily a network IPS with a non-enterprise-class firewall.

The company has personal firewalls, host-based firewalls, host-based IPSs and Web application
firewalls {(WAFs; see Note 2} — ali of which are distinctly separate markets.

Returm L'_o_ TUE

Evaluation Criteria

Ability to Execute

Product or service: This includes service and customer satisfaction in enterprise firewall
deployments. Execution considers factors related to getting products sold, installed, supported and in
users' hands. Strong execution means that a company has demonstrated to Gartner analysts that
products are successfully and continuously deployed in enterprises, and the company wins a large
percentage in competition with other vendors. Companies that execute strongly generate pervasive
awareness and loyalty among Gartner clients, and generate a steady stream of inquiries to Gartner
analysts. Execution is not primariiy about company size or market share, although those factors can
affect a company's ability to execute. Sales are a factor; however, winning In competitive
environments through innovation and quaiity of product and service is foremost over revenue. Key
features are weighted heavily, such as foundation firewall functions, console quality, low latency,
range of models, secondary product capabilities (logging, event management, compliance, rule
optimization and workflow}, and being able to support complex deployments and modern
demilitarized zones. Having a low rate of vutnerabllities in the firewall is important. Logistical
capabilities for managing appliance delivery, product service and port density matter, Support is
rated an quality, breadth and value of offerings througl the specific lens of enterprise needs.
Overail viability: Overall business viability inciudes overall financial health, prospects for continuing
operations, company history, and demonstrated commitment in the firewal! and security markets.
Growth of the customer base and revenue derived from sales are aiso considered. All vendors were
required to disclose comparabie market data, such as firewali revenue, competitive wins versus key
competitors {and the wins are compared with Gartner data on such competitions heid by our

TRENDS AND TECHNOLUGIES, IN
CERTIFIED TRUE Gopy



customers), and devices In deployment. The number of firewalls shipped or the market share is not
the key measure of execution. Instead, we consider use of these firewalis to protect the key business
systems of enterprise clients and presence on competitive shortlsts.

Sales execution/pricing: We evaluate the company's pricing, deal size, installed base and use by
enterprises, carriars and MSSPs. This includes the strength of the vendor's sales and distribution
operations. Presales and postsale support is evaluated. Pricing is compared in terms of a typical
enterprise-class deployment, including the cost of all hardware, support, maintenance and
installation. Low pricing will not guarantee high execution or client interest, Buyers want good results
more than they want bargains. Cost of ownership over a typical firewall life cycle (three to five years)
was assessed, as was the pricing model for conducting a refresh while staying with the same product
and replacing a competing product without intolerable costs or interruptions, The robustness of the.

... -anterpriserchanne! and third-parfy-Sco3ysterm 15 important.

Market responsiveness and track record: This evaluates the vendor's ability to respond to changes in
the threat environment, and to present sofutions that meet customer protection needs rather than
packaging up fear, uncertainty and doubt. This criterion also considers the provider's history of
responsiveness to changes in the firewall market and how enterprises deploy network security.
Market execution: Competitive vislbility is a key factor, Including which vendors are most commonly
considerad top competitive solutions, during the RFP and seiection process, and which are considered
top threats Dy each other. In addition to buyer and analyst feedback, this ranking looks at which
vendors consider each other to be direct competitive threats, such as driving the market on
innovative features co-packaged within the firewall, or offering innovative pricing or support
offerings. An NGFW capability is heavily weighted, as are enterprise-class capabilities, such as
multidevice management, virtualization, adaptability of configuration and support for enterprise
environments. Unacceptable device failure rates, vulnerabilities, poor performance and the inability
of & product to survive to the end of a typical firewall life span are assessed accardingly. Significant
weighting is given to delivering new platforms for scalable performance in order to maintain
investment, and to the range of models to support various deployment architectures.

Customer experience and operations: This includes management experience and track record, as
well as the depth of staff experience specifically in the security marketplace. The greatest factor in
this category is customer satisfaction throughout the sales and product life cycle. Low latency,
throughput of the IPS capahility and how the firewall fared under attack conditions are also
important, Succeeding in complex networks with little intervention (for example, one-off patches) is
highly considered.
Evatuation Criterla

Product/Service
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Source: Gariner
Completeness of Vision

Market understanding and strategy: This includes providing a track record of delivering on innovation
that precedes customer demand rather than an "us too" road map. We also evaluate the vendor's
overall understanding and commitment to the security and network security markets, Gartner makes
this assessment subjectively by several means, including interaction with vendors in briefings and
feedback from Gartner customers on information they receive concerning road maps. Incumbent
vendor market performance is reviewed year by year against specific recommendations that have
been made to each vendor and against future trends identified in Gartner research. Vendors cannot
merely state an aggressive future goat; they must put a plan in place, show that they are following
their plan and modify their plan as they forecast the market directions will change, Understanding
and delivering on enterprise firewall realities and needs are important, and having a viable and
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progressive road map and delivery of NGFW is weighted very highly, The NGFW capabilities are
expected to be integrated to achieve both correlation improvement and functional improvement,
Sales strategy: Sales strategy includes preproduct and postproduct support, vaiue for pricing, and
providing clear explanations and recommendations for detection events. Building loyalty through
credibility with full-time enterprise firewall staff demonstrates the abitity to assess the next
generation of requirements. Vendors need to address the network security buying center correctly,
and to do so in a technically direct manner, rather than seliing just fear or next-generation hype.
Channel and third-party security product ecosystem strategies matter insofar as they are focused on
enterprises.

Offering strategy: This criterion focuses on a vendor's product road map, current features, NGFW
integration, virtualization and performance, Credible lndependent third-party certifications include
components is also weighted, as well as product integration into other IT systems. We also evaluate
how the vendor understands and serves the enterprise branch office. Innovation such as introducing
practical new forms of intelligence that the firewall can apply policy to is highiy rated,

Business model: This includes the process and success rate for developing new features and
innovation, and R&D spending.

Vertical, industry and geographic strategy This includes the ability and commitment to service
geographies and vertical markets, such as complex enterprise international deployments, MSSPs,
carriers or governments.

Innovation: This includes R&D and guality differentiators, such as:

Performance, which includes low latency, new firewall mechanisms and achieving high 1PS
throughput and low appliance iatency

Firewall virtualization and securing virtualized environments

Integration with other security products

Management interface and clarity of reporting — the more a product mirrors the workfiow of the
enterprise operation scenario, the better the vision

"Gives back time" to firewall administrators by innovating to make complex tasks easier, rather than
adding more alerts and complexity

Products that are not intuitive in deployments or operations are difficult to configure or have limited
reporting, and they are scored accordingly,

The more a product mirrars the workflow of the enterprise operation scenario, the better the vision.
Products that are not intuitive in deployment, or operations that are difficult to configure or have
limited reporting, are scored accordingly. Solving customer problems is a key element of this

category. Reducing the rule base, offering interproduct support and leading competitors on features
are foremost.

Evaluation Crllerl;‘ _ -‘ Welgining
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Source. Garlner (February 2013)
Quadrant Descriptions
Leaders

The Leaders quadrant contains a mix of large and midsize vendors, with the conymon eiement of
making products that are built for enterprise requirements. These requirements inciude a wide range
of models, support for virtualization and virtual LANs, and 2 management and reporting capability
that is designed for complex and high-volume environments, such as multiber administration and
rules/policy minimization. An NGFW capability is an important element as enterprises move away
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from having dedicated IPS appliances at their perimeter and remote iocations. Vendors in this

quadrant lead the market in offering new safeguarding features, providing expert capability, rather

than treating the firewgll as a commodity, and having a good track record of avoiding vutnerabilities M
in their security products. Common characteristics include handling the highest throughput with

minimal performance loss and options for hardware acceleration.

Return to Top

Challengers

The Challengers quadrant contains vendors that have achieved a sound customer base, but they are

not leading with features, Many Challengers are slow to work toward or do not plan for an NGFW
capabitlity, or they have other security products that are successful in the enterprise and are counting

on the relationship, rather than the product to win deals, Challenger products are.often. well-priced -.. . -

“wt " @fid"hecause of thelr strength in exacution, “Vendors can offer economic security product bundies
that others cannot. Many Challengers hold themseives back from becoming Leaders because they
are obligated to place security or firewali products as a lower priority in their overail product sets.
Firewall market Challengers will often have significant market share but trail smaller inarket share
Leaders in the release of features.

Return to Top

Visionaries

Visionaries have the right designs and features for the enterprise, but they iack the sales base,
strategy or financial means to compete with leaders and chaliengers, Most visionary products have a
good NGFW capability but lack the performance capability and support network. Savings and high-
touch support can be achieved for organizations willing to update products more frequently and
switch vendors if required. Where firewalling is & competitive element for an enterprise, Visionaries
are good shortlist candidates. Vendors that do not have NGFW capabllities are adding them in a
defensive move, while those with strong NGFW offerings are focused on manageability and usability.
Gartner expects the next wave of innovation in this market to focus on better identification of
malicious protocols at muliti-Gbps rates.

Eegurn :D TQQ

Niche Players

Most vendors in the Niche Players gquadrant are smaller vendors of enterprise firewalis, makers of
multifunction firewalls for SMBs, or branch-office-only product makers attempting to break into the
enterprise market. Many Niche Players are making larger SMB products, with the mistaken hope that
this will satisfy enterprises. Some enterprises that have the firewall needs of an SMB {for example,
some Type C "risk-averse” enterprises) may consider products from Niche Players, although other
modets from Leaders and Challengers may be more suited. If local geographic support is a critical
factor, then Niche Players can be shortlisted.

Return to To

Context

The enterprise firewali market is one of the largest and most mature security markets. It is
populated with both mature vendors and some more recent entrants. Changes in threats, as well as
increased enterprise demand For mobility, virtualization and use of the cloud, have increased demand
for new firewall features and capabilities. Organizations' final product selection decisions must be
driven by their specific requirements, especially in the relative importance of management
capabilities, ease and speed of the deployment, acquisition costs, IT organization support
capabilities, and integration with the established security and network infrastructure,

Returp i Top *

Market Overview

As the first line of defense between external threats and enterprise networks, firewalls need to
continually evolve to maintain effectiveness, responding bath to changes in threats and changes in
enterprise network speed and complexity. The firewall market is highly penetrated in the larger
markets (North America and Western Europe}, which means to protect their instalied bhase,
incumbents must add improved capabilities and increase performance, or face either replacement by
innovative new market entrants or commeoditization by low-cost providers. Firewall policy

) management (FPM) products are increasingly used for managing complexity (see Note 3).
Next-Generation Firewalls
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One key area of firewall evolution has been support far what Gartner called in 2009 "next-generation
firewall" features — narnely, integrated deep packet inspection intrusion detection, application
identification and granular control. The key differentiators in these areas are IPS effectiveness, as
demonstrated through third-party testing under realistic threat and network load conditions, and
fine-grained policy enforcement in about the top 25 business applications. Identity-based palicy
enforcement or abilities to enforce policy on thousands of applications have been highly touted but
rarely used.

Because it is highly penetrated, the firewall market is driven by refresh cycles. We have seen some
common patterns in the firewall market as enterprises with three- to five-year-oid firewalls and IPSs
evaiuate replacement:

Enterprises not currently using IPS at all migrate to al use of advanced features... ..
...Enterprises-with-firewalls-arid stand-glong* IPSSemp detection mode (that is, using
minimal signature sets) migrate to NGFW using the built-in IPS capabilities.

Enterprises with firewalls and stand-alone IPS used for active prevention with targe signature sets
and some custom signatures migrate to NGFW for the firewall but continue using stand-alone IPS.
High-security environments upgrade to NGFW for the firewall and upgrade IPS to next-generation
IPS (NGIPS; see "Defining Next-Generation Network Intrusion Prevention").

Virtuaiized Firewalls

As data center virtualization has. contitiued, deimand for virtual appliance support has grown.
Performance and the ability to manage firewall policy through a single integrated management
console for stand-alone appliances or virtual appliances are key differentiators. Gartner has not seen
the firewal! features of virtualization platforms, such as those offered with VMware, as major
competitors to firewall vendors, as the need for separation of duties drives reiuctance to trust the
infrastructure to protect the infrastructure. As other virtualization platforms, such as Xen and Hyper-
V, gain traction, managing heterogenecus virtualized firewalls will present a challenge. Performance
remains a barrier to wider deployment: Almost ali network firewalls today are delivered on purpose-
built appliances because of the poorer performance of running firewalls on general-purpose servers.
Almost all operating systems within firewall appliances are uniquely hardened, subject to stringent
third-party security evaluations. Security-minded enterprises are also rightly skeptical of running
firewalts within a hypervisor that is between the threat and the firewall.

New Firewall Players

Acquisitions continued during the evajuation period, but there were also new entrants into the
firewall market. Del! acquired SonicWALL, and Cassidian CyberSecurity {(an EADS company) acquired
Netasq. Palo Alto Networks had its IPO in July 2012, In December 2011, Sourcefire announced a
firewall product, and in January 2012, F5 announced that the Big-1P data center firewall had been
certified as a network firewall by ICSA Labs. Asia-based vendors, such as Huawei, began to explore
expanding outside of their home geographies, with the Mideast and Eastern European markets the
initial target geographies.

During the evaiuation period, the firewall market grew to $6.3 bitfion in 2011. This is on target with
our estimate in the previous Magic Quadrant. For 2012, Gartner estimates the firewall market will
have grown 10% to reach $6.93 billion. For 2013, Gartner expects the enterprise firewall market will
grow 11%, reaching $7.7 billion. We forecast this market will reach a compound annual growth rate
of 10% through 2016,

Canfusing Use aof "Application” and "Firewall” in Three Distinct Products

Overlapping terminclogy and confusing marketing can lead to confusion between the three distinct
issues of appiication control, WAFs and firewalls on application delivery controllers (ADCs). The
firewall application control approaches by most NGFW vendors, such as Check Point, Fortinet, Palo
Alto Networks and Dell SonicWALL, are mostly about controlling external applications, such as
Facebook and peer-to-peer (P2P) file sharing.

WAFs are different; WAFs are placed primarily in front of Web servers in the data centers. Pure-play
WAF companies, such as Imperva, or data center infrastructure vendors that provide WAF
technology within their ADCs are concerned with custom internal Web applications.,

While some ADC vendors, such as £5, are now introducing network firewalting within their ADCs as
well, Gartner does not see NGFW and WAF technologies converging because they are for different
tasks at different placements. As Gartner advises clients, most enterprises have a single brand of
network firewall for all the placements, including Internet-facing, virtualized, data center and branch
(see "One Brand of Firewal! Is a Best Practice for Most Enterprises”). These data center firewalls will
be challenged to gain any noteworthy share until they can provide competitive firewalling for all
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enterprise placements; they can, however, serve a very niche set of placements, such as in cases in
which the data center is a separate business with its own firewall operations staff,
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This Maqn Quadrant was conducted in accordance with Gartner's weli-defined metlmdoloqy Thie analysls In this reporl
was baset primarily on interviews and interactions during firewall inguiries with Gartner clients since the last report,
We also consider surveys completed by vendors, vendor briefings conducted at the vendars' request throughout the
year, interviews with references provided by the vendors, and supparting Gartner quantitative resaarch on market
share.,

Guidelines for responding to the full survey were provided at the titme of issue of the survey. Responses were
nevertheless of varabie quality, Responses thal were ower quality {(for exampie, ignoraed e questian, pror grarmmar,
mabliity to explain key concepts, mability to provide. high -quality explanations of-use cases, and inability ta goheyond
‘techrical Capabitifies and demonstrate an uncerstanding of the business envirgnrent) or cid not. meat the guidelines
generally tended Lo scare lower, Vendors that declined 10 provide & survey response were assessed by Gartuer as to
what the likely reply woult have been (usually tius is in refation 1o specific revenue breakdowns). Some vendors
dechned to answer cortain questions due in market restrictions and therefore did not fare as well under some of the
sconng criteria,

Wa asket for a specific numbar of references from each vendaor, and sach reference customer is supplind with a
structured survey, References are scored on the basis of beth the quality of the reference and what they tell us, For
each vangdor, we take into account comments from both that vendor's owa mfarences, and what other venoors’
customers say abaul that particular vandor. Vendors can be nutably affected by the inabliity to have sufficient
refmence custamers prnvide in| Ut

Lntorprlse vary in thelr agaression 111(1 risi- lakmo rhanrremriu Type A enlerprises seek the new e"t somrlly
technologies and concepts, tolerate procucement failure and are willing to invest for innovation that might deliver lead
time against thefe competition; this is the "loan forward™ ar aggressive security posture. For Type A entermprises,
techinotogy is criscial to busingss success. Type @ enterprises are “middle of the ruad.” They are nelther the first, nor
the last, to twing i a new techno?ouy or concept. For Type B enferprises, technotogy is important to the business
Type C enterprises are risk-averse for procurement, perhaps are investment-challenged and are willing to cede
Innovation to others. They walk, let others work opt the nuances and then leverage their learring; this s the "lean
back" security posture mnre accustonmed ta monitoring rather than blocking. For Type C enterprises, technology is
l:rllnal Lo thc bus ines angd is ¢ porting fupction,

Th(= ddvonl m application rururol in tuumlls hae, lad to some natural confusion betweean the NCFW and WAF nmrkotr
in the minds of buyers. These markels today rematn very distinct, The critical difference is of direction: application

carttrol in NGFW is concerned primarily with applications extesnal Lo the anterprise (for example, pesr-to-peer and
Facebook), whereas WAF is concernec with peotesting custom Web applications on servers internai to the enterprise.
Although a few firewalls affer eptional WAF moclules, these are rarely enabled; instead, we see WAF deployed either as
a stanc-atone product (such as From Imperva}, an offoprenuses service (such ag froim Akarnai), or within an ADRC (such
as from F5).

Thlrd pmly FPM vt‘ndolf‘ (amh as Aloo , T Iﬂn and FIreMon) ((}mll'll.l(' LU oxplu!l the ahsenro of firpwall consoles te
nptimize, visualize and reduce lirewall rules and pallgies. Although the FPM market 1s still somewhal small, the
customers requiring help with complexity are the very fargest, and the markel is growing. Additionally, very large
enterprises may have firewall products from dilferent vendors — usually by accident via acquisition, rather than
through choice, becaose a single vendor solution is usually the best choice. All FPM vendors support saultiple Frewall
areducts, whereas no firewall vendor wiil effectively manage a competing product, and FPM vendors are expanding
inte managing nther nebwork security devices, such as IPS

Ahll!ty to Exacule
Product/Service: Core gocds and services offered by the veadar thal compete in/serve the defined market, This

includes current product/service capablities, quality, feature sets, sklls, ete., whether offered natively or through OEM
agreaments/partnerships as defined in the market definiton and detailed in the subcriteria,

Overall Vfability (Business Unit, Financial, Strategy, Organization): viahility ncludes an assessment of the
overall organization's financial health, the financia and practical success of the business unit, and Lhe hkelibood of the
Individual business unit to continue investing in the product, W continue slierng Lhe product and Lo advance Lhe stale
of the art within the organization's portfolie of proclucts,

Sales Execution/Pricing: The vendor's capabilities in all gre-sales activities andl the structure that supparts them.
This Includes tleal oranagement, pricing and negollation, pre-saies support and the overall effecliveness of the sales
channel.
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Market Responsivenass and Track Record: Ahliity to respond, chiange direction, be flexitie and achigve
competitive success as opportuntbics develop, competitors act, customer needs evalve and market dynamics change,
This criterion also considers the vendor's history of responsiveness.

Marketing Execution: The clarity, quality, creativity and efficacy of programs designed to deliver the organization's
message In order to influence the market, promote the brand and business, increase awareness of the proclucts, and
estahiish a positive igentification with the product/brand ang organization in the minds of buyers. Ting “mind share”
can he drivan by a combination of publicily, promationat, thought leadersiig, word-of-mouth and sales activities.
Customer Experience: Relationships, praducts and services/programs that enable clients to be successful with rthe
proc¢iucts evaluated. Specifically, this includes the ways customars receive technical support or account suppart. This
can also mciude ancillary tools, customer support prograims (and the quallty thereol), avallabliity of user groups,
service-level agreaments, k.

Qperations: The ability of the argamization tu meat s goals and commitments. Fackors include the gquality of the
nrgamizational structure inclutiog skills, expeiiences, programs, systems and other vehicles that enable t!u-;ﬂ_ N
arganization.to-operate effectively’ and-efficientiy-on ar*origoing basts. ’ ’

Completeness of Vision

Market Understanding: Abiilty of the vendlor tn understand buyers' wants and needs and e translate those into
products and services. Vendaors that show the highest degree of vision listen and undeestand buyers’ waols anag neeos,
and ran shape or enhance those with their added vigion.

Marketing Strategy: A ciear, differentiated sel of messages consistently consmunicaied troughowt the organization
and externalized through the webslte, advartising, custorner programs and pasttioning staternents,

Sates Strategy: The slrategy for selilng produst that uses the appropriate network of direct and indirect sales,
rmarketing, service and communigation affilfates Lhat extend the scope and depth of market reach, skills, expertise,
technolagies, services anc the custemer hase.

Offering (Product) Strategy: The vendor's approach to product devefopment and celivery that emphasizes
differentiation, Functionality, meathodology end feature set as they map to current and fulure reguirements.

Business Model: The soundness and iogic of the vendor's underlying husiness propasition.

Vertical/Industry Strategy: The vendor's strategy te direct resources, skills and pfferings to ineet the specific needs
of individual market segments, in¢liding verticals,

Innovation: Direct, related, cornplementary and synergistic layouts of resourtes, expertise or captat For investrnent,
consohdation, defensive or pre-emptive purposes,

Geographic Strategy: The vendor's strategy to direct resources, skills and otferings to meel the speciic needs of
qeographies outside the "home" or native geagraphy, elther directty or through partners, channels and subsidiaries as
appropriate for that geagraphy and markel.

© 2013 Gartner, Inc. and/or its affiliates, All rights reserved, Gartner is a registered trademark of
Gartner, Inc. or its affiliates. This publicalion may not be reproduced or distributed in any form without
Gartner's prior written permission, The information contained in this publication has been obtained from
sources believed to be reliable. Gartner disclaims all warranties as to the accuracy, completenass or
adequacy of such information and shalt have no Tiability for ecrors, amissions or inadequacies in such
informatian. This publication consists of the opinions of Gartner’s research organization and should not
be construed as statements of fact. The opinions expressed herein are subject to change without notice.
Although Gartner research may include a discussion of related legal issues, Gartner does not, provide
tegal advice or services and its research should not be construed or used as such, Gartner is a public
compary, and its shareholders may inchude firms and funds that have finoncial interests in entities
covered in Gartner research. Gartner’s Board of Directors may incluge senior managers of these firms or
funds. Gartner research is produced independently by its research arganization without input or

influence from these firms, funds or their managers. For further mformation on the independence and
integrity of Gartner research, see “Guiding Principles on Independence and Objectivity” on its

website http.//www,gartner.com/technology/about/omoudsman/cmb_guide2.isp.
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=RTINET.

Certificate of Authorized Reseller

Tender/Project: Bidding For The Procurement Of One (1) Lot Network Security
Device [ITB No. NSD 2014-003-{T]-

Company: Philippine Health insurance Corporation

e Rt

Fortinet, Inc. hereby recognizes that: Trends & Technologies, Inc.; -

Having its registered place of business at: 6th Floor Trafaigar Plaza, No. 105 HV
dela Csta Street, Salcedo Village, Makati City, 1227, Phitippines; is a Certified
Gold FortiPartner and is currently authorized to bid, sell, and support Fortinet
products which include proposed Fortigate Firewall FG-60D.

Notwithstanding anything te the contrary herein, authorized FortiPartners do not

represent Fortinet and can not make statements that are binding on behalf of
Fortinet.

This certification is being issued upon the request of Philippine Health Insurance
Corporation.

Sincerely,

Fortingt International, Inc

Unit 1710 Henston Square, 17 San Miguel Avenue, Ortigas Center, Pasig City, 1605 Philippines
Telephone Na,: +632.621.0711/621.0765 TcleFax No.: 4632.621.0646 website: www. fortinet.com

M

TRENDS AND TECHNOLOGIES, INC.
GERTIFIED TRUE COPY
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| =RTINET.

CERTIFICATE OF AUTHORIZED SUPPORT SERVICES PROVIDER
Project Name: Bidding For The Procurement of One (1) Lot Network Security
Device [ITB No. NSD 2014-003-iT]
Company: Philippine Health Insurance Corporation
“Fortinet, Inc. hereby recoghizes that: Trends & Technologies, Inc.

Having its registered place of business at: 6th Floor Trafalgar Plaza, No. 105 HV
dela Csta Street, Salcedo Village, Makati City, 1227, Philippines;

fs currently an 'authorized GOLD FortiPARTNER and is currently authorized
throughout the Philippines to provide support services for Fortinet Products,
which include proposed Fortigate Firewal! FG60D.

This certification is issued upon the request of Philippine Health insurance
Corporation. '

Shoulid you have questions, please do not hesitate to contact the undersigned.

Sincerely,

Unit 1710 Hanston Square, 17 San Miguel Avenue, Ortigas Center, Pasig City, 1605 Philippincs
Telephone No.: +632.621.0711/621.0765 TcleFax No.: +632.621.0646 website: www . fortinet.com

TRENDE AND TECHNOLOGIES, ING.
CERTIFIED TRUE CO&”E’S e
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Project Management Team

for Philippine Health Insurance Corporation

Trends & Technologies, Inc.

Bidding for the Procurement of ONE (1) LOT NETWORK SECURITY DEVICE

Project/Team Leader:

Assistant Team Leader:

Team Members:

Prepared by:

Pl et
Shirie#‘l. Amata
* Account Manager

Financial Services Group

July 11,2014

MAKATIT | CEBU |

DAVAO |

ITB No. NSD 2014-003-IT

Maynard Cefre (Project Manager)

Anthony N. Pagalanan
(Security Implementation Engineer and
Training Instructor)

Jasper Franco
(Customer Care Engineer)}

Kleffens Quiambao
(Customer Care Engineer)

Raquel Rellebo
(Design Engineer)

Shirley Z. Amata
{Account Manager)

HANOI | DA NANG |

www.trends.com.ph

HO CHI MINH



THIS IS TO CERTIFY THAT

MAYNARD CEFRE .

HAS BEEN FORMALLY EVALUATED FOR DEMONSTRATED EXPERIENCE, KNOWLEDGE AND PERFORMANCE
IN ACHIEVING AN ORGANIZATIONAL OBJECTIVE THROUGH DEFINING AND OVERSEEING PROJECTS AND
RESOURCES AND |S HEREBY BESTOWED THE GLOBAL CREDENTIAL

| Project Management Professional
1IN TESTIMONY WHERECF, WE HAVE .mmeh.n_mm_u OUR SICNATURES UNDER THE SEAL OF THE INSTITUTE

! ?y ,
%s\ ilaver- Mk Q. - Hres
Mark A_ Lsagley - Presidem and Chief ExecutiveOfficer

Peter Monkkouse « Chair, Board of Dimtors
PAIP” Number 1505645
Ear deiginad Grant Date 09 May 3012

PHP® Exglration Date 08 May 2015
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TRAINING mmmﬁmmmw R

This Is To Certify That

Anthony N. Pagalanan

Has Successfully Completed All Of The mmn::m_ﬂmim For
The Following Fortinet Certification:

Fortinet Certified Network & Security Associate (FCNSA v3.0)
December 12, 2006
Certificate Number: FCA2657

_
[

\...l]// ) U

’ / ../{»IJJ\\\\\.\, T
.\‘ . )
..‘ Q_ \ﬁw\ A« \.\\)f\ n..... 7 I s i
. - _.\. e e e e ...A. e e e - - - e
S%mm,_lxa Rob Rashotte
Chief Technology Officer - Fortinet Director Worldwide Training - Fortinet

TRENDS ARD TECHNULOGIES.
ana._._ﬂ_ma .;:h 2..mm< i




=ERTINET.

TRAINING SERVICES

This Is To Certify That

Jasper Franco

Has successfully completed all of the requirements for the
foliowing Fortinet Certification:

Fortinet Certified Network Security Administrator

Date: 10/4/2013
Certification ID;: FCNSA-2013-16646

.\.\‘ - P H TR {
...\ \ J r.ﬂ ..‘.. _ -, ..- .# W.\, ) .
s e T T
\_ 1 A
Michael Xie Michael Anderson
Chief Technology Officer - Fortinet Vice President, Global Services and Support - Fortinet \vﬁ

TRENDS ANG 7ECHNDLOGIES. int
cEDTIFIEN TRIUE COPY
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TRAINING SERVICES

AL

This Is To Certify That
KLEFFENS A. QUIAMBAO i

Has successfully completed all of the requirements for the
following Fortinet Certification:

Fortinet Certified Network Security Professional

Date: 1 imm\m.ok_ 3

Certification ID:FCNSP-2013-16718

N
o A SR
= s e ', .,...f
Michael Xie Michael Anderson
Chief Technology Officer - Fartinet Vice President, Global Services and Support - Fortinet

RENDS AND TECHy
EERTIFIED TROE Copy ™
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Imm mcnnmmmﬁ::w OOEU_mﬁma All oaﬂ The mma::mamim For
- The Following Fertinet’ o.ml::nmfo:.

T A._m.,_o..w::m#nm:ﬁmq.z mgo_ﬂr.mmoc :@.._uqoﬁ.mm.m_o: al (V4 .X)

. _.Date: January 28, Nmi, |
Certification ID: FCNSP8217
el T _ a . _
gy U r.w.w..% N
’ ! T
Michael Xie - ) z_o.:w.m_ Anderson

Chief Technotogy Officer - Fortinet

¢

Vice President, Global Services and Suppgrt - Fortinet

- {RENBS AND TECHNOLOGIES

CERTIFIED TRUE COPY
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TRENDS AND TECHUNOLOGIES HOLDING, INC.

I. PERSONAL INFORMATION

POSITION:

AFFILIATE
COMPANY

Al LA

CITY ADDRESS:

HOME PHONE NO.

PROV'L ADDRESS:
TELEPHONE NO.:

DATE OF BIRTH:

555 NUMBER:

PASSPORT NO.;

PLACE OF 15SUE:
DATE OF 55U€:

VALID UNTIL

2

CEFRE MAYNARD DE GUZMAN
{LAST NAME) (FINST NAME) {(MIDDLE NAME)
Project Director JOB GRADE: DATE HIRED: FEBRUARY 08, 2002
™ DEPARTMENT: Project SECTION: PROFESSIONAL SERVICES
Management GrOUP
R AR 2 T |3:é§_n_:ﬁp,:¢:.v QRSN v 2 ,\:::?,",Q‘.f‘!“!‘c‘gq‘\ﬁ.ﬁlw.:g_ LA T R R e R e AT R R B LTI W e N T e S

2363 Raymundo St. Sta. Ana, Manila

02-561-8373 MOBILE NO.: 0917-852-0888
PLACE OF .
23 MAY 1977 BIRTH: Manila CIVIL STATUS: SINGLE
33-5503647-0 TIN NO.: 911-678-423 BLOOD TYPE: O
WB3725394 CTC NO.:
DFA Manila PLACE OF ISSLE:
24 SEPT 201 DATE OF ISSUE
23 SEPT 2016 DRIVER'S LICENSEND.:  N03-01-320037

PERSON TO BE NOTIFIED IN CASE OF EMERGENCY:  Pyyrita G Cefre

RELATIONSHIF: M other

ADDRESS: 2363 Raymundo St. Sta. Ana, Manita
TELEPHONE NO.: 02-561-8373

NAME OF DEPENDENTS DATE OF BIRTH RELATIONSHIP

TRENDS ANL TECHNOLUGIES. inu.,
CERTIFIED TRUE Copy

COMPANY CONFIDENTIAL

rowa el -




TRENDS AND TECHNGLOGIES HOLDING, INC.
. WORK EXPERIENCES
ITEM  INCLUSIVE DATES COMPANY NAME POSITION DESCRIFTION OF FUNCTION
1 Jan 2013 to Trends & Technologies, Project Director Direct, plan and lead a
Present Inc. team of Project
Managers for the
successful performance
of different projects for
the company
"Review project status of
Project Managers and
modifies plans and
schedules as required
2 Sept 2004 to Trends & Technologies, Project Manager  Project Managernent
Dec 2012 Inc, and Implementation of
: various ICT projects
-3 Apr 2003 to Trends & Technologies, Systems Pre-sales engineer for
Sept 2004 Inc. Engineer wireless communication
systems
4 Feb 2002 to Technologies Specialist, Systems Pre-sales engineer for
Apr 2003 Inc. Engineer access devices and
wireless communication
systems design.
5 Jun 2000 to Universat Engineering & Supervision of
Feb 2002 Telecommunications Operations operations of the Metro
Services, Inc. (Mobilcom) Supervisor Manila Switching and
o - — — BTS Network of
N Mobilcom.
6 Feb 1998 to Universal Switch Engineer  Part of the Switching
Jun 2000 Telecommunications Operations of MPT1327
Services, Inc. (Mobilcom) for Metro Manila
. EDUCATIONAL BACKGROUND
DATES INSTITUTION OEGREE
ELEMENTARY April 1989 Justo Lukban Elementary Primary Education
. School
- June 1989 to —~ . , . N
HIGH 5CHOOL March 1993 Manila Science High School  Secondary Education
June 1993 to Pamantasan ng Lungsod ng
COLLEGE April 1998 Maynita BSECE
j
/
TRENDS AND TECHNOLUGIES. ING.
CERTIFIED TRUE Copy
COMPANY CONFIDENTIAL
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V. SEMINARS AND TRAININGS ATTENDED

A.
ITEM

ITEM

FOREIGH TRAININGS -

COURSE NAME
Veraz 1G4K

FOREIGN SEMINARS

e T ARAR THE.

LOCAL TRAININGS/SEMINARS

SEMINAR TITLE
MNokia Actionet Switching & Base
Station Qperations

Nokia 2MR2000 Microwave
Installation & Qperations

Spectrum Analyzer Operations

Communications Service Monitor
Qperations

Lucent Definity G351 Basic
Administrator’s Course

Peopie Handling Skills

Cisco WLAN

Project Management Workshop
Project Management Essentials

CAPM Certification Workshop

PMP Certification Workshop

Managing for Results Workshop

COMPANY/SPONSOR

Trends &
Technologies

 COMPANV/SPONSOR

COMPANY/SPONSOR
Nokia/ UTSI

Nokia / UTSI

Advantest / UTSI
Marconi / UTSI
Alliance
Technologies / UTS§
Jebssen/ UTS!
Cisco/ TS
UAP/TTI
Global Knowledge /
TTI

PMm Partners / TTI

Element K/ TTI

Trends Net / TTI

VENUE

Singapore

VENUE

VENUE
Cebu City

Cebu City

Makati

Makati

Makati

Pasay City
Makati
Pasig
Makati
Makatj

Makati

Makati

TRENDS AND TECHNOLOGIES HOLDING, INC.

INCLUSIVE DATES
November 2006

INCLUSIVE DATES

INCLUSIVE DATES
March 06, 98 -
April 04, 98

July 1999

February 1999

September 2001
September 2002
April 2003
February 2007
April 2008

April 2012

June 29, July 6, &
July 13, 2013

TRENDS ANDJ?}E CHNOLOGIES. N ..
CERTIFIED TRUE CoPY

COMPANY CONFIDENTIAL




TRENDS AND TECHNOLBGIES HOLDING, INC.

CERTIFICATIONS / PROFESSIONAL LICENSE

COMPANY/SPONSOR

DESIGNATHON

Project Management Project

Professional Management

{PMP) Institute

#1505645

Certified Associate in Project Project
~:Management= """ ' -+ MaAnagément”

{CAFM) Institute

#1333020

Registered Electronics and Professional

Cammunications Engineer Regutations

ECE #18799 Commission

EXAMINATION INCLUSIVE DATES
09 May 2012 May 9, 2012 to
May 8, 2015
- 04 May 2010 | May4,2010t0 o
B May 3, 2015
09 Aprii 1999

i
TRENDS AND Ti:CHNOLUGIES. /N
CERTIFIED TRIF COPY

COMPANY CONFIDENTIAL




TRENDS AND TECHNOGLOGIES HOLDING, INC.

[. PERSONAL INFORMATION

NAME: PAGALANAN ANTHONY NAVARRO
(LASTNAME) ({FIRST NAME} - [MIDDLE NAME)

POSITION; TECHNICAL JOB GRADE: DATEHIRED:  OCT 21, 2004
SUPPORT
ENGINEER

AFFILIATE Tl DEPARTMENT:  TECHNICAL SECTION: e s+

u ,4.,,\—)M9MFA"‘Y I e QA0 T R MR T8 e R IOt GERYPGB G (¢ et - oRRRITDEIL © e el SRRy

OTY ADDRESS: 107 UPO ST. BRGY.NAPICO LIFEHOMES SUBD., PASIG CITY, METRO MANILA 1609

HOME PHONE MOBILENO.:  +635178581659

NO.:

PROV'I, ADDRESS: 9-184 ALMEDA ST. IBABA DEL NORTE PAETE, LAGUNA 4016

TELEPHONE NO.: , .

DATEOFBIRTH:  JULY D, 1979 e OF PAETE LAGUNA QVILSTATUS:  MARRIED

555 NUMBER: TINNQ.: BLOOO TYPE; @]

PASSPORT NO.: CTCNO.:

PLACE OF IS5UE: PLACE OF ISSUE:

DATE OF {SSUE: DATE OF ISSUE

VAUDUNTIL | DRIVER’S LICENSE

\ NO.:

PERSON TO BE NOTIFIED IN CASE OF EMERGENCY: AMELITA A, PAGALANAN R

RELATIONSHIP:  5p(yiysE

ADDRESS: 107 UPO ST. BRGY.NAPICO LIFEHOMES SUBD,, PASIG CITY,
METRO MANILA 1609

TELEPHONENO.: 4639172730331, +639297117633
NAME OF DEFENDENTS DATE OF BIRTH RELATIONSHIP
ARON MIGUEL A, PAGALANAN NOV. 19, 2004 SON

FRENDS AND %CHNULOG!ES. ING
CERTIFIED TRUE CoPY

COMPANY CONFIDENTIAL
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TRENDS AND TECHNGLOGIES HOLDING, INC.

ll. WORK EXPERIENCES

ITEM INCLUSIVE COMPANY NAME FOSIMION DESCRIPTION OF FUNCTION
DATES
1 2001 - 2004  WOLFPAC MOBILE INC.  PROGRAMMER  DEVELOP MOBILE APPLICATIONS
2
3.
4
5

FORST P TWER 117 LIPSO TR RTINS SO I

}

. EDUCATIONAL BACKGROUND

DATES B INSTITUTION DEGREE
ELEMENTARY ,
HIGH SCHOOL
COLLEGE - 1399 DLSU-DASMARINAS B5 COMSC)

IV. SEMINARS AND TRAININGS ATTENDED

A, FOREIGN TRAININGS —_—
ITEM COURSE NAME — ~ COMPANY/SPONSOR VENUE INCLUSIVE DATES
1. F5 BIG-IP LTM ESSENTIALS AND
BIG-IP LTM ADVANCE TOPICS
V9 X ay SINGAPORE JULY 22 - 25, 2008
2 PACKETEER SPECIALIST COURSE  TTI SINGAPORE FEB. 23-27, 2009
-LEVEL1 & 2
3
B. FOREIGN SEMINARS
ITEM SEMINAR TITLE COMPANY /SPONSOR VENUE INCLUSIVE DATES
1
2.
3.
& L L L el = - — - - i
5.

FRENDS AND TECHNOLOGIES. Nt

RERTIFIED TRUE CoPY

COMPANY CONFIDENTIAL




C
ITEM

ITEM

TRENDS AND TECHNOLOGIES HOLDING, INC.

LOCAL TRAININGS/SEMINARS
SEMINAR TITLE

COMCLARK - SME 100-101
TECHNICAL TRAINING

MCAFEE INTRUSHIELD
ESSENTIALS

MCAFEE FOUNDSTONE
ENTERPRISE ADMINISTRATION

MCAFEE EPOLICY
ORCHESTRATOR
ADMINISTRATION

F5 BOOTCAMP 1A: CORE
FUNDAMENTALS (LTM, GTM,
IRULES) AND BOOTCAMP 2A:
ACTIVE- ACTIVE DATA CENTRE
SOLUTION WORKSHOP

CERTIFICATIONS
DESIGNATION

CAETRUST IDENTITY AND
ACCESS MANAGEMENT BASIC
FOUNDATIONS

FORTINET CERTIFIED NETWORK
SECURITY ASSOCIATE (FCNSA)

F5 CERTIFIED PRODUCT
CONSULTANT .-
BLUE COAT PACKETSHAPER
CERTIFIED SPECIALIST

FORTINET CERTIFIED NETWORK
SECURITY PROFESSIONAL

F5 PRODUCT CONSULTANT- ASM
F5 CERTIFIED BIG IP
ADMINISTRATOR

COMPANY/SPONSOR
TTI

TTI

TTI

™

T

COMPANY/SPONSO
R
7Tl

™

TTI
1T
TT

TTI

il

VENUE

MAKAT!

EXAMINATION

F5 BIG-IP V9 LOCAL TRAFFIC
MANAGEMENT EXAM
PACKETSHAPER CERTIFIED

SPECIALIST EXAM

{BIG-IP ASM V10X)
APPLICATION DELIVERY
NETWORK TEST

MAR. 4 - 6, 2005

INCLUSIVE DATES

NOV 23-25, 2005

JAN.13-16, 2005

MAR. 2 - 3, 2009

SEPTEMBER 2 TO 6, 2013

INCLUSIVE DATES

KOV, 27, 2006

DEC. 12, 2006

OCT. 3, 2008
DEC. 1, 2009
DECEMBER 17, 2010

JULY 13, 2012

OCTOBER 25, 2013

FRENDS AND TECHNOLOGIES. ING;
RERTIFIED TRUE copy

COMPANY CONFIDENTIAL

=




TRENDS AND TECHNCLOGIES HOLDING, INC.

I. PERSONAL INFORMATION

name: FRANCO JASPER YAPE
(LasT wandl) (FEyT massr) {nsODAE wAME}
POSITION; CADET ENGR. JOB GRADE: LEVEL1 DATE HIRED: SEPTEMBER 6, 2010
AFFILIATE COMPANY  TT| DEPARTMENT: CUSTOMER CARE SECTION: CCG—~ON SITE
GROUP
e it Lot IR L wam e ey e
OTY ADDRESS: 2942 F. MANALO ST, PUNTA STA, ANA MANILA
HOME PHONE HO.! N/A MOBILE WO 0917-5763547 /
0515-6831525

PROV'L ADDRESS: 737 RIZAL ST. MALAPIT, SAN ISIDRO, NUEVA ECIJA
TELEPHONE NO.: SAME A5 ABOVE

PLACE OF SAN ISIDRO, NUEVA .
DATE OF BIRTH: OCTOBER 23, 1587 SRTH: ECUA CIVIL STATUS: SINGLE
SSS NUMBER: 33-9824233-6 TIN NO.: 242-929-860 aLGOD TYPE:
PASSPORT NO.: N/A CTC MO N/A
PUACE OF BSUR: N/A PLACE OF ISSUE: N/A
DATE OF ISSUE: N/A OATE OF ISSUE N/A
VALID UNTIL: N/A DRIVER'S LICENSE NO.: N/A

PERSGN TO BE NOTIFIED IN CASE OF EMERGENCY:
RELATIONSHIP!
ADDRESS!

TELEPHONT NQ.:

NAME OF DEPENDENTS

GERARDBO FRANCO

FATHER

737 RIZAL ST. MALAPIT, SAN 1SIDRO, NUEVA ECLIA
09174369576

DATE OF DIRTH RELATIOASHIP

RENUS ARy TLanNOLOGIES, INL.
A IEIEs TRUE COPY

COMPANY CONFIDENTIAL
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TRENDS AND TECHNOLOGIES HOLDING, INC.

Il. WORK EXPERIENCES

ITEM INCLUSIVE DATES COMPANY NAME
1 Sept. 2006 Jollibee
2 Sept. 2007 Boni Vibes Internet Cafe
3 July 2009 Knowiedge and System

Integration Corp.

TR by e TR TS T

L. EDUCATIONAL BACKGROUND

DATES
ELEMENTARY 1594.2000
HIGH SCHOOL 2000-2004
COLLEGE 2004-2009

POST GRADUATE STUDIES

PosITioN
Service Crew

Cashier/Technicia

n
{T Specialist

TR G TN Yy AT SR AR O G [ 1 3T T IR e

DESCRIPTION OF FUNCTION
Serve Custamers

Assist and Support Customers

Support Clients through Helpdesk,
Networking and Web Development

P A

INSTITUTION DEGREE
lapit E lement

Malapit East E ary Geaduate

School

General de Jesus College Graduate

Rizal Technological University  B.5. Computer Engineering

V. SEMINARS AND TRAININGS ATTENDED

A. FOREIGN TRAININGS —
MM - = —=—~ COURSE NAME R COMPANY/SPONSOR VEMUE INCLUSIVE DATES
1. fortinet Administration and Content  TT Kuata Lumpur, March 11-12, 2013
Inspection and Basic VPN Access Mataysia
2. Fortinet Secured Network TTH Kuala Lumpur, March 13-15, 2013
Deployment and VPNs Malaysia
3. Blue Coat Certified PacketShaper ™ Singapore May 27 -31, 2013
Administrator and BlueCoat
Certified PacketShaper Professional
4, Checkpoint Security Administrator TTI Singapore February 11 to 19, 2014
and Expert Training
8. FOREIGN SEMINARS
ITEM SEMINAR TUILE COMPANY fSPONSOR VENUE INCLUSIVE DATES
1.
2. i — T — -
3.
&.
5.

TRENDS AND TECHNOLOGIES. Inc,
CERTIFIED TRUE COPY
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TRENDS AND TECHNOGLOGGIES HOLDING, INC.

Security Administrator

—

PFR 'ﬂFﬂED T

COMPANY CONFIDENTIAL

C. LOCAL TRAININGS/SEMINARS
ITEM SEMINAR TITLE COMPANY/SPONSOR VENUE INCLUSIVE DATES |
1. CCNA Boot Camp Cisco 1-4 Packetlink Taguig City june 2010
2 Window Server RTU Mandaluyong City February 2009
3 My SQL RTU Mandaluyong City February 2009
4, 3D Blender Training RTU Mandafuyong Clty March 2009
5. Advance PC Troubleshooting RTU Mar}dgluygn_g__(];y ___fg_br.tg_gr)f}QD_‘Q._‘ .
© 76 [ "Riveérbed Stedlhead Appllance TTI Makatt City huly 16 to 19, 2013
Deployment & Management
{SADM) training
D. CERTIFICATIONS
ITEM DESISNATION COMPANY [ SPONSOR EXAMINATION INCLUSIVE DATES
1 Cisco Certified Network Associate  TTi 640-802 July 29, 2012
2. CCNA — Security ™ Impiementing Cisco 10S June 1, 2012
Network Security
3. CCNP- Security ™ o Securing Networks with  Juty 16, 2012
Cisco Routers &
Switches
+  implementing Cisco June 20, 2012
Intrusion Prevention
System {IPS} v7.0
*  Depioying Cisco ASA
Firewall Features January 18, 2013
«  Deploying Cisco ASA Mareh 21, 2013
VPN Solutions
4, Fortinet Certified Network LT FCNSA

October 4, 2013

IE GOPY
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TRENDS AND TECHNOLOGIES HOLDING, INE.

I. PERSONAL INFORMATION

NAME:

QUIAMBAO KLEFFENS {i AGBULOS
{LAST NAME) {FIRST NAME) {MIDDLE NAME)
POSITION: CADET ENGINEER JOB GRADE: DATE HIRED: NOVEMBER 04, 2010
AFFILIATE T DEPARTMENT: CUSTOMER CARE SECTION:
COMPANY SERVICE e et —— s -
. Y TR WIS N SRR S 305 1 BRG] 041 4 UL RTR G
SO INILSENT ARSI R S ks o
OTY ADDRESS: 5363 BEN HARRISON ST, PIO DEL PILAR MAKATI CITY
HOME PHONE MOBILE NO.: 0917-8092850
NO.: 0927-6684784
PROV'L ADDRESS: PALLMALL ST. LEONCIA VILLAGE AN GELECS CiTY
TELEF?HONE NQ.:
DATE OF BIRTH; MAY 11, 1983 ::-:;EOF ANGELES CITY CIVILSTATUS: MARRIED
558 NUMBER: 0221140626 TIN NO.: 000229087981 BLOOD TYPE: o}
PASSPORT NO.: CTCNO.:
i PLACE OF ISSUE: PLACE OF (SSUE;
DATE OF ISSUE: DATE QF 155UE
VALID UNTIL: zi:)lVER SLICENSE C€10-03-0006211

PERSON TO BE NOTIFIED IN CASE OF EMERGENCY: TOANNE M. QUIANMBAQ

RELATIQNSH'P.’ . SPQUSE . . - - ok

ADDRESS:  gAGONG POOK LEMERY, BATANGAS
TELEPHONE NO.: 09151157579
NAME OF DEPENDENTS DATE OF BIRTH RELATIONSHIP
KYLA KHLOE M. QUIAMBAO 12/23/2007 CHILD
JOANNE M. QUIAMBAG 06/03/1981 SPOUSE
KLEFFENS C. QUIAMBAD 08/01/1947 PARENT

{RENDY AND TECNDLOGIES. s,
CERTIFIED TRUE coPY

COMPANY CONFIDENTIAL :




TRENDS AND TECHNCLOGIES ROLDING, INC.

It. WORK EXPERIENCES

ITEM INCLUSIVE COMPANY NAME
DATES
1 JUNE 22, 2009 WEST CONTACT SERVICES
- NOV 01, INC.
2010
2 MARCH 19, ETELECARE GLOBAL
2007 - SOLUTIONS
o IANUARY0, s e
s " 2009

3 JULY 08, 2005
—JULY 05,
2008

YONYU PLASTIC CO LTD.

Nl EDUCATIONAL BACKGROUND

DATES
ELEMENTARY 1998 - 1994
HIGH SCHOOL 1994 - 1998
COLLEGE 1998 - 2003

POST GRADUATE STUDIES

PQSITION

CUSTOMER
SERVICE
AEPRESENTATIVE
SALES SERVICE

REPRESENTATIVE

GENERAL
WORKER

INSTITUTION
LEONCIA VILLAGE

DESCRIPTION OF FUNCTION

TAKE IN CUSTOMER CALLS AND
PROCESS CREDIT CARD
APPLICATIONS

HANDLES CUSTOMER CALLS N A
TIMELY MANNER, PROVIDE_

- - SOLITONS TOEOSTOMER ™

CONCERN AND MEET EXPECTED
SALES QUOTA.

WORK AS PRINTING MACHINE
OPERATOR, DO QUALITY CHECKING
AND FACTORY WORK.

DEGREE

ELEMENTARY SCHOOL

CHEVALIER SCHOOL
AMA COMPUTER COLLEGE

IV. SEMINARS AND TRAININGS ATTENDED

BS COMPUTER ENGINEER

FRRETSI R

A, FOREIGN TRAININGS -
ITEM COURSE NAME COMPANY/SPONSOR VENUE INCLUSIVE OATES
1. FORTINET TECHNICALBOOT CAMP  TTI KOTA KINABALU, OCTOBER 7 TO 11, 2013
MALAYSIA
2.
3.
a.
5.
B. FOREIGN SEMINARS
ITEM SEMINAR TITLE COMPANY/SPONSOR VENUE INCLUSIVE DATES
1.
2.
3,
4,
5.

FRENDS AND TELHNOLOGIES. N

CERTIFIED TRUE COPY
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c.
ITEM

D.
ITEM

LOCAL TRAININGS/SEMINARS
SEMINAR TITLE
NETWORKING LOCAL ARE
NETWORKING
{NDUTRIAL AUTOMATION

PC TROUBLESHOOTING

CHECK POINT SECURITY
ADMINISTRATOR
CHECK POINT-SECURITY EXPERT

CERTIFICATIONS
DESIGNATION

CISCO CERTIFIED NETWORK
ASSQCIATE '
FORTINET CERTIFIED NETWORK
AND SECURITY ASSOSCIATE
FORTINET CERTIFIED NETWORK
AND SECURITY PROFESSIONAL
CHECKPOINT CERTIFED SECURITY
ADMINISTRATOR

CCNA- SECURITY

FORTINET CERTIFIED NETWORK
SECURITY PROFESSIONAL

CISCO 105 SECURITY SPECIALIST

COMPANY/SPONSOR

AMA COMPUTER
COLLEGE

AMA COMPUTER
COLLEGE

AMA COMPUTER
COLLEGE

™

™

COMPANY/SPONSO

‘R
1L

T
T

I8l

™

i

VENUE
TESDA, TAGUIG

TESDA, TAGUIG
AMA COMPUTER
COLLEGE, MAKAT!
MANILA

MANILA

EXAMINATION
640-802
FCNSA EXAM
FCNSP EXAM

CHECKPOINT CERTIFIED
SECURITY ADMINISTRATOR
ExXam
CISCO CERTIFIED NETWORK
ASSOCIATE- SECURITY
FCNSP EXAM

TRENDS AND TECHNOLOGIES HOLDING, INC.

INCLUSIVE DATES
FEB. 15, 2003

MARCH14, 2003
MARCH 15, 2003

AUGUST 28- 31,
2012

" SEPTEMBER 3-5,

2012

INCLUSIVE DATES
MARCH 8, 2012
AUGUST 24, 2012
FEBRUARY @S, 2013

APRIL 11, 2013

NOVEMBER 28, 2013

APRIL 15, 2014 TO
APRIL 15, 2016

RENDS AND Tt CHNOLOGIES. ING.

nERTIFIED

COMPANY CONFIDENTIAL
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TRENDS AND TECHNOLOGIES HOLDING, INC.

I, PERSONAL INFORMATION

AME:
N RELLEBO RAQUEL QUILILAN
(LAST NAME) {FIRST NAME) {MIDDLE NAME)
POSITION: CADET ENGINEER 108 GRADE: OATE HIRED: FEB. 22,2010
AFFILIATE COMPANY  TRENDS & DEPARTMENT:  DESIGN AND SECTION: DE-SO0S/ CA
TECHNOLOGIES, ENGINEERING

[N | 11 o7 e THURPRENE PSSR ¢ [T S

CITY ADDRESS: 23 AVELINO, JOAQUIN, SR. ST. BALANGKAS, VALENZUELA CITY

HOME PHONE (02) 443-1512 MOBILE NO.: 0917-5913212

MND.:

PAOV'L ADDRESS: N.A,

TELEPHONE NO.; N.A,

PLACE OF

DATE OF BIRTH: NOV. 27, 1987 BIRTH: VALENZUELA CITY CIVILSTATUS:  SINGLE

$SS NUMBER: TIN NO.: BLOOO TYPE: A
PASSPORT NO.: CTCNO.:

PLACE OF ISSUE: PLACE OF ISSUE:

DATE OF ISSUE: DATE OF ISSUE

VALIO URTIL: ﬁ':;YER S LICENSE

PERSON TO BE NOTIFIED {N CASE OF EMERGENCY:

ROGELIO S. RELLEBO
RELATIONSHIP:  cATHER

ADDRESS: 23 AVELIND, JOAQUIN, SR. ST., BALANGKAS, VALENZUELA CITY

TELEPHONE NO.: {02} 443-1519

NAME OF OEPENDENTS DAYE OF BIRTH RELATIONSHIP
ROGELIO S. RELLEBO DEC. 24, 1954 FATHER
CRISTITA Q. RELLEBO MARCH 2, 1949 MOTHER

TRERDS AND TLLUNGLOGIES. INC.
CERTIFIFL TRUE CopPy

COMPANY CONFIDENTIAL
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TRENDS AND TECHNOLOGIES NOLDING, INC.

il. WORK EXPERIENCES

ITEM INCLUSIVE COMPANY NAME POSITION DESCRIPTION OF FUNCTION
DATES

' . L ke
N - - . O S R TTI P, S
- Iy LAY iy .

N ey T

I1l. EDUCATIONAL BACKGROUND

DATES INSTITUTION DEGREE
PIO VALENZUELA
TARY a- !
ELEMENTAR 1994-2000 ELEMENTARY SCHOOL
) POLO NATIONAL HIGH
GH SCHOO! - 4 +
HIGH SCHOOL 2000-200 SCHOOL ,

B.S. ELECTRONICS AND
COMMUNICATIONS
ENGINEERING

POLYTECHNIC UNIVERSITY OF

COLLEGE 2004-2003 THE PHILIPPINES

POST GRADUATE STUDIES

V. SEMINARS AND TRAININGS ATTENDED

A. FOREIGN TRAININGS
{TEM COURSE NAME COMPANY/SPONSOR VENUE INCLUSIVE DATES
1.
2.
3.
4,
5.
8.  FOREIGN SEMINARS
ITEM SEMINAR TITLE COMPANY/SPONSOR VENUE INCLUSIVE DATES
1. RIVERBED AP) PARTNER T ; RIVERBED PHUKET, THAILAND MARCH 5-8, 2012
CONFERENCE
2. FORTINET TECHNICAL BOOT CAMP ™ KOTA KINABALU, OCTOBER 7 7O 11, 2013
MALAYSIA
3.
‘4
5.

NDS AKD @CHNOLUGIES, INE
IQEMIFIED TRUE GOPY
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THENDS AND TECHNOLOCGIES HOLBING, INC.

C. LOCAL TRAININGS/SEMINARS
ITEM SEMINAR TITLE COMPANY/SPONSOR VENUE INCLUSIVE DATES
1 301 - FORTIGATE MULTI-THREAT TTl MANILA AUGUST 16-20, 2010

SECURITY SYSTEMS Il (SECURED
NETWORK DEPLOYMENT AND
VIRTUAL PRIVATE NETWGRKS)
AND 303 - DIAGNOSTICS AND
TROUBLESHOOTING
2. BLUE COAT CERTIFIED PROXYSG  TTI MANIA  OCTOBER 26-30, 2010
AOMINISTRATORANG = =" T T
PROFESSIONAL
MCAFEE BOOTCAMP MANILA 2011
4. RIVERBED STEELHEAD APPLIANCE ~ TT) MANILA JULY 16 7O 19, 2013

DEPLOYMENT & MANAGEMENT
{SADM) :

5. F5 BOOTCAMP 1A: CORE TTi MANILA SEPTEMBER 2 TO 6, 2013
FUNDAMENTALS (LTM, GTM,

IRULES) AND BOOTCAMP 2A:
ACTIVE ACTIVE DATA CENTRE
SOLUTION WORKSHOP

D. CERTIFICATIONS
TEM DESIGNATION COMPANY /SPONSO EXAMINATION INCLUSIVE DATES
[ 4
1. CISCO CERTIFIED NETWORK Tl MAY 7, 2010
ASSOCIATE
2. BLUE COAT CERTIFIED 1T BCCPAV.3.4.1 OCTOBER 29, 2010
PROXYSG ADMINISTRATOR CERTIFICATION
3, FORTINET CERTIFIED NETWORK ! NOVEMBER 4, 2010
SECURITY PROFESSIONAL
4. SOLARWINDS CERTIFIED T DECEMBER 22, 2010
PROFESSIONAL
5. FORTINET CERTIFIED NETWORK eyl JANUARY 2011
SECURITY ADMINSITRATOR

FS LTM ESSENTIALS V10 EXAM 7-0CT-11
7. F5 CERTIFIED SYSTEM
ENGINEER (F5 LTM ADVANCE  TTI
V10 EXAM) 28-0CT-11
8. {BIG-1P ASM V10X
EXAM) APPLICATION
FS PRODUCT CONSULTANT- DELIVERY NETWORK '
ASM R EXAM JuLy 9, 2012
9. BLUE COAT CERTIFIED
PACKETSHAPER

ADMINISTRATOR ™ BCPSA-3.3.1-26572 AUGUST 11, 2012
0. CISCO SALES EXPERT TTi 646-206 JULY 15, 2013

TRENDS AND TECHNOLOGIES. ING.
gEMIFlED TRUE COPY

COMPANY CONFIDENTIAL
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Citystate Centre Building, 709 Shaw Boulevard, Pasig City
Healthline 441-7444  www.phithealth cov.ph

Republic of the Philippines @
PHILIPPINE HEALTH INSURANCE CORPORATION *

NOTICE OF AWARD

01 SEP 2014

Date Issued:

Ms. SHIRLEY Z. AMATA

TRENDS AND TECHNOLOGIES, INC.
6/F Trafalgar Plaza, 105 H.V. Dela Costa,
Salcedo Village, Makat: City

Tel.No.: 814-0130

Ms. Amata:

We are pleased to notify you that your bid proposal for the bidding on the procurement of One (1)
Lot Network Security Device for the execution of Trends and Technologies, Inc. at the Contract Price
equivalent to Seven Million Eighty Eight Thousand Nine Hundred Ninety Nine Pesos
(PhI*7,088,999.00)1s hereby accepted.

You are hereby required to prowvide within ten (10) calendar days the performance security in the
form and amount stipulated in the Bid Documents of the said procurement. Faidure to provide the
performance secunty shall constitute sutficient ground for cancellation of the award and forfeiture
of the bid security.

v, /72’ M .
Ms. SHIRLEY Z, AMATA
TRENDS AND TECHNOLOGIES, INC.

Date: _ SEPT. 9.] Ly

3 tcamphilhealth m www. facebook.com/PhilHealth g info@phithealth.gov.nph
UG 2014 13:58
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Republic of the Philippinesy
PHILIPPINE HEALTH INSURANCE CORPORATION

Citystate Centre Building, 709 Shaw Boulevard, Pasig City
Healthline 441-7444  wavw philhealth.gon.pl

NOTICE OF AWARD

01 SEP 2014

Date Issued:

Ms. SHIRLEY Z. AMATA

TRENDS AND TECHNOLOGIES, INC.
6/F Trafalgar Plaza,;-105 H.V. Dela Costa,
Salcedo Village, Makati City

Tel.No.: 814-0130

Ms. Amata:

We are pleased to notify you that your bid proposal for the bidding on the procurement of One (1)
Lor Network Security Device for the execution of Trends and Technologies, Inc. at the Contract Price
equivalent to Seven Million Eighty Eight Thousand Nine Hundred Ninety Nine Pesos
(PhP7,088,999.00)is hereby accepted.

You are hereby required to provide within ten (10) calendar days the performance security in the
form and amount stipulated in the Bid Documents of the said procurement. Failure to provide the
performance security shall constitute sufficient ground for cancellation of the award and forfeiture
of the bid security.

Ms. SHIRLEY Z. AMATA

TRENDS AND TECHNOLOGIES, INC,
Date: S‘V'PT‘ Q' iy

3 teamphilbealth m www facebook.com/PhilHealth n info@philhealth.gov.pb

AUG 2014 13:53
Lol o PS¢ &S
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PHILIPPINE HEALTH INSURANCE CORPORATION

' Citystate Centre Building, 709 Shaw Boulevard, Pasig City
Healthline 441-7444  www.philhealth.gov,ph

i

BIDS AND AWARDS COMMITTEE FOR INFORMATION TECHNOLOGY
RESOURCES (BAC-ITR)
RESOLUTION NO. _%3 | s.2014

RESOLUTION RECOMMENDING THE DECLARATION OF TRENDS AND
TECHNOLOGIES, INC. AS THE BIDDER WITH THE SINGLE CALCULATED AND
RESPONSIVE BID (SCRB) AND THE AWARD THERETOQ OF THE CONTRACT FOR

THE PROCUREMENT ONE (1) LOT NETWORK SECURITY DEVICE

WHEREAS, based on the approved Request and Issue Voucher (RIV) No. 14-0332 dated
April 29, 2014 the Corporate Information Security Department (CISD) requested procurement of
One (1) Lot Networlk Security Device with an Approved Budget for the Contract (ABC) of Seven
Million Five Hundred Sixty Five Thousand One Hundred Three Pesos (PhP7,565,103.00);

WHEREAS, procurement of the abovementioned project was advertised on June 16, 2014
ar the Philippine Star (PS) and was posted at the Phil-GEPS and PhilHealth Corporate website and
at conspicuous placfes located at the PhilHealth Head Office on June 16- July 4, 2014;

WHEREAS, in response to the said an“ltatlon onc (1) bidder secured the bidding
documents, namely Trends and Technologies Inc,

WHEREAS, a Pre-Bid Conference was held on July 1, 2014 to address requests for
clarifications and other queries with regard to the project where no queries was raised;

WHEREAS, the Opening of Bids was held on July 14, 2014 wherein Trends and
Technologies, Inc. submitted its bid;

WHEREAS, during the said Opening of Bids, Trends and Technologies, Inc. offered a
financial bid proposal of Seven Million Eighty Eight Thousand Nine Hundred Ninety Nine Pesos
(PhP7,088,999.00). and was adjudged as the proponent with the Single Calculated Bid (SCB). The
BAC-ITR instructed the Technical Working Group (TWG) to proceed with the post-qualification of

' CT Link Systems, Inc,;

WHEREAS, the TWG conducted post-qualification evaluation on July 23, 2014 and
presented the results during the BAC-ITR meeting on August 5, 2014 declaring that the bid
proposal of Trends and Technologies, Inc. was found to be comphant with the eligibility, technical
and financial requirements of PhilHealth;

WHEREAS, upon further review , the BAC-TTR concurred with the recommendation of
the TWG to declare Trends and Technologies, Inc. as the bidder with the Single Calculated and
Responsive Bid,;

5

BAC-ITR fesolutioa Awsrd ol%l‘ (0 Trreads sud Vechmolaghe., Lic.- e (1) Lod delwork Seourity Davice

b= (camph-ilheullh ‘ ﬂ www facebook.com/Philtealth @ info@philhealth.golv.ph

440846 - (3D

IO
Republic of the Philippines &ﬁ%‘
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! NOW, THEREFORE, the BAC-ITR resolved to recommend to the President and CEO the
award of the contract for One (1) Lot Network Secutity Device to TRENDS AND

, TECHNOLOGIES, INC. in the amount of Seven Million Eighty Eight Thousand Nine
" Hundred Ninety Nine Pesos (PhP7,088,999.00).

Signed this 52_day of August 2014 at Pasig Clgrﬂ\)

{
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RESOLUTION RECOMMENDING THE DECLARATION OF TRENDS AND
TECHNOLOGIES, INC. AS THE BIDDER WITH THE SINGLE CALCULATED AND

DAC-ITR Resulullon- Awsrd of Conlraey bs ‘Trandy and Yechuo)pgies, ficr One (1) Lut Necwork Sevurity frevice
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Auntex
Section IV, General Conditions of Contract

Definitions
1.1. In this Contract, the following terms shall be interpreted as indicated:
(a) “The Contract” means the agreement entered into between the Procuring Entity

and the Supplier, as zecorded in the Contract Form signed by the partes,
including all attachments and appendices thereto and all documents
incotporated by reference therein.

(b) “The Contract Price” means the prce payable to the Supplier under the
Contract for the full and proper performance of its contractual obligations.

© “The Goods” means all of the supplies, equipment, machinery, spare parts,
other materials and/or general support services which the Supplier is required to
provide to the Procuring Entity under the Contract.

(d)  “The Sewxces”means those setvices ancx]lary to the suppiy of the Goods, such
as transportation and insurance, and any other incidental services, such as
installation, commissioning, provision of technical assistance, training, and other
such obligations of the Supplier covered under the Contract.

(e) “GCC” means the General Conditions of Contract contained in this Section.

() “SCC” means the Special Conditions of Contract.

(2 “The Procuting Entity” means the organtzation purchasing the Goods, as
named in the SCC.

() “The Procuring Entity’s country” is the Philippines.

@ “The Supplier” means the individual contractor, manufacturer distdbutor, or
firm supplying/manufacturing the Goods and Services under this Contract and
named in the SCC.

0] The “Funding Source” means the organization named in the SCC.

k) “The Project Site,” where applicable, means the place or places named in the
SCC.

M “Day” means calendar day.

(m)  The “Effective Date” of the contract will be the date of receipt by tbe Supplier
of the Notice to Proceed or the date provided in the Notice to Proceed.
Performance of all obligations shall be reckoned from the Effective Date of the
Contract.

() “Verified Report” refers to the report submitted by the Implementing Unit to

the Head of the Procuring Entity setting forth its findings as to the existence of
grounds or causes for termination and explicitly stating its rzecommendation for

the issuance of a2 Notice to Terminate. §
Page 26 of 61 ﬁ‘
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Cotrupt, Fraudulent, Collusive, and Coercive Practices

2.1,

Unless otherwise provided in the SCC, the Procuring Entity as well as the bidders,
contractors, or suppliers shall observe the highest standard of ethics durmng the
procurement and execution of this Contract. In pursuance of this policy, the Procunng

Eatity:

{a) defines, for the purposes of this provision, the terms set forth below as follows:

O

(i)

(iv)

®

"corrupt practice” means behavior on the part of officials in the public
or ptivate sectors by which they improperly and unlawfully enrich
themselves, others, or induce others to do so, by misusing the position
in which they are placed, and it includes the offering, giving, receiving,
or soliciting of anything of value to influence the action of any such
official in the procurement process or in contract execution; entering,
on behalf of the Government, into any contract or transaction
manifestly and grossly disadvantageous to the same, whether or not the
public officer profited or will proﬁt the.reby, and sumlar acts as
provided in Republic Act 3019. T b b

"fraudulent practice” means a misrepresentation of facts in order to
influence a procurement process or the execution of a contract to the
detriment of the Procuring Ealty, and includes collusive practices
among Bidders (pdor to or after bid submission) designed to establish
bid prces at artificial, non-competitive levels and to deprve the
Procuring Eatity of the benefits of free and open competition.

“collusive practices” means a scheme or arrangement between two or
more Bidders, with or without the knowledge of the Procuring Entity,
designed to establish bid prices at artificial, non-competitive levels,

“coercive practices’” means harming or threatening to harm, directly or
indirectly, persons, or theit property to influence their participation in a
procurement process, ot affect the execution of a contract;

“obstructive practice” is

{aq) deliberately destroying, falsifying, alteting or conceabng of
cvidence matedal to an administrative proceedings or
investigation or making false statements to Investigators in
order to matertally impede au admiaistrative proceedings or
investigaion of the Procudng Eantity or any foreign
government/foreign or international financing institution into
allegations of a corrupt, frawdulent, coercive or collusive
practice; and/or threatening, harassing or intimidating any
party to prevent it from disclosiag its knowledge of matters
relevaut to the administrative proceedings or investigation or
from pursuing such proceedings or investigation; or

(bby  acts intended to materally impede the exercise of the
inspection and aundit rights. of the Procuring Entwy or any
foreign governmeut/foreign or international financing
institution herein.

Page 27 of 61 ﬁ" i
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2.2.

(b) will reject a proposal for award if it determines that the Bidder recommended
for award has engaged in any of the practices meationed in this Clause for
purposes of corpeting for the contract,

Further the Funding Source, Borrower or Procuring Entity, as appropaate, will seek to
itmpose the maximum civil, administrative and/or criminal penalties available under the
applicable law on individuals and orgasizations deemed to be involved with any of the
practices mentioned in GCC Clause 2.1(a).

Inspection and Aundit by the Funding Source

The Supplier shall permmit the Funding Sonrce to inspect the Supplier’s accounts and records
relating to the performance of the Supplier and to have them audited by auditors appointed by
the Funding Source, if so required by the Fuading Source.

Governing Law and Language

4.1,

42,

This Contract shall be mterpreted in accordance with the laws of the Repubhc of the

. - Philippines.,.

This Contract has heen executed in the English language, whicb shall be the binding and
controlling language for all matters relating to the meaning or interpretation of this
Contract.  All correspondence and other documents pertaining to this Contract
exchanged by the parties shall be written in English.

Notices

5.1

5.2,

Any notice, request, or consent required or permitted to be given or made pursuant to
this Contract shall be in writing. Any such notice, request, or coasent sball be deemed to
have been given or made when received by the conceraed party, either in person or
througb an authorzed representative of the Party to whom the communication is
addressed, or when sent by registered mail, telex, telegram, or facsimile to such Party at
the address specified in the SCC, which shall be effective when delivered and duly
received or on the notice’s effective date, whichever is later.

A Party may change its address for notice hereunder by giving the other Party notice of
such change pursnant to the provisions listed in the 3CC for GCC Clause 5.1.

Scope of Contract

6.1, The GOODS and Related Setvices to be provided shall be as specified in Section VI.
Scbedule of Requirements.

6.2, This Contract shall include all such items, although not specifically mentioned, that can
be reasonably inferred as being required for its completion as if such items were
expressly mentioned herein. Any additional tequirements for the completion of this
Countract shall be provided in the SCC.

Subcontracting

7.1 Subcontracting of any portion of the Goods, if allowed in the BDS, does not relieve the

Suppher of any liability or obiigation under this Contract. The Supplier will be
tesponsible for the acts, defaults, and negligence of any subcontractor, its agents,
servants or workmen as fully as if these were the Supplier’s own acts, defaults, or
negligence, or those of its agents, servants or workmen.
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10.

7.2.

Subcontractors disclosed and identified dudng the bidding may be changed dudng the
implementation of this Contract, subject to compliance with the required qualifications
and the approval of the Procuring Entity.

Procuring Entity’s Responsibilities

8.1

8.2.

Prices

9.1.

9.2.

Whenever the performance of the obligations in this Contract requires that the Supplier
obtain permits, approvals, import, and other licenses from local public authorities, the
Procunng Entity shall, if so needed by the Supplier, make its best effort to assist the
Supplier in complying with such requirernents in 2 timely and expeditious mananer.

The Procuring Entity shall pay all costs involved in the performance of its
responsibilities in accordance with GCC Clause 6.

For the given scope of work in this Contract as awarded, all bid prices are considered
fixed prces, and therefore not subject to price escalation during contract
implementation, except under extraordinary circumstances.and upon prior approval of
the GPPB in accordance with Section 61 of R.A. 9184 and its IRR or except as provided
in this Clause.

Prices charged by the Supplier for Goods delivered and/or services performed under
this Contract shall not vary from the prices quoted by the Supplier in its hid, with the
exception of any change in prce resulting from a Change Order issued in accordance
with GCC Clause 29.

Payment

10.1.

10.2.

10.3.

10.4.

Paymeaqrts shall be made only upon a certification by the Head of the Procudng Entity to
the effect that the Goods have been rendered or delivered in accordance with the terms
of this Contract and have been duly inspected and accepted. Except with the prot
approval of the President no payment shall be made for services not yet rendered or for
supplies and materials not yet delivered under this Contract. Ten percent (10%) of the
amount of each payment shall be retained by the Procuring Entity to cover the Supplier’s
warranty obligations under this Contract as deseribed in GCC Clause 17.

The Supplier’s request(s) for payment shall be made to the Procuring Entity in writing,
accompanied by an invoice descrbing, as appropdate, the Goods delivered and/or
Services performed, and by documents submitted pursnant to the SCC provision for
GCC Clause 6.2, and upon fulfillment of other obligations stipulated in this Contract.

Pursuant to GCC Clause 10.2, payments shali be made promptly by the Procuring
Entity, but in no case later than sixty (60) days after submission of an invoice or claim by
the Supplier.

Unless otherwise provided in the SCC, the currency in which payment is made to the
Supplier under this Contract shall be in Philippine Pesos.

Advance Payment and Terms of Payment

11.1.

Advance payment shall be made only after poior approval of the President, and shall not
exceed fifteen percent (15%) of the Contract amount, unless otherwise directed by the
Presideat or in cases allowed under Annex “D” of RA 9184.

For Goods supplied from abroad, the terms of payment shall be as follows:

&0
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11.3.

(a) On Contract Signature: Ten percent (10%) of the Contract Price shall be paid
within sixty (60) days from signing of the Contract and upon submission of a
claim and a bank guarantee for the equivalent amount valid until the Goods are
delivered and in the form provided in Secton VIII. Biddiag Forms.

(b) On Delivery: Seventy percent (70%) of the Contract Pace shall be paid to the
Supplier within sixty (60) days after the date of receipt of the Goods and upon
submission of the documents {i) through (vi) specified in the SCC provision on
Delivery and Documents.

© On Acceptance: The remaining twenty percent (20%) of the Contract Price shall
be paid to the Supplier within sixty (60) days after the date of submission of the
acceptance and inspection certificate for the respective delivery issued by the
Procurng Entity’s authorized representative. In the event that no inspection or
acceptance certificate is issued by the Procurng Eatity’s authorized
representative within forty five (45) days of the date shown on the delivery
receipt the Supplier shall have the rght to claim payment of the remaining
twenty percent (20%) subject to the Procunog Eatity’s own verification of the
reason(s) for the failure to 1ssue documeats (vii) and (viil) as described in the
SCC provision on Delivery and Documents.

All progress payments sball first be charged against the advance payment until the latter
has been fully exhausted,

Taxes and Duties

The Supplier, whether local or foreign, shall be entirely responsible for all the necessary taxes,
stamp duties, license fees, and other such levies imposed for the completion of this Contract.

Pedormmance Security

13.1.

13.2.

133

134.

13.5.

Within ten (10) calendar days from receipt of the Notce of Award from the Procunng
Eatity but in no case later than the signing of the contract by both parties, the successful
Bidder shall furnish the performance secusity in any the forms prescobed in the ITB
Clause 33.2.

The performance security posted in favor of the Procudng Entity shall be forfeited in
the event it is established that the winning bidder is in default in any of its obligations

under the contract,

The performance security shall remain valid until issnance by the Procuring Entity of the
Certificate of Final Acceptance.

The performance security may be released by the Procuring Entity and returned to the
Supplier after the issuance of the Certificate of Final Acceptance subject to the following

conditions:

(a) There ate no pending claims against the Supplier or the surety company filed by
the Procurng Entity;

{b) The Supplier has no pending claims for labor and materials fiied against it; and
{c) Other terms specified in the SCC.

In case of a reduction of the contract value, the Procuring Entty shall allow a
proportional reduction in the original performance security, provided that any such
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14.

15.

16.

reduction is more than ten percent (10%) and that the aggrepate of such reductions is
rot more than fifty percent (50%) of the original performance security.

Use of Contract Documents and Information

14.1.

14.2.

The Supplier shall not, except for purposes of performing the obligations in this
Contract, without the Procuring Entity’s prior written consent, disclose this Contract, or
any provision thereof, or any specificatdon, plan, drawing, pattern, sample, or
information furnished by or on behalf of the Procuring Entity. Any such disclosure shall
be made in confidence and shall extend only as far as may be necessary for purposes of
such performance.

Any document, other than this Contract itself, enumerated in GCC Clause 14.1 shall
remain the property of the Procuring Entry and shall be returned (all copies) to the
Procuring Entity on completion of the Suppler’s performance under this Contract if so
required by the Procuring Entity.

Standards

‘The Goods provided under this Contract shall conform to the standards mentioned in the
Section VIL Technical Specifications; and, when no applicable standard is mentioned, to the
authoritative standards appropriate to the Goods’ country of origin. Such standards shall be the
latest issued by the institition concerned.

Inspection and Tests

16.1.

16.2.

16.3.

16.4.

16.5.

The Procuring Entity or its repzesentative shall have the right to inspect and/or to test
the Goods to confirm their conformity to the Contract specifications at no extra cost to
the Procuring Entity. The SCC and Section VII. Technical Specificatons shall specify
what inspections and/or tests the Procuring Entity requires and where they are to be
conducted. The Procuring Entity shall notify the Supplier in writing, in a timely manner,
of the identity of any representatives retained for these purposes.

If applicable, the inspections and tests may be conducted on the premises of the Supplier
or its subcontractor(s), at point of delivery, and/or at the goods’ final destnation. If
conducted on the premises of the Snpplier or its subcontractor(s), all reasonable facilites
and assistance, including access to drawings and production data, shall be furnished to
the inspectors at no charge to the Procunng Entity. The Supplier shall provide tae
Procuring Entity with results of such inspections and tests.

The Procuring Entity or its designated tepresentative shall be enntled to attend the tests
and/or inspections referred to in this Clause provided that the Procuring Entity shall
bear all of its own costs and expenses incurred in connection with such attendance
including, but not limited to, all traveling and board and lodging expenses.

The Procuring Entity may reject any (Goods or any part thereof that fail to pass any test
and/or inspection or do not conform to the specifications. The Suppilier shall either
rectify or teplace such rejected Goods or parts thereof or make alterations necessary to
meet the specifications at no cost to the Procuring Entity, and shall repeat the test
and/or inspection, at no cost to the Procuring Entty, upon giving a notice pursuant to
GCC Clause 5. |

The Supplier agrees that neither the execution of a test and/or inspection of the Goods
or any part thereof, nor the attendance by the Procuring Entity of its representative, shall
release the Suppiier from any warranties ot other obligations uader this Contract.
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17.

18.

19.

Wartanty

17.1.

17.2.

17.3.

17.4.

17.5.

The Supplier warrants that the Goods supplied under the Contract are new, unused, of
the most recent or current models, and that they incorporate all recent improvements in
design and materials, except when the technical specifications required by the Procuring
Entity provides othetwise.

The Supplier further warrants that all Goods supplied under this Contract shall have no
defect, arising from design, materials, or workmanship or from any act or omission of
the Supplier that may develop under normal use of the supplied Goods in the conditions
prevailing in the country of final destinadon.

In order to assure that manufacruring defects shall be corrected by the Supplier, a
waranty shall be required from the Supplier for a2 minimum period specified in the SCC.
The obligation for the wamanty shall be covered by, at the Suppliet’s option, either
retention money in an amount equivalent to at least ten percent (10%) of the final
payment, or a special bank guarantee equivalent to at least ten percent (10%) of the
Contract Price or other such amount if so specified in the SCC. The said amounts shall

_.only be released .after the lapse of .the .warranty period specified in the 'SCC: provided,

however, that the Supplies delivered are free from patent and latent defects and all the
conditons imposed under this Contract have beea fully met.

The Procuring Entity shall promptly notify the Supplier in writing of any claims arising
under this warranty. Upon receipt of such notice, the Supplier shall, within the perod
specified in the SCC and with all reasonable speed, repair or replace the defectve Goods
ot parts thercof, without cost to the Procuring Enaty.

If the Supplier, having been notified, fails to remedy the defect(s) within the period
specified in GCC Clause 17.4, the Procuring Entity may proceed to take such remedial
action as may be necessary, at the Supplier’s risk and expense and without prejudice to
any other nghts which the Procudng Entity may have against the Supplier under the
Contract and under the applicable law.

Delays in the Supplier’s Performance

18.1.

18.2.

T 183,

Delivery of the Goods and/or performance of Services sball be made by the Supplier in
accordance with the time schedule prescribed by the Procudng Entity in Section VI.
Schedule of Requirements.

If at any tme dunng the performance of this Contract, the Supplier or its
Subcontractor(s) should encounter conditons impeding timely delivery of the Goods
and/or performance of Services, the Supplier shall promptly notify the Procuring Endity
in writing of the fact of the delay, its likely duration and its cause(s). As soon as
practicable after receipt of the Supplier’s notice, and npon causes provided for under
GCC Clause 22, the Procurng Entity shall evaluate the situation and may extend the
Supplier’s tme for performance, in which case the extension shall be ratified by the
parties by amendment of Contract.

Except as provided uader GCC Clause 22, a delay by the Supplier in the performance of
its obligations shall render the Supplier liable to the imposidon of liquidated damages
pursuant to GCC Clause 19, unless an extension of time is agraed upon pursuaat to
GCC Clause 29 without the application of liquidated damages.

Liquidated Damages

Subject to GCC Clauses 18 and 22, if the Suppler fails to satisfactodly deliver any or all of the
Goods and/or to perform the Services within the period(s) specified in this Contract inclusive of

N
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20.

21.

22.

Tt

duly granted time extensions if any, the Procuring Entiry shall, without prejudice to its other
remedies under this Contract and under the applicable law, deduct from the Contract Pace, as
liquidated damages, the applicable rate of one tenth (1/10) of one (1) percent of the cost of the
unperformed portion for every day of delay until actual delivery or performance. The maximum
deduction shall be ten percent (10%) of the amount of contract. Once the maximum is reached,
the Procuring Entiry shall rescind the Contract pursuant to GCC Clause 23, without prejudice to
other courses of action and remedies open to it.

Settlement of Disputes

20.1.

20.2.

20.3.

20.4.

205.

If any dispute or difference of any kind whatsoever shall arise betweea the Procuring
Entity and the Supplier in connection with or ansing out of this Contract, the parties
shall make every effort to resolve amicably such dispute or difference by mutual
consultation.

If after thirty (30) days, the parties have failed to resolve their dispute or difference by
such mutual consultation, then either the Procutng Entity or the Supplier may give
notice to the other party of its intention to commence arbitragon, as hereinafter

_provided, as to the matter in dispute, and no.arbitration in respect.of this matter may be

commenced unless such notice is given.

Any dispute or difference in respect of which 2 notice of intention to commence
arbitration has been given in accordance with this Clause shall be settled by arbitration.
Arbitration may be commenced poor to or after delivery of the Goods under this
Coantract.

In the case of a dispute between the Procuring Endry and the Supplier, the dispute shall
be resolved in accordance with Republic Act 9285 (“R.A. 9285™), otherwise known as
the “Alternative Dispute Resoluton Act of 2004.”

Notwithstanding any reference to arbitration herein, the parties shall coptinue to
perform their respective obligations under the Contract unless they otherwise agree; and
the Procuring Entity shall pay the Supplier any monies due the Supplier.

Liability of the Supplier

211

21.2.

The Supplier’s lability under this Coatract shall be as provided by the laws of the
Republic of the Philippines, subject to additional provisions, if any, set forth io the SCC.

Except in cases of crminal negligence or willful misconduct, and in the case of
infringement of patent rights, if applicable, the aggregate liability of the Supplier to the
Procuring Eatity shall not exceed the total Contract Prce, provided that this limitation
shall not apply to the cost of repaiting or replacing defective equipmeat.

Force Majeare

The Supplier shall not be liable for forfeiture of its performance secudty, liquidated
damages, or tertnination for default if and to the extent that the Supplier’s delzy in
performance or other failure to perform its obligations under the Coniract is the result
of a farce mageure.

For purposes of this Contract the terms “foree magjeurs” and “fortuitous event” ma;' be
used imterchangeably. In this regard, a fortuitous cvent or foree majewre shall be
interpreted to mean ap cvent which the Contractor could not have foreseen, or which
though foreseen, was inevitable. It shall not include ordinary unfavorable weather
conditions; and any other cause the effects of which could have been avoided with the
exercise of reasonable diligence by the Contractor. Such evKnts may include, but not

a“,
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23.

25,

limited to, acts of the Procusing Entity in its sovereipn capacity, wars ot revolutions,
fires, floods, epidemics, quarantine restrictions, and freight embarpoes.

22.3.  If a foree majeure situation arises, the Supplier shall promptly notify the Procuring Entity in
writing of such condidon and the cause thereof. Unless otherwise directed by the
Procuring Entity in writing, the Supplier shall continue to perform its obligations under
the Contract as far as is reasonably practical and shall seek all reasonable alternative
means for performance not prevented by the foree mafeure.

Termination for Default

23.1.  The Procunng Entity shall terminate this Contract for default when any of the following
conditdons attends its implementation:

(a) Outside of forve majeure, the Supplier fails to deliver or perform any or all of the
Goods within the perod(s) specified in the contract, or within any extension
thereof granted by the Procuring Entity pursuaot to a request made by the
Supplier prior to the de.lay, and such failure amouats to at least ten percent
(10%) of the contact price;, - R

(b) As a result of force majeure, the Supplier is unable to deliver or perform any or all
of the Goods, amounting to at least ten percent {10%) of the contract price, for
a period of oot less than sixty (60) calendar days after receipt of the notice from
the Procunng Entity stating that the circumstance of force majeure is deemed to
have ceased; or

(©) The Supplier fails to performn any other obligation under the Contract,

23.2,  In the event the Procuring Entity terminates this Contract o whole or in part, for any of
the reasons provided under GCC Clauses 23 to 26, the Procuring Entity may procute,
upon such terms and in such manner as it deems appropriate, Goods or Services similax
to those undelivered, and the Supplier shall be liable to the Procunng Entity for any
excess costs for such simitar Goods or Services. However, the Supplier shall continue
performance of this Contract to the extent not terminated.

233. In case the delay in the delivery of the Goods and/or performance of the Services
exceeds a time duration equivalent to ten perceat (10%) of the specified contract time
plus any time extension duly granted to the Supplier, the Procuring Entity may terminate
this Contract, fotfeit the Supplier's performance security and award the same to a
qualified Supplier.

Temination for Insolvency

The Procuring Entity shall terminate this Contract if tbe Supplier is declared bankrupt or
insolvent as determined with finality by a court of competent jurisdiction. In this event,
termination will be without compensation to the Supplier, provided that such termination will
not prejudice or affect any right of acdon or remedy which has accrued or will accrue thereafter
to the Procuting Entity and/or the Supplier.

Termination for Convenience

251.  The Procunng Enuty may termifiate this Contract, in whole or ig part, at any time for its
convenience. The Head of the Procuring Entity may terminate a contract for the
convenience of the Government if he has determined the existence of conditions that
make Project Implementation economically, financially or technically impractcal and/or
unnecessary, such as, but not limited to, fortultous event(s) or changes in law and
national government policies,
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26,

27.

S

g, J

252  The Goods that have been delivered and/or performed or are ready for delivery or
performance within thirty (30) calendar days after the Supplier’s receipt of Notice to
Terminate shall be accepted by the Procudng Entity at the contract temms and prces.
For Goods not yet performed and/or ready for delivery, the Procuring Eatity may elect:

() to have any portion delivered and/or performed and paid at the contract terms
and prices; and/or

®) to cancel the remainder and pay to the Supplier an agreed amount for partially
completed and/or performed goods and for materals and parts previously
procured by the Suppher.

253.  If the Supplier suffers loss in its initial performance of the termmated contract, such as
purchase of raw matedals for goods specially manufactured for the Procuring Entity
which cannot be sold in open market, it shall be allowed to recover partially from this
Contract, on a gwantum merit basis. Before recovery may be made, the fact of ioss must
be established under oath by the Supplier to the satisfaction of the Procuring Entity
before recovery may be made.

Tesmination for Unlawful Acts
26,1.  The Procuring Entity may temminate this Contract in case it is determined prima faae that
the Supplier has engaged, before or duting the implementation of this Contract, in
unlawful deeds and behaviors relative to contract acquisition and implementation.
Unlawful acts include, but are not limited to, the following:
(a) Corrupt, fraudulent, and coetcive practices as defined in ITB Clause 3.1(a),

(b) Drawing up or using forged documents;

(© Using adulterated matenals, means or methods, or engaging in production
contrary to rules of science or the trade; and

d) Any other act analogous to the foregoing,
Procedures for Termination of Contracts
27.1.  The following provisions shall povern the proceduses for termination of this Coatract:
(2) Upon receipt of a wrtten report of acts or causes which may constitute
ground(s) for termination as aforementioned, or upon its own initiative, the

Implementing Unit shall, within a pedod of seven (7) calendar days, verify the

existence of such ground(s) and cause the execution of a Verified Report, with

all relevant evidence attached;
(b) Upon recommendation by the Implementing Unit, the Head of the Procuting

Entty shall terminate this Contract only by a written notice to the Supplier

conveying the termination of this Contract. The notice shall state:

@ that this Contract is being tecminated for any of the ground(s) afore-
mentioned, and a statement of the acts that constitute the ground(s)
constituting the samme; -

(i) the extent of termination, whether in whole or in part;

(u1) an instruction to the Supplier to show cause as to why this Contract

should not be terminated; and ‘k’
C.

Page 35 of 61 Ve




LT R e U

28.

29.

30.
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{iv) special instructions of the Procuring Entity, if any.

The Notice to Termminate shall be accompanied by a copy of the Verfied
Report;

Within a period of seven (7) calendar days from receipt of the Notice of
Termination, the Supplier shall submit to the Head of the Procuring Entity a
verified posidon paper stating why this Contract should not be temminated. If
the Supplier fails to show cause after the lapse of the seven (7) day period, either
by inaction or by default, the Head of the Procuring Entity shall issue an order
terminating this Contract;

‘The Procuring Entity may, at any time before receipt of the Supplier’s verified
positon paper desctibed 1o item (d) above withdraw the Notice to Terminate if
it is determined that certain items or works subject of the notice had been
completed, delivered, or performed before the Supplier’s receipt of the notice;

Within a non-extendible period of ten (10) calendar days from receipt of the
verified position paper, the Head of the Procuning Eantity shall decide whether
or not to terminate this Contract. It shall serve a written notice to the Supplier
of its decision and, uanless otherwise provided, this Contract is deemed
terminated from receipt of the Supplier of the notice of decision. The
termination shall only be based on the ground(s) stated in the Notice to
Terminate;

The Head of the Procuring Entity may create a Contract Termination Review
Commirttee (CTRC) to assist him in the discharge of this functon, All decisions
recommended by the CTRC shall be subject to the approval of the Head of the
Procuning Entity; and

The Supplier must serve a written notice to the Procuring Entity of its intention
to terminate the contract at least thirty (30) calendar days before its intended
termination. The Contract is deemed terminated if it is not resumed in thirty
(30) calendar days after the receipt of such notice by the Procuring Entity.

Assignment of Rights

The Supplier shall not assign his nghts or obligations under this Contract, in whole or in part,
except with the Procuring Entity’s prior written consent.

Contract Amendment

Subject to applicable laws, no variation in or modification of the terms of this Contract shall be
made except by written amendment signed by the parties.

Application

These General Conditions shall apply to the extent that they are not superseded by provisions of
other parts of this Contract.
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Section V. Special Conditions of Contract

GCC Clause

11 The Procuring Entty is Philippine Health Insurance Cotporation.

110) The Supplier ts [t be inserted at the time of contract award),

1.1() The Funding Source is:
Philippine Health Insurance Corporation’s Corporate Operating Budget
(COB) for CY 2014 in the amount of Seven Million Five Hundred Sixty Five
Thousand One Hundred Three Pesos (PhP7,565,103.00)

1.1(k) The Project Site is ar PhilHeaith Head Office

51 The Procuting Entity’s address for Notices is: EDGAR JULIO 5. ASUNCION,
Senior Vice-President, Chief Legal Exeontive, and BACITR Chairperson, Room 1002, 10
Floor CityState Centre,709 Shaw Bowlevard, Pasig City

6.2

Delivery of the Goods and Services shall be made by the Supplier in
accordance with the terms specified in Secuon VI,

Deliveryand Docuitients —
The Delivery terms of this Contract shall be as follows:

One (1) Lot Network Security Device shall be delivered to Room 1503, 15%
Floor Citystate Cente Bldg., 709 Shaw Blvd., Bgy. Oranbo, Pasig Ciry. Risk and
title will pass from the Supplier to PhilHealth upon receipt and final acceptance of
the Goods at their final destinadon.”

Delivery of the Goods and Services shall be made by the Supplier in accordance
with the terms specified in Section VI. Schedule of Requirements. The details of
shipping and,/or other documents to be furnished by the Supplier are as follows:

Upon delivery of the Goods and Services to the Project Site, the Supplier shall
notify PhitHealth and presen: the following documents to PhilHealth:

@® Onpginal and four copies of the Supplier’s invoice showing Goods’ descripdon,
quantity, unit ptice, and total amount;

@)  Original and four copies delivery receipt/note, railway receipt, or truck receipt;

(i)  Original Supplier’s factory inspection report;

(iv) Original and four copies of the Manufacturer’s and/or Supplier’s warranty
cettificate;

(v}  Ondginal and four copies of the certificate of origin (for imported Goods);

(vii  Delivery receipt detailing number and description of items received signed by
the authorized receiving personnel;

(vi)  Certificate of Acceptance/Inspection Report signed by the Procuring Entity’s
representative at the Project Site; and

(vii) Four copies of the Invoice Receipt for Property signed by the Procuring
Entity’s tepresentative at the Project Site.

Incidental Services —

‘The Supphler is reguired to provide all of the following services, including
additional services, if any, specified in Section V1. Schedule of Requirements:

(s} performance or supervision of on-site assembly and/or start-up of the supplied
Goods;

(b) furnishing of tools required for assembly and/or maintenance of the supplied
Goods;

(c) Furnishing of a demiled operations and maintenance manual for each appropriate
unit of the suppiied Goads;

(d) performance or supervision or maintenance and/or repair of the supplied Goods,
for a period of time agreed by the parties, provided that this service shall not
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relieve the Supplier of any warranty obligations under this Contract; and

The Contract price for the Goods shali include the prices charged by the Supplier
for incidental services and shall not exceed the prevailing rates charged to other
parties by the Supplier for similar services.

Spare Parts —

The Supplier is required to provide all of the following materials, nonfications, and
information pertaining to spare parts manufactured or distiibuted by the Supplier:

The Supplier shall carry sufficient inventories to assure ex-stock supply of
consumable spares for the Goods for a period of #hree (3) years.

Packaging ~

The Supplier shall provide such packaging of the Goods as is required to prevent
their damage or deterioration during ransit to their final destination, as indicated
in this Contract. The packaging shall be sufficient to withstand, without limitation,
rough handling during transit and exposure to extreme tempetatures, salt and
precipitation duting transit, and open storage. Packaging case size and weights
shall take into.consideration, where apptopriate;‘the remoteness of the GOODS’
final destination and the z2bsence of heavy handling facilities at all points in transit.

The packaging, marking, and documentaton within and outside the packages shall
comply strictly with such special requirements as shall be expressly provided for in
the Contract, including additional requirements, if any, specified below, and in any
subsequent instructions ordered by the Procuring Ennty.

The outer packaging must be clearly marked on at least four (4) sides as follows:

PHILIPPINE HEALTH INSURANCE CORPORATION
Name of the Supplier

Contract Descripton

Final Destinatdon

Gross weight

Any special lifting instrucdons

Any special handling instructdons

Any relevant HAZCHEM classifications

A packaging list identifying the contents and quantines of the package is to be
placed on an accessible point of the outer packaging if practcal. If not practcal the
packaging list is to be placed inside the outer packaging but outside the secondary
packaging.

Insurance —

The Goods supplied under this Contract shall be fully insured by the Suppliet in a
freely converable currency against loss or damage incidental to manufacture or
acquisition, transpottatos, storage, and delivery. The Goods remain at the risk
and title of the Supplier untl their final acceptance by the Procuring Entity.

Transportation ~

PhilHealth accepts no liability for the damage of Goods duting transit. In the case
of Goods supplied from within the Philippines or supplied by domestic Suppliers
risk and title will not be deemed to have passed to PhilHealth untl their receipt
and final acceptance at the final destination.

Patent Rights -

The Supplier shall indemnify the Procuring Enaty against all third-party claims of
infringement of patent, trademark, or industsial design rights arising from use of
the Goods or any part thereof,

10.2

NO FURTHER INSTRUCTIONS

]
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NO FURTHER INSTRUCTIONS

13.4(c}

NO FURTHER INSTRUCTIONS

16.1

The bidders should be able to comply with the following:

The winning bidder should wotk in parallel with PHILHEAITH Corporate
Information Security Department (InfoSec) duting the installation, testing, and
commissioning of the Project.

The bidders must ensure thar the proposed One (1) Lot Network Security
Device is compatble with the existing equipment of PHILHEALTH.
Intensive testing should be done by the winning bidder to achieve the
functionality and benefits of the One (1) Lot Network Security Device.

17.3

The maintenance period will be for a period of three (3) years.

All software/hardware should be covered by warranty on services, upgrades
and updates on the One (1) Lot Network Security Device within the
maintenance period which shall commence upon acceptance of the delivered
goods.

174

The period for correction of defects within the warranty period are:

..-The bidders:shouldsbe-able- to-provide-expert personnel to ‘service the One (1)

Lot Network Security Device whenever problems should occur.
The winning bidder should provide a 24x7 phone and technical support to
PhilHealth within the three (3) yeats contract.

Expenses for the technical personnel who will provide the technical service on-
site to PHILHEALTH shall be at the expense of the winning bidder.

211

NO ADDITIONAL PROVISION.
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Prudential
Guaraqtee

Prydential Guarantee and Assurancs, inc.

LINE & SUBLINE

SRYIUTO HOUSE

119 Palanca

Legaspi Village
Clty, Phifippines
810 491610 35
(632) 819 2991
ke @pga.com ph
Jiguarantee.camn

BONDS PHEMIUM Makad
b 7 (6
PERFORMANCE DOC STAMPS Te iFgf
PRENTIUM TAX Coyiuieouy
ENDORSEMENT MO. BD-G13-HOM-0018875R FIRE SERVICE TAX v prudoni
POLICY WO. BG-G1l3~HOM-0057124 VALUE ADDED TAX
mhx Gmrl -
POLICY JACKET NO. ASHOM1 4012287 3 PR CI zzzﬂx
ISSUE DATE SEpP 18, 2014
EFFECTIVITY DATE SEP 03, 2014 AMOUNT DUE
EXPIRY DATE JAN 01, 2015
CURRENCY PHILIPPINE PESO
INTERMEDIARY 12000
TNSURED: TRENDE AMD TECHNOLOGIES, INMC.
' 6TH FLOOR TRAFALGAR PLAZA
105 B.V. DELA COSTA STREET
SALCEDO VILLAGE, MAXATI CITY _I

OUBLIGEE

BOND AMOUNT

PHILIPPINE HEALTH INSURANCE CORPCRATION

IT IS HERFBY DECLARED AND AGREED that the feollowing clause stared under this bond is
hereby DELETED:

*xxx shall not be liable for any claim not discovered and presented to the company
within fifteen ({13) days from the expiration of this bond cr occurrence of the

defzult or failure of the Principal,

whichever is the earliest,

and that the

cbligee hereby waives hls rignt to file any claim against the Surety after the
termination ¢f the period xxax"™

Except as above-mentioned,

same -

CONECIRMIE

e st

L4
éﬁéﬁf- TREHDS ANHD TEéhHOLOGIES, IRC.

all other terms and conditions of this bond remain the

ASESURANCE INC.

UI0-FLAMINIANO
VIGE PRESIDENT

Auth

izad Signature






Republic of the Philippines
Department of Finance
INSURANCE COMMISSION
1071 United Nations Avenue
Manila

1 August 2014

PRUDENTIAL GUARANTEE AND ASSURANCE, INC.
-Coviuto House, 119 C.'Palanca Street
Legaspi Village, Makati City 1229

Aftention: ~ Atty. Celestino L. Ang
President '

Gentlemen:

We are sending herewith Certificate. of Authority of Prudential Guarantee ard
Assurance, tne. -

The Certificate of Authority shall be valid from July 1, 2014 untit December
31, 2015, pursuant fo the New Insurance Code (RA No. 10807), uniess
sooner suspended or revoked for cause,

Please acknowiedge receipt.
Very truly yours,

. My

Depﬂty Insurance Commissioner
Officer-In-Charge

Encls.. a/s



Prudential
Guarantee

Prudential Gusrentee and Aszursnce, inc.

POLICY JACKE? HO.

ASHOM14012297

VALGE ADDED TAX
LOCAL GOV'T TAX
OTHFER CHARGES

YIUTO HOUSE
LIYWE 6 SUBLIME 119Palan§Legasp-Villa9:
MakaiijCity, Phiky

BonDS PREMIN o e

PERFORMANCE DOC STAMPS Fm(wmawmﬁ

DRENTUM TAX o e

ENDORSEMENT MO.  BD-G13-HOM-0018875N FIRE SERVICE TAX .
POLICY HO. BO—-Gl3-BOM~-0057124

T880UE DATE SEP 18, 2014
EBFFECTIVITY DATE SEF 03, 2014 AMOUNT DUE
EXPTRY DATE JAN 01, 20i5
CURRENCY PHILIPPINE PESC
IRTERMEDEARY 120900 !

SALCEDO

INSURED: TRENDE AND TECHNOLOGIES, INC.
6TH FLOCR
105 H.V.

TRAFALGAR PLAZA
DELA COSTA STREET
VILLAGE, MAKATI CITY

CBLIGEE :

PHILIFPINE HEALTH INSURANCE CORPCORATION

Php 2,126,699.70

POND AMOUNT :

IT IS HEREBY DECLARED AND AGREED that the fellowing clause stated under this bend is

hereby DELETED:

*xxx shall not be liable for any claim not discovered and presented te the company
within fifteen (15) days from the expiration of this bond or occdurrence of the

default or failure of the Principal,
obligee hereby waives fis right to file any claim against the Surety after the

termination of

the period xxx"

whichever is the earliest,

and that the

Except as above-mentioned, all other terms and conditions of this bond remain the

same .

W//Z’V"’?

PRODENTIAL GUBRAN

GUIA

ASSORANCE INC.

U10-FLAMINIANO
VI¢E PRESTIDENT

TREHDS AWD TE&%ROLOGIES INC

Anth

ized Hignatura






Republic of the Philippines
Departmment of Finance
INSURANCE COMMISSION
1071 United Nations Avenue
Manila

1 August 2014

PRUDENTIAL GUARANTEE AND ASSURANCE, INC.
Coyiuto House, 119 C. Palanca Street
Legaspi Village, Makati City 1229

Aftention:  Atty. Celestino L. Ang
President ‘

Gentlemen:

We are sending herewitn Certificate of Authority of Prudential Guarantee and
Assurance, Inc. a

The Certificate of Authority shall be valid from July 1, 2014 untit December
31, 2015, pursuant o the New lnsurance Code (R.A No. 10807), unless
sooner suspended or revoked for cause.

Please acknowledge receipt,

Very fruly yours,

. M

Deputy Insurance Commissianer
Officer-in-Charge

Encls.: afs
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OIC BOND NG, G(13)701569¢€
PGA BOND NOG. BD-G13-HOM-0087124

l‘ VOUVENTARY STAMPS |

S 4
Ry
'§ 3@*"0"@ 2014 I
PERFORMANCE BOND . m.a! '.’"'."“..

Cther Cnarges 200,00
TGTAL P 1478597

NOW ALL MEN BY THESE PEESENTS:

That TRENDS AND TECHNOLQGOGIES, INC. of 8TH FLOOR TRAFALGCAR PLaZa 105 BV,
DELA CGSYA STREET SALCEDRD VILLAGE, MARATI CIZ!."& g8 PRINTIPAL wd PRUDENTIAL
GUARANTEE AND ASSURANCE INC,, ¥ corporation duly crganized nd sxistine undsy and by virtue of the
lawg of the Philippines, ax SURETY, s held and firmiy bound unto PHILIPPINE HEALTH INSORANCE
CORPORATION a OBLIGEE in e sum of PESOR: TWO MILLION ONE HIINDRED TWENTY SIX
THOUSAND SIX AUNDRED NINETY NINE AND 76160 ONLY (P2,126,699.70) Philippine Cunrency, for
the povmient of which aun, well and vuly o be made, we bind ourselves, sur helyy, s¥eculars, administraters,
suncoesnrs, and ssgizng joimtly and severally, frmiy by ﬂmc PEGRETIET.

WHERELS, The abova-nomed Prowine wes swardes tha Bidi Cantract fe

in guarantee the full and faithfd perfaryoance by the Principal to cemplede the One (1) Lot Nedwork
Semurity Device project, ms per Nofice of Award deted September 1, Ui1d, & copy of which is hereto sutached
to forxa an breegral pait of this bopd;

WHERE AS, this bond ie Callable on Demnsd;

PROVIRED, HOWEVER, thwt the lability of SUBETY mnder this band shell in ne cuse exceed the
toial sam of PESOS: TWO MILLION ONE HUNDRED TWENTY SIN THOUSAND SIX HUNDRED
NINETY NINE AND 70:100 ONLY (Thp 2,126,699.78), Fudlippe Currendy;

WHEREAS, ssid OBLIGER iCl}Lll'"‘- seid PRINCEAL to give 3 pood md mflicisn bond in @iz above
gtated s to secure the full and feithiid perfarmanca on hiz part of 26d contract:

NQOW THEREFORE, if the PRD!F TPAL shall well and iruly performn md fulfiil sit the wndertekings,
cevenaniz, tarms, condition and egredtnenis dipulaced in gaid covarset thep, tis olipenien shall be auil and veid;
othsrwise it shall remain in full foree and offect.

The lisbility of PRUDENTIAL GUABRANTEE AND ASSURANCE INC., under thic bond will expire on
Janusry 1, 208, Fuiheomere, it is hereby agrsed and updzistood that FRUDENTIAL GUARANTEE AND
ASSTRANCE INC., shall pot be liabls for amy clzim not dizcovered and prozensed to the company within fifiesn
(13) days fron: the expiragon of this band or oconrrence of the defmut or fhilire of the principal, whichever i3 the
carlissr, and that the oblices hereby waivss his vight to fils any claim seaings the Sursty after the torminaton of the
period of fificen days shove mentiomed after which timg this bond shall definitely termunae snd be deemsd
phsahmsly cencelled.

IV WITNESS WHEREOF, we have get o hands tits 03rd day of September, 2014,
TRENDS AND TECHANOLOGIES, INC, PRUDENTIAL

Principal
By By:

¢ CORPORATE SECEETARY

ARANTEE AND ASSURANCE INC,
THH 000131813

Sbgreed b the Brernee of 0
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 SUENTARY ' SThpY
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RESTIRLIC {) r THE PEILIPHFINES | 8.5
CITY GF MAKATI f

>

v

Fagmsd ol

JOSE DAMIEL Lo BALATADIA
»...-1. ;.t DQH DIFOM-T i N

Jum U8 Z0EE Bskes] Oty

Kpaam 10 e 1o be the same Dhersons wh-f sRecyred i Torepaing inelrgument end tiey
ﬂlsﬁm*edmd £ s fimt La yame i L];lJI fron pis : intery aof snd desd siishe free ynd

LLIENZ A

lw‘v!ann Ll.n

Doc Na. 264

Pyge Na, 54 ‘

Brnic Na, Y Apprinteest ma,ﬁ.—! l 73 ‘“33!.:—.5"!}.4:
Geriss of "‘"‘""‘ﬁﬁ;‘;""_’ @ F Caylun Heuge, #1998 Talone 32,
DEFESE G ot Logaupi Willlga, Welud Oy, Meno Maudls

PR Me 4213788 Jan 3, W084 Male i Ciy
THF . HSEIF- dz-.m.,&h-i Pagig Ciry
iiu-l* sfAmpraey No, 224549
MOLE Domplinpss Mo 0V B0708. Sepe. 15, 2013

REMIBLIC OF THE PHILI
CITY i‘aF RakaT)

Ma & My, GUIA LAGURG-FLAMINIANG apd  BMARC OCAMIO-TAN
of PRUDENTIAL GUARANTEE AND ASSURANCE INC., with TIN 647-G00-491-813
having been duly sworn stale and depoase that PRUDENTIAL GCUARANTEE AND
ASSURANCE TNC. i sctually worid the amspnt spedified in the foregaing undertaidug to
wit: TWO MILLION ONE HUNDRED TWENTY SIX THOUSAND 51X HUNDRED
NINETY WINE 4ND 70008 ONLY (Php 343 ' ‘

SUBRCRIBED AND SWORN TO befire me this (9th day of Seprember, 1614 o1
Makad, Phillppines, AfTand’s having exhibited o moe thelr eaiid -»"“*nﬁfirmﬁ@ﬂ Na, gz aboys
indicuted,

WITNESS MY HaN

--;i Yi'l'-itlph »wf\.}u:—.:&u 3

e, N 65 Moy Pubit e Maled Jny
Pags Na. 54 Y o Decsmbar 33, 5514

. . R Appe mimensNo 24115 EIRLE- 20143
Baok Mo, Cwv ;

$155C. Polages 55,

£ i _,ﬂn'".-&i'“""

. EYER Sea ¥, 4 Malad City

Py NERGERJau. 2, 28 3-Papig Cory
HeilefAtivyaey Ny, 3305

HWELE L pl.ta.”'“ Mo SV-0E0 TSGR, 3.}]7 Sg 2033

Servies of 2014
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