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CONTRACT TOR THE BIDDING OF ONE (1) LOT
VIRTUALIZATION LICENSES

THIS AGREEMENT made on the 

- 
day of 

- 
2013 bet{een PHILIPPINI

HEALTH INSUMNCE CORPORATIOT,I, a governnent o{.ed and controlled corporatio.
created and existing by virtue of R,A. 7875, otneruise known as the 'National Health
lnsurance Act of 1995', with oiffce add.ess at lBth Floor, civ state center Building,709
Shaw Blvd corner Oranbo Drive, Pasig CjW, rep.esented herein by itl Chief Information
Te.hnolog/ Executive, DR, ALVIN B, MARCELo, (he.einafter calhd 'PHILHEAITH I

SANDZ soLUTIoNs PUILIPPINtrS, INc., a stock corporation, organized and

registered with the Securities and Exchange Comnission underS€c Re8 No 4200016079,
issued on Aprjl 16, 2002, ahd existing undef tne hws ol the Republic ot the Philippines,

with busi.ess addfess at 6/nr. CYA Bldg, U0 Rada SL Legaspi Vill, Malrti City,

represented herein by its Managing Dire.tor INRIQUE G VEI-ASCO, (hereinafter called
"saNDzl.

WHEf,nAS, PHILHEALTH inviled Bids for the At?din, ot ti e Pro.urcndt oI Orre

(1) Lot virtuolizatlon Licenses and has accepted a Bid by sANDz ior thesupplvoflhose
Eoods in the sun ol alvt MlrLlON SWEN EUNDRED NINEfv NINE TEOUSAND EICET
EUNDRED EIGETy PI,JjOS (PhP5,799,880,00), [hereinafter alled "the ConFact Price"]

Q
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NOW THIS AGREEMENT WTINESSETH A5 FOLLOWS:

Ih this Ag.eement words and
respectively a$i8ned to tlem in

The follorhg docuhents shall
pa.i of this Agreement, viz,:

(!

(hl

expressions shall have th€ same neanings
the Conditions oiCont actrefe..ed to

be deemed to Iorm aod be read and (onsrue

sANDz' schedule of Requi.edents [Annex "4"]i
SANDZ'Bid Form (Annex"B");
SAN DZ'Technical Proposal [ADn€x'c );
Noiice oiAward [Annex "D");
BAC ITR Resolution No.!g s.2013 ( nnq"E"lj
General conditionsorthe contract(ccc) (Annex"F");
special conditions of the contract(sccl (Annq'c"); and
Bid Bulletin (Anrex "H").

ln considerution of the paynents to be made by PUILHB\LTH to SANDZ as

hereinafter mentionod, saNDz her€by covenants with PHI-HEALTH to p.ovide the

Boodsand sewicasand to.emedy defects therein in conlormity in all.espects wittr
the Drovisions oltie Contract:

PHILUEALTH hereby covenants io pay SANDZ in consideradon of!he provjsion of
the goods and seryices and the.emeding of deiects therein, the contmct Pric€ or
such othe.sum as may becone payable under the provisions oi the cont.actatthe
tlme and in rhe nannerDrescribed bv the contracti

5, The contr-act Drice covers the costs of all Deliverable ltens and Serices and

includes aU aFplicable taxes and duties in tbe Philippines, costs of inportation,
insurance t.anspo$ation and delivery at the time and to the locations specined but
ex.ludes aDy specjat h.ndling or hosting charges which may be incurred at
PHI-HEALTII s ste and which a.e for the accou nt o|PHII,HD/|LTH:
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Tbe sch.dulc of swims expGed d tvektsmtbs sthulale, herPand

, daintuse €flice lo lhc piojat sie.

I

I hereby certiry to comPly

Sandz SolulioN Ptjlimin9s lts
NlDe ot CospmyEldder

i
Section yI. Schedule of Reqqireme ts

deliver au the abov$ reqdrements.

I

a datc whioh is the <la!. of lh.

ljn!!rylo-zu3

i "f"r'
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Sectior | 11. T.thnnal

sl'tictFlc floNs Statcmcnt ol (omtlirn.c

Thisprujecrsrllco\errhcdelireryandsupporlollh.ticcnsclor
hordwaE ljnullialioD Specilically. thc winniog bidder shrll
pnvide the iollo*ins deliverables

L Dcli\ct.1 or thc lollotrina;

Hnrd*nre Virloalizali0n Sofhvxre fo.

Innber ofPr0cess0rs Licenses: Liccnsc tor
rwenry (20) phl$cal procesor sock.ls.

Virtullizntion Uodel: Musr be hardwrir
vinurli/:!on ln, r36 plallnrd

Sln0 k HP BL44AC G6
S^N.ntuoufldn is EMC NS96t)

H€terogcncous Oneraiing Syslen Support.
MusLbcablc tosuppo hetcror€neous
otcl2xtre syslcDr oD thesarne hosr

Maugene.t: lvl!sL havc !crlmliEd
nandgcncnt soli$lre lo con!01& adnrinisler
thc wrLLalized cnlircnmenr

COMILY, 'Ihe prcposed v\4ware
rSpbere solulion Nrll lrrcride lic€Dses
lor $uLr (20) rhysicrlDrocessor

COMPLY. l he tn,Fo:cd vrvl$rd1t
lsphere sohi.n F a hard\nr.
rntualiation lir Nlj6 pld$iri

vntlIzilion M.delTlF: Mus( bclypc I
Hlpcn hor (natile or bare mehl) aml cd rutr

dirocLly on an 1116platlon Nlust suppon dre

exisl ira s€rve* dnd S,^N .nl nonnc Dr.

Ahcrltnent/ct rifkttio, o, Bit arl(tit I t :
P H IC's.\i stk x atiron ntent :

COMPLY. ThcpLoposcdvM$are
lspheE soluLiou $ a lype I llyporvNr
(nalile oL baE nElal) and c.n run
dnccny on m x86 platton ltcan
nLpportPlllc s easlinglll BL.160.
(16 Serve$and IMC NS 960 SAN

COMILY. The nroFoscd vMwarc
rSFhcrc solLl'on supports
hclcLoecncous operaliu sl seft on rhc

COMPIY. rhc proposcd solLrltun
imlLdcs a viuware !Centerliccnsc
which h a cenrmlized nraDlgenenl
501i\!arcrocoDrol & adnnnsrer rlr

I



f
aturily: The proposed solulion nrslbc m

tlc narkel for at l sti ]e!E andhu{halc
CO]IIPLY. Thc proFosed soluLion has
been in rhc tuarkcl Lbr norc Lran thLce
(l)rcars a $ill still conriNE ils
supPon for the nexl lhRe (l) yeas dd
hos seveLal local nnplenrentations

COMPLY, The propos.d vlvl\\ture
vspheF solutioD h an emerprhe

Logicrl lrocessors: Mrslbc ablc lo irppon ar
least l2logi.al Focessos .r hiehcl

COM?LY, The proposed VMWare
rsFhcrc solLtrion suppons at lcast 32
logisal Dncessos .r higher

COMILY, Thc proposcrl VMWarc
vsphere nnuron supFaG at least 123

CB ol nrenory .r hlghcL.

COjUPLY. fhe proposed VNIWaro
vsphere solutio. sumons S,^N
Mulriparh I/O (ivlllo) lrrr nohsc
coflrecliriry failoeer or tnr load

be able 10 suplronxl lea$ 128

sAN Comection RrdundonLy: Mun bc able
{o suppoi SAN MulLiFaLh I/O (MPIO) for
n nge comrectiviry lnilorcr!.load bdlancc.

NIC |lullTole.rnce: Musl be able k, srppon
nulliple Netrork Interface Cads lnr h!11

VLAN Support: Nlust bc ablc 10 s'pDon

COMPLY. fhcpDposedvNlwarc
vSpheLe solulion suFporls h liplc
Ncl$ork hncface Cards lor l;rult

COMPLY. lhc proDosed vMware
vsphcrc solution $rpp!rrs Virrual

COMPLI. Ihc proposedvMwarc
!Sthdc solulion suppdrrs the

DiskSnnlori r'or VM Filcs:
support the lollowing djsl$ f.l

- IDE/S.AfA Dsks

ISCSI Disks
- Fiber chduel Disks

An hthtnt/Cluti.li.ntion o" Bin Auletnl 41 :

Livcsnrpshot For virtual linvnondenl: Nlusl
ha\e 1i!e snapshol cdpability

d



ch6t.red rilc sy:lrm snDporr: Nlu{ bNc
.lLsl.rcd nlc slsletu.apabilil) and supporl

lllsicll Memory ovcrcoflnitncnt: Mu$ be

able b slppon nemory olercommitmcnt

-coMPrI 
'Th"

CON'IPLL The F,posed VNlWarc
lsFhere soluion supFns 

'ncmory

- Nlenxry rcsourccs

- Netrrork rcsouLccs

Support Forlnfinib.nd: \,1u$bexble lo pPort

Resourcr Manngenr€nt; NlLd lrave
1o nanaec resouEes$irh Qualtry o!

ID virlualizltion: MLsl be

COMI'L\. fhc proposcd vM\va,e
lsfheE solLrrion has thc crpabi|nt to

nnnasc rcsouEes \ith QurlirY oi
Serri.e lnf the 1nllownrs r€$urus:

Nrcmory

Supportl.0r l0 Gbil Ethcrnct; Mun bc.ble 1!

supFoii lor 10 Cb1( EIheflret

snpl)orl forTOE cnrdsi Nlust b.3ble 10 sufpon
I OD (TcP/lP Ollload Engme) cll'rs

COMPLY. Ihc proposed ViU$drc
lsphdc solution has supFon tbr

COIIPLY. fhe prltosed VMWare
vsphEre solution sumons l0 cbrt

COMt'LY. fhc Pro|Fsed ViV\\ aE
vspherc solLfLon {itt.rs l2 and64bil

COMll,V. The fNposcd Uvl\fare
rsphere sohnnnr hns suppoi inr vitual
SNIIr tur both Linurand Windo$s

COMll,Y. Ihe flrfoscd VMWare
vsdM!j9!I(ion suppods t4aB or

ll][ervisorltoot Frottr: lhe Drctoscd solulion
nrusr b3 ablc ro bool liom:

- SMdCc AreaNcrNork

, rscsl

Vnt CPtk SuDp0rtd: NiLLs{ b. :ble ro su|rl]o(

ll and 64bilopeLal'ne sYstcnN

virtunlSMl': Nlusl be rblc lo supFort ! ull Si\'lP

lor bolh LLnur and windoss rnlual machnr€s

. VirturlMenorySizeSuppo :MrstbcabLelo
j!l!!1611] q!!Phef nenrol) pcrri uaL



Gucst Opcraiing SJslerns SuDporti Mun bc ablc
ro suplon lhe ibllounB gu.n .tcr alrng srne'ns:

MS wnrdoNs 2001l2bir
- N1S Windovs 2001 64b't
- NIS wiido{s 2003l2bit
- NiS windo$s2008 ii4[il
- MS W,ndarvs 2003 R:2 646i1
- MSWindo$ XP ll bit
- NIS Wi.dolsXP 64 bil
- MSwlndows vishr2bn

NIS Wi o$ Vish64bn
' iVS windowsr l2bil

lvls windows 7 6,1bi1

- RedrlalE c$rise Linux l2bit
- Rcd Hat Erluprisc Lj.trr64bn
- SU SD Linlx Entctpl he lzbil
- SUSII Linu Entefrise 64bn

lvls WindoNs 200:l :l2hi1
MS windo$s 2001 6.lbi1

MS Windors 2001i lzbil
MS WnrdoNS 2003 64bit
MS Windo{s 2003 R2 64brt

MS Windo\* VNa 32bit
MS Windows visu 64bir
MS Vindaws 7l2bil

Rcd Har E.lerprGe l-inux l2bit
Red I lat Dntrprisc Lnrur64bn
SLISE Linux EnlerDrise :l2bn
sUSFr l-,nLr Er(erprse 6.lbr

COM?LV. The Foposed VMWar.
vspherc solution supFrls thc
follorins suesl ol€nting systenN:

Cof,prtibility: Mu$ bc 100% compaliblc wiln rhc

exisrirg rlral environ'ncnl of rhe corPordtor
COM?LY. The p,oposeJ VMWde
solulion N 100% conrpaijble *irh the

.xisiirg vnrunl en!iromenr of lhc

COMtLr. lhe pFNsed Trend
\lictu Dccp Secuiitj_ Licensesarc lor
lwcnLy (?0) physical l nrccssor sockes

,lhendhent/Clntiicuk l o" aid Rn 4nlflI:
- Li..nsestill heitlnaled nt 1t'2 sot"e

.hrsbr, The *isting VMlvnP is ,ttsion
5.0 ..

- Lnnsts "t6t 
bc i'\totled lt?.ristitts

rccrtu ohd r.il rczltd

s.rdflf fur \irturlizBl I nvironnrtn(

Nlus{ hale securny licenses lnr ar leanlrvcnlt (20)

physical proca$oL sockeh

Mu$ hxrc deen Fckct inspecLron COMPLY. Thcpruposed Ircnd
Nlictu llecp Secunl] D.cp l'ackel
I.sl)eclron (Dl'l) prc!id€s Host_B$ed

lntiusion I'rcvcntion SJ-stems (IUPS) /
llosl-Based lntnsion Dcrcc(ion
Sysrems (lllDS) h agctrtlc$ m.dc
*hcD deploycd $itlr Vn*arc flallonn

c\dnnres ull nconn|r! a'rd
oulgonrS lafllc tur protocol

deviarioDs. cotrLenrs lMl si-rnals an

atiack !s vcll as policy tlgllqlls

d



Musthave intrusion deccuon &pRen on

Mst have web applicarion prorction

is able 10 opeate itr derection oi
pievention nod€ to prclecr
operatjng Systens ed EnrerpriF
Appl€tion wlnenbiliries.
provid6 derailed events such as rhe
soLre ofAlrack {wbo aft&kt.
Tihe ahd Dar. ofanack md $e
exploil an4pt€d. Adminisrlalors
cm be lotilied automalicatly

COMPLY. Thc popossd Tlcnd
Micro Deep S€cuily I ruion
Delectio! ud PEvention Sysl€ns
provoe pmleclon asainst kroM
atlacks as rell as Ero-day atrmks

hs vulnerabiliLy rules ro shi.ld

vurnqabiliiies fbn an dinited
luber ofexploits. Thc solutian
has Virtual tatching,, which
aulomaticallt shield Dewly
dscovered vdnerabilili€s within

com€s with oulof the-box
nln€rability prctection for oaer
100 applicalions, includibs
dahbase, Web, enail, ed Ffp

pb&.tion @ be confisred dd
''pushed lo the vi ual &sktop
mstanlly wilhout€quirids a sysredl

lEs smd tules wnich will help
ProYrd€ 4roiay protectiotr from
unknown qploils thal atlack d
ulkrowi' vulnembili!*. ThtrlEl
rulee delec uusul protocol dala
thal conlain mlrcDUs code

- in.ludeserploirrules whrchstop
knowr altacks ahd malwde ad fft
sihile to haditional erivirus ..
sig.atdres. The exploil rules se
siemlws to ide.lily dd block
individual, kroM qploils

COMPLY. The pDposd Trnd
Micro Deep Strulit' h6 Web
Appli€lion ?bLeclion sub nodule:
- Assisis conpliac€ (PCl DsS 6.6)

to protectwb applications ahd the



Must have ap!hcfu on conLol

- Musr have ehaaliad Ilrmeehenl

Musl be able to cEate/Foyision scuity

Must be able to monitor alens md prcvide
$evetuve acrors

Musl be able to distribul. secBily uldares ro

Must be abl€ 10 genqaie reports

Musl be able to sfeuline the Magenent of
higb-volme ovents

Defends agMsr SQL injection'
cosssile $dpring, and olhd web
application ldnelabililies,
Shieldsasainsrtulnmbititiesrhrij
codc fixes ce b€ contleted
Provides artomatic notificalion that
outlins who atLqcked. whq lhey
at1&ked, dd wbat 6ey attmpred

CoMPLY. fte propo&d Trcnd
Micrc Dee! Scclrity ha applicalion
control sLb-hodule,
- Proddes ir@ed visibitiiy inro,

or oodror over apliicolio.s
accssbS ue n€iworkj
Uses application co rol tul€s lo
idqdry mtcious ro&wde

Reduo* vllnerabili9 expoue of

COMPLY. Tbe propoed Trend
Mim Dee! s€cuit Measei (DsMl
is a cenbaliu d megemot tool

COMPLY. The Ploposd Trend
Mic@ D@p Secuiry Mdaeq @sM)
enables ddhioislratoF to ftale
seouily protls dd apply ihm to

coMPLY. llte prcpo$d TEnd
Micto Dep Seqily Mmser (DSlr{)
monitor alerls and provide preventiyq
acliom lal<eo in Espons io rrSr@ts

COMPLY. The proposed TEod
Micrc Dee! Secuity Mdager (DSM)
is able io disribute seuity updat s 10

COMPLY, Tn€ Foposd TEnd
Mico Dep Seuity Meser (DSM)
cm ga€mte s4ies of Epons.

COMPLY. The pioposed TEnd
MicrcDeep Se riv Managei (DsNo
Evdt Taggihg tuctiomlity
slrEan iles ln. managehent ofhigh-

ci



NlNi bc rblc 10 r.n ,r\\eb L I

Musr bc able 1o cusohiTf, dre dashboard li!:ed .r
lhe rc.luied nfonn.lion dkphy

Vust be ablc to LiNDarcnly enorcc scutrill

Mun be able to supforr agcntlc$ deployment

Anund.ert/Clarifudior or AiI Bulleth El:
- ll'e rerlzire snppo to aA.rtless

Nlustbe ablc ro inrcsrale wnh the e\iding
hafdrvac vntualialion s.liqarc on {hc hr-rurvisor

aNu t!5lltc
lhc sinihs bidder *ill $oik iir parLlcl
Lvirh PhilHc.ldr ll Mmrsenent l)cFa nedl
Desonnel dufltrg dr rnnalhtion aDd lcnin8
ol dre p'o|osed vinualizalnD solulion and
sccu,iry

l[e $nniing hidder nnrt cnsuF thrl rhe

fro|oscd soLurion is tncrnrul ard 1001,0

contaliblc rvith the existns cquiplrcnl I
virtLxli/nbh crrr(Dnent ol tlp

.T, AI.\INTENAN(f TII(HNI(AL S!TIURT

COMPLY. The proFose d solurion has
a Deep Secuill Vidual AppLirnce
(DSvr\) lra.sparc lj- enliJrces scclrnv
Dolicics onVMnare vsphere virlual
tudchnres for arcn{less pLotccrioh

cOMl'Lf. lhc t.oposed Deet
securi\ is utilizins VMsateAtt (o
provlde ageniles prorccltun loL yinual
machincs inside the lSFheE seso

cOMlLY. Thcpnr8)sed'lrcnd
lvlrcro Dce! Secuit] N1amgo(DSM)
llasNcb bas€d nanasenrenl sysrein trl
ior adminisLraloslo l!gnr and m.nlse
tlrc syslcms nsn'g web brosscrs

COlrPLY. lhc praposed Trend
jtiicro Deep S€curilr- l[s oulliFte
dashboards which is crsr!mrzablc bv
ldminhtatoG for thc inlounarion
requcd, a l can be nnspc.iti!

(ONIPL\. the t,ropo,eLl Deejr
Secuiry Virtual ,\npLiancc is deployed
I. the lisxlvSphc( node (lrrpervisor
lcvol)(,ulilizelhc vN4s!lt Afl to
prolrdc pblccrion b lhe Vllk i. dre

COMPLY, Sandz *ill \ork nr
parallcl wid PhiLllealth ll
MJnrsenrcnr Dcpi LrnLnr LLurnsihe
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mnals ed technicat nDrerials of rhe solndon
Cooplete docment tioo ofsonwe€ od licenses.
ador utilili€s hust atso be pbvided.
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PhilH€alrh tecnntcal p€rsomel nsl rcvi€w md
conoucr a 16tus o4 funcrionalities ofrhe soltl,e. All
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a4plance dd tm ovq of thc prcjecl

7. DELI\ DRY ADDRESS ANDDATE
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S.nilz Solutiotrs Pbilippip6 lrc.
Ntne of Conpany/Bfttiter 6ig!!t!re ov€. Pri €d NrD€ of

R€prqontrtir€
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