
CONTRACT FOR THE BIDDING OF ONE (1) tOT NETWORK SECURITY
DEVICES FOR pHROsAND SOs

THIS AGREEMENT made on the

- 
day of _ 2012 between pHILIppINE

created and existing by virrue of R.A. 7B's, otherwise k"";;t-h;;N;ioi"i'g""rtr,
i?:y"ff:,^:y^1t:_t-i,yt office address at 17th Floor, cfty state center nuiiJins, zoeShaw Blvd corner Oranbo Drive, pasig City, represented heiein by its Chief Operating& Executive Vice-president, ALEXANDER A. pADIttA, th;;";ft;.-';il;'PHILHEALTH).

F
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-and-

TRENDS AND TECHNOLOGIES, INC., a stock corporation, organized and registeredwith the securities and Exchange commission under Sec. Reg. No. aiosz-ozssr, issued onoctober 30, r99z and existing under the raws of the Repirbtic of the philippines, with
business address at6/flr. Trafalgar plaza, 105 H.V. Dela coita st., Salcedo vill., Makati city,represented herein by its Head, Financial services Group, vlcroR L. TIU, (hereinafter
called "TRENDS").

' WHEREAS, PHILHEALTH invited Bids for the Bidding on the procurement of one
(1) Lot Network security Devices for phRos and sos and h-as accepted a eio ly innruns
for the supply of those goods in the sum of FUIIR MILLIhN NINE nuxonrn inousexo
AND EIGHT HUNDRED EIGHTY EIGHT pEsos (php4,goo,ggs.0o) fhereinafter called ..the
Contract Price"l.
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NOW THIS AGREEMENT WITNESSETH AS FOTLOWS:

In this Agreement words and expressions shall have the same meanings as
respectively assigned to them in the Conditions of Contract referred to.

The following documents shall be deemed to form and be read and construed as
part of this Agreement, viz.:

[a) BAC- ITR Resolution No. 06. S. 2012 (Annex,,A,,);
tb) Terms of Reference (Annex "8");
[c) Bid Bulletin (Annex "C");
tdl Notice of Award (Annex "D");
[e] Performance Security (Annex "E");
t0 General Conditions ofthe Contract [GCC) (Annex "F");
(g) Special Conditions ofthe Contract [SCC) (Annex "G"); and
(h) Trend's Technical Proposal.

In consideration of the payments to be made by PHILHEALTH to TRENDS as
hereinafter mentioned, TRENDS hereby covenants with PHILHEALTH to provide
the goods and services and to remedy defects therein in conformity in all respects
with the provisions of the Contract;

PHILHEALTH hereby covenants to pay TRENDS in consideration ofthe provision of
the goods and services and the remedying of defects therein, the Contract Price or
such other sum as may become payable under the provisions of the contract at the
time and in the manner prescribed by the contract;

The contract price covers the costs of all Deliverable Items and Services and
includes all applicable taxes and duties in the Philippines, costs of importation,
insurance, transportation and delivery at the time and to the locations specified but
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6.

grg]y9rr any special handring or hosting charges which may be incurred atPHILHEALTH's sire and which are for th" r.".ount itpH|LHEALTH:

The contract price covers all taxes, including the 12% value-Added-Tax. customsduties, license fees, freigh! inrr."n.. unilffi.cffi, _t i.f, ."1 U!fr;;;;
the Product by foreign and local authorities:

Within Thirty (30) Calendar Days after complete dehvery to and acceptance byPHILHEALTH' TRENDS shall submit the statement or Billing ore.count 
"na 

oin"'.documentary requirements as may be required by the former as condition forpayment.

As obligation for the warranty, PHILHEALTH shall withhold ten percent (1_0o/oj ofthe total contract price stated in the Whereas Ctause tereot;il;;;;;;i;;;r;
Hundred Ninety Thousand Eighty Eight pesos and Eighty "C"rrt"uo.
(PhP490,0BB.B0) as rerention money. The iaid amount shail oilyie ."r""."aafter the lapse of the three (3) yeai -ar.anty period. Otherwise, fn'6;;;;
op.t-to post a special bank guarantee equivalent to the same amount covering the
said warranty period.

All other terms, conditions and stipurations accompanying this contract togetherwith all proposals and all mandatory provisions of the Revised Impt"m"nting"nui".
and Regulations of R.A. 9184, shall form an integral part ofthe coniract betwien the
PARTIES hereto.

The PARTIES hereby certifir that they have read or caused to be read to them each
and every provision ofthe foregoing contract and that they had fulry understood the
same.

IN wITNEss whereof the parties hereto have caused this Agreement to be executed
in accordance with the laws of the Republic of the philippines on the day and year first
above written.

R
's-

\
\

[\
t

PINE HEAL
ON

ROSARIO JR.
Technology Management

Witness for TRENDS

Head, Financial Services Groun

Signed in the presence ofr

l,,A l. l\/'h,a
DR ALVIN B. MARCETO
Chief lnformation Officer

mttlA;Y

TRENDS & TECHNOLOGIES, INC.

Accounting and Internal
Control Department

VJW'
Witness for TRENDS

tio

-,----------- :---=--A"cli,L",1firj[g---
2 | i ,j. r .i..,. ,,,! l:i+ fi',idi'!+ t'f {}tr.} {. i { ot r:.r::!.(r,,r $e(.rFitt ,aooi.. " t,,, r-r,;.i{.Ji i "rsr !(js



ACKNOWLEDGEMENT

REPUBTTC oF THE PHTLTPPTNES)
CITYOF MAtdarr ct.ru S.S.

BEFoRE ME, this 

- 
.Jg[ljl0t 2012, personary appearedpersons exhibiting to me their respective Government issued ID,s, to wit:

ALEXANDERA. PADILLA
Philippine Health Insurance Coro.

VICTOR L. TIU
Trends & Technologies, Inc.

the following

r{
{>\

Known to me to be the same persons who executed the foregoing
consisting of frfry (50) pages including the annexes and this-
acknowledgement is written and they acknowledged that the same
deed and that ofthe corporations being representei.

?::!;;W
B;kNo=9
Series of2012

Contract Agreement
page on which the
is their free act and

WITNESS MY HAND AND SEAI on the date and place first above written.
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ri:i4aui j1,2012
ATTORNI.,49:,48.

MCt.E
IBP NC

taNcI NO. rr_o018179
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P'n-Att- ^f,t.^
p H r Lr p pr N E n eni?fi i"ri'JtiflllfiiE coR poRA
Citystate Centre, 709 Shaw Blvd., B-gy. Or*lo, pusg CiV, ihilippin*

T r unkline: +63.2.4 41 -7 4 4 4
wwwphilheatth.gov.ph

BIDS AND AWARDS COMMITTEE FOR INFORMATION
TECHNOLOGY RESOURCES (BAC-ITR)

RESoLUTToN No. {g . s.2or2
RESOLUTION RECOMMENDING THE DECLARATION OF TRENDS AND TECHNOLOGIES, INC.AS THE BIDDER WITH THE SINGLE CALCULATED A'IP NiSPOHSIVT BtD (SCRB) AND THEAWARD THERETO OF THE CONT*^CT rON rHr irOPrIrO'Or.. rrr' PROCUREMENT OF

oNE (1) LoT NETWORK SEcURtTy DEV|CES FOR pHROs AND SOs

WHEREAS, the Invitation to Bid (tTs) No. NSD 2o11_012-tT on the bidding for theProcurement of one (1) Lot Network security Devic€s for phRos and sos with an ApprovedBudget for the con*act (ABc) of Four Mition Nine Hundred six Thousand Eightv Five pesos andForty Four centavos (ph p4,906,o85,44) was advertised on December 23, 2OLL atthe philippine
Daily Inquirer (pDt) and was posted at the phir-cEps and phirHearth corporate website and atconspicuous places located at the philHealth Head Office on December 23_30, ZO11:

\{
d
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WHEREAS, in response to the said invitation. two (2) bidders secured
documents, namely Micro-D International, Inc. and Trends and Technologies, Inc.;

the bidding

wHEREAST a pre bid conference was held on January 1g, 2012 to address the issues and
clarifications raised by the prospective bidder and thereafter a bid bufletin was issued on Januarv
24, 2072;

WHEREAS, the opening of Bids was herd on January 3r, 2or2, wherein Trends and
T€chnologies, Inc. was adjudged as the proponent with the Single Calculated Bid amounting to
Four Million Nine Hundred Thousand and Eight Hundred Eighty Eight pesos (ph p490o,8s8.oo).
consequently, the BAc-lrR instructed the Technical working Group (TWG) concerned to proceed
with the post-qualification of the aforementioned bidder;

WHEREAS, the TWG conducted an evaruation on February 20 an d 23, 2or2 and presented
its report in the BAc-llR meeting held on March 6, 2012 and informed the committee that the bid
proposal of rrends and Technologies, Inc. was fodnd to be compliant with the €ligibility, technical
and financial requirement of PhilHealth;

WHEREAT the BAC-ITR concurred with the recommendation of the TWG to declare
Trends and Technologies, lnc. as the bidder with the Single Calculated and Responsive Bid;

NOW THEREFoRE, premises considered, the BAC-ITR resolves, as it is hereby resolved, to
recommend to the President and CEO the award of the contract for the procurement of ,,One (1)

Lot Network security Devices for phRos and sos,, to TRENDS AND TECHNoLoGIES, lNc.

I Resolution Re.omm endins the decla ra tion of Irends and Technologies, Inc. es the bidder with Single G lcu lated a nd
Responsive Bid (scRB) i nd the Awa rd th ereto of th e contr ct for the Eiddins on the Procurem ent of One {1) Lot Network

Security Devices for PhROs andSOs

{
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IT IS SO RESOLVED.

Signed this dlday of March 2012 at pasig Ci

SVP ERNESTO ELTRAN

YP NERISSA R, SANTIAGO
Vice-Chairperson

't

/no*o*o
] DISAPPRO\,ED

I Others

-{

/hl, tl'-1-'*a-'-'...-
SM }CALTEh R.'BACAREZA

YA.
nlember

alr \eava
SM EVANGELINE F. RACELIS

Member

on o {ffca ol !..r6.4a
DR, ROBERT LOUIE P. SO

Date Signed:

I Resolution Recommending the declare$on of Trendsand Technolo8ies, In.. 6s the bldder wlth Slngl€C.?lcutad and
Responsive Bid (SCRB) and the Aw. rd thereto of the Contract for the Siddlns on the Procuremeht of Ohe (11 tot Networl

Security Devices tor PhRG end SOs

ROSARIOJR.

ATTY. SIEGFRID E.G. LAIASAXAN
Head ive Assistant
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TERMS OF REFERENCE
Network Security Devices

for PhROs ond SOs

lerms Of Reference: Netuork Secuity Dmices Jor phROs and SOs
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L lnfroduclion

The Philippine Heqlth Insurqnce Corporotion (pHlC), o governmeniowned ond controlled corporoiion, formed by viitue ""f nlprfli"Act No. 7875, olso known os the Nolionql Heoith Insuron.;-;;t ;f1995, qn oct instituting o Noiionol Heott^ tnsrron.e iros;;;,;;;mondoled to:

l provide o, citizens of the phirippines wiih the mechonism iogoin occess io heolth services;

2' Estobrished the Notionor Heorth Insuronce progrom io serve qsthe meons to help the people poy for freoti-h core ,*uilui;ono

3. Prioritize ond occelerote the provision of heolth services to ollFilipinos, especiolly thot segmeni of the poprfottn *ilcqnnot offord such services.

r.tI
3-
=-

il. Project Descriplion

The Philippine Heolth Insuronce Corporotion (pHlC) seeks onInformoiion Technology (lT) equipmeni supplier/venOor thoi conprovide network security devices for phirHeorth Regionor offices(PhROs) ond Service Offices (SOs). phROs hos existing securitydevices bul hos only VpN ond firewoll copobility. Moreover, ihesedevices ore olreody in produciion for more Ihon / yeors ond ore
:l::1y^?jlle end of producl tife, which meons thoi ilrey 

"rr.L"avnove no suoport.

As the Corporotion is opening its dotobose to the public ioenhonce public relotionships, ond improve customer sotisfoction,
effective monagement of neiwork securily becomes our priority. Alliypes of users, including employees, clients, bonks, hospitols,
different ogencies etc. requires occess to the resources they need.However, this connectiviiy olso increoses ihe network,s points ot
vulnerobility. ll offers o "woy in" for otiockers, who ore rooking tosteol, olter or bring down ihe corporotion's most criiicor osiets.
while firewolls ore essentior in brocking bosic ottocks, they courd not

\\
(A
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brock sophisticored hocking otocks. compuier viruses ond hockingprogroms con be qiloched io on emoil or moybe hiOlng lror;websiles we ofien visit.thot c.on poss ffrrfugh o firewoll becouseInese ore legitimole dqtq troffic poth. lf ihesl progroms penetrotethe unprolected nelwork, ]f,"V ,"V tris;; octrons thot willcompromise the Corporolion's voluoble Ooio. lt moy olso qlter th;computer nelwork ond/or system configurotions so thot it willcripple the operotions.

While the Heod Office hcrs olreody upgroded rrs security devices,the devices in the phROs. ond SOs or. ,iof yei upgroded. These orepotenliol entry poinis of .viruses ond hocting ortocks os weil ossophisticoted robots/mqlicious softwore tho"t moy cripple theenterprise infrostruclure. These ore bockdoor ottocks points *,olmoy propogote to the Heod Office network becouse these Officesore direcily connected to the Heod Office vio o direct link.Moreover, the deployment of Ip_pBX in oll of the offices ,.qrir.idireci connection from/to ony of the offices (HO, nfreOs onJiOiiio moximize its feotures ond effectiveness. The current securitrl
devices in the SOs hove only limited copobililies ond do not supporimultiple VPN conneciions. This is in oddition io its poor performonce
when Voice over lp is used.

ln lhis regord, PhROs ond SOs need to upgrode the network securitydevices 1o furry secure its infrostrucrure ond voruobre doio.Moreover, due to the inevitoble growth of i1s operotion, pHILHEALTH
needs to enhonce the level of network security OV Oepfoying
securiiy devices such os Unified Threot Monogemenl (UIM) oni
Viriuol Privole Networks (VpN).

The UTM is o device with comprehensive securiiy suite to mitigote orl
kinds of otlock from the internet while brocking unwonied siies fromthe locol users. lt hos enough VpN copobiliiy 1o connecl to the
Heod Office ond SOs ond con perform optimoLly in Volp troffic.

The Integroled virluor privote Nerwork (vpN) functionoriry wiil be
used to estoblish o privole doto network ihot mokes use of thepublic telecommunicotion infrostructure, mointoining pnuoly
through the use of o tunrreling protocol ond security procedures.
VPN mokes it possible lo hove ihe some secure shoring of public
resources for doto tronsociions. It involves encrypiing dlto before
sending it through the public nelwork ond decrypting it o1 the

i
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receiving end. An odditionol level of security involves encrypflngnoi only ihe dqlo but ojso the originoling ond receiving netw;l
oqoresses.

lmplementing these multiple loyers of defense provides totolsecuriiy throughout the corporote network ond guorontees ihotcriiicol ossets ore totolly protected/secured from externol ondinternol ottocks. Hence, the ne.fwork security devices must proviJehigh performonce. continuous ovoilobility. scolobility, reliobility,
flexibilify, ond with industry stondord interfoces to proleci our
investment ond lower the toiql cosl of ownership.

With the operotions relying on this device, the risk ln jerms of
network ovoilobility is opporent becouse o foirure of the soid device
meons no operotions in the remote offices. Thot is why there is q
need to upgrode the existing qnd qdd similor device to miiigote the
soid vulnerobility.

Proponenl's Scope of fhe projecf

This project will cover the delivery, instollqtion, testing, mointenonce,
documentotion, ond support of the Corporote Security Devices qnd
peripherols. Specificolly, the vendor sholl provide the followino
deliverobles:

l. TECHNICAt SPECIFICAT|ONS I for phROs

{
\+-

ilt.

t
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Number of Devices Af leost eighleen fl8) NetworkSecudty Devices.
Generol
Specificotions

Musi be hordwore-bqsed or opplionce iype
The device. must support on upgrode to higher
version of firmwore OS or con be converted to next
generoiion firmwore or OS.
Must support lPv4 ond lPv6
Must hove High Avoilobility or Clustering copobilitv

Unified Threot
Monogement
(UTM)

Musi hove integroted onii-virus, URL ond
opplicotion filier, qnd Inirusion prevention system
[censes for lhree (3) yeors.

Neiwork Interfoces Must hove ot leosilwo (2) x 10/1OO/1OO0ondoi leost
four (4) x 10/100 Elhernel fixed, must be
configuroble inlernol, DMZ ond WAN ports

Performqnce ond
copocity

Must hove of leqst 500 Mbps firewoll throushput
Must hove of leosi 40 Mbps ontivirus lhrouqhput



Must hove of leost 50 M IPS throushpul
Must support ot teost 50,000ioncurr6llEGrons

of leosi 5,000 new session,
rt of leost 1,000 secu

Must su Voice Over lP trqffic
Musl be oble lo support unrestrici,ed nurnbJE

Firewoll Operotion Musl support multiple zoneffi
securitv levelsl.
Must support VolP protection

ALG.
such os: H.323, Slp,

MGCP, SCCP
Musi support policy bosed source onOEestinotion
NAT.
Must su B02.lq VLAN
Must suppori MAC ond lP MAC fillering ond Spo-f

evention.
Must su rt Dos ond DDOS o.flock prevention

Anti-Virus/Anti
Spywore

Must be oble to block, remove ond detect Virus,
Worm ond Troion.
Must prolect ogoinsi spywore, motwore ond
Phishino.
Must hqve doiobose u e for virus siqnoture.
Must su file quorontine
Musl be oble to block by file size or lype.
Must be oble io scons HTTp, FTp, SMTP, pop3. ll/Ap
ond VPN lunnels.

lntrusion Preveniion
Syslem (lPS)

Musi support blocks ottocks such
scqnning, lPllCMp/ TCp reloted
Must support blocks ottocks such os DNS
bounce gnd improper commonds.
Must su rt prolection from qi leosi 3000 threots
Must su olocol onomoly detection
Must support Custom siqnoture

Gotewoy Aniispom Musl support Reol Time Blocking (nef) ond Aailv1E
heoder check.
Musl support lP qddress Block lists/white lisl
Musi su ouiomotic updotes.

URL Fillering URL, keyyvord ond phrose blockin
Must hgve HTTP proxy copobi
Musi support Jovo opplet, cookies ond octive i

q
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Musi hove of leost /5 URL cot
Must be oble 1o su cuslom bosed cqteqories
Must hove URL dqtobose.
Must hove su ri TCP ond UDP Tunnelin
Musi hove suppori Active Direciorv, iOnFonO
RADIUS outhen ticotion.

Site io Site VPN
(lPSec VPN)

Musi be oble to support ot leosl AO site tolite Vpt t
lunnels
Must hove support ot leost DES, 3DES,;nd;Eslts&
bit) encrypiion qnd oi leosl MD5 ond SHA_l
o uthenticotion.
Must hove supporl IKE Certificole Rutfrenticotion:

itql Ceriificqtes ond preshored ke
Must support of leosi Remote occess VpN, L2fp
within lPSec, ond lPSec NAT troversol.
Must hove Hub ond Spoke VpN su
Must hove ihe copobility Io outo-conneci VpN ond
support Redundoni VpN

Troffic
Monogemenl

Must hove BGP, OSpF, Rlp vl,v2 routing protocols

Musi hove policy bosed routing (Source,
Destinoiion, Port/Service
Must hove suppori for guoronteed bondwidth

Must hove support for moximum bondwidlh seitino,

With diffserv morki
Must hove suppori Gotewoy Foilover Selector
Multiple WAN Supports

Must hove suppori Policv Bosed routin
Must hove supporl DDNS ond PppoE client.
Must hove su Poreni Proxy with FQDN.

High Avoilobillty Must hove high
ovoilobility con

ovoilobility feotures. High
be configured qs octive/oclive

ond octive
Musl support VRRP, session synchronizotion for
firewoll ond VPN, session foilover for routing

Must be oble to deteci device fqilures ond link
foilures.
Must hqve Locol dotobose.

LtI
€
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Authenticotions Aciive Direci integrotion.
Must su

Musi supporl externoi Rodiusfl6Re dotoboss
iniegroiion.

System
Monqgement

Must hqve Commond Line Inlerfoce (console,
telnet, ond SSH

MSlSSgmeA vio VpN lunnerMustbeqbletomonoffi
Must be monogeoble locolly by mulliple
odministrotors

Administrotion Mustbecopoblewi@
(qdministrotor/user)

llust su pqgrt sof twore upgrodesq nd config urotionglslSqs thru web ond TFTp.
Must hove configurotion rollbock co
Musl be oble lo int

Logging/Monitoring Must su

Musi su VPN iunnel monitorin
Power Supplies Input voltoge must be IOO/24-tolts oltenlotino

current outosense
Accessories Musi hove mono nt cobles

Must hove power cobles, monuols, utility drivers
ond other occessories.
Must hove complete rock mounting occessories
{brockets, screws & etc.)

Firewoll
certificotion

of Antivirus, lPS. ond lpSec VpN.

The firewqll musi ot leost be certitie--nO cornptr-eO
with the specificotions of ICSA Loborotory in ierms

{sT

t
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2. IECHNICAI SPEC|FICATIONS 2 for SOs
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Number ol Devices Fifly Two (52) tirewoll/VpN devices
Generol
Specificotions

Musl be hordwore-bosed or oppliqnce iype
Operoting System (OS) ond/or the security sofiwore
must be integroied with ihe firewoll device to
remove overheod of extro plotform loyers found on
generoi-purpose commerciol operotino svstems.
The device musl support on upgrqde io higher



version of firmwore OS or con bG converted io next
enerqtion firmwore or OS.

Must be UTM co ble for future u
ort lPv4 ond lPv6

Must hove High Avoilqbility or CtustErinq co
Concurrent
Co n nections

,v,(rJr Ir,vu ur reu5r tu,uuu concUrrenT conneclions.

Firewoll Throushput Must hove ot leosl IOO Mb
Network Inlerf oces Must hove ol leost five (5) x lO/l OO Ethernei

Must su ot leost l0 VLANs.
Must support of leost 50 policies.

Mode of Operotion Musi su reni mode io oll interfoces
Must su route mode 1o oll interfoces.

ori NAT ond PAT modes to oll inlerfqces.
Musi su

Routing mode Must support sioiic routes ond dynomic routes
OSPF, RlPvt/v2

Must su ori unlimited users.
Firewoll operolion Must perform network ottock delecllon

Musi support DoS ond DDoS, frogmenteO ond
molformed pocket, SyN cookie, ond brule force
otlock mitiootions
Must execute port sconning, lp spoofing,
deiections ond prevention
Must hove su ort for brule force ottock rn tro n
Must hove support for voice over lp {VolP) security

SCCP ALGsuch os: H.323,SIP ALG, MGCP ALG
Firewoll inspection Must orm deep lnspection.

Musi execgte protocol onomoly deteciion.
rform stolef ul inspection.

Conlenl Filterin Must su s URL filte
Troffic
Monogement

Musl hove support for guoronleed bondwidlh

Musi hove support for moximum bondwidth
seitinqs per ool
f,4ust hove troffic prioritizotion.

Firewoll/VPN
Auth e nlicotion

Musi hove o builtin {internol) dotobose.
Must hove o web-bosed oulhenticotion.
Musi hove on XAUTH VPN Authenticotion.
Musi support 3rd
o uthe niicolio n:

porty (externol) user
RADIUS; RSA SecurlD; LDAP.

R'

1\

Page I of 14
Ternrs Of Reference: Nehuork Secuif,y Deaices for phROs atd SOs

x,



VPN feotures Must hove copobility to sup[ort oi lEost 50
concurrent site to site VpN tunnels.
Must hove support ot teos@
bit) encryption ond ot leost MD5 ond SHA_l
o uthenticoiio n
Musi hove support Monuol t<ey, Xf, lff vZ *itf, fAn
PKI, DH sroups
Must support of leosl Remote qccess VpNl, L2Ip
within lPSec, ond lpSec NAT troversol
Musi hove the copobility io outo-connect VpN onO

Redundonl VPN oot
System
Monogement

Musi hove web-bosed monqgemeni (HTTP ond
HNPS)

Must hqve Commond Line Interfoce (console.
telnet, qnd SSH)

Monogement vio VPN tunnel
Must be qble to monoge vio enterprise network
mqnogemenl

Administroiion Musi be monogeoble locolly by multiple
odminisfrotors
Must be copoble wiih differenl user occess level
od minislrq tor/user

Must support softwore upgrodes ond configuroiion
chonges thru web ond TFTp.
Musl hove configurofion rollbock copobil

Logging/Monitoring Must be oble to ini
emoil olerts

VPN tunnel monilorin
Accessories Musi hove complete rock mounling occessories

brockets, screws & etc.
Musl hove monooemenl cootes
Must hove power cobles, monuols, utility drivers
ond olher occessories.

'.{s
*i

I
(

3. Monogement Disploy Monitor

Ternrs Of Referencq Network Seatrihl Deaices for PhRes and SOs Page 9 of 14

Generol
Specificoiions

Must include lwo (2) uniis Disploy for Neiwork
Infrosiructure Moniiori
Musi be bronded



Musi be ot leost 55 inches LED b;cktil Dstov
copoble up to I920 xl0g0 Resolution
Wiih Anynet+(HDMI-CEC) ouoilqble
Must hove web browsing copobi
Must be oble io connecl to the nGtwo* onE tfte
Internet vio UTP coble or Wireless LAN
Must hove on-screen Oisptoy teyOoorO or remote
control keyboord or exlernql k d feoture
Alleost 3 yeors worron

Input ond Output Musi hove ql leosi 4 x HDMI.
Must hove Digiiol Audio Out tOpticol
Must hove VGA ond/or pC In port ond murt be
oble to disploy computer screen
At leosi I PC Audio in {Mini Jqck
Musi be Wi-Fi r
Musl hove buill-in Wireless LAN or externot Wiretess
Adopter
Must hove ol leost 2 x 2.0 USB
Al leost I x Ethernet ILAN

Accessories Allegst Ultro Slim woll Mouni su
Ai leost Veso woll Mount su
Power Coble
Monuols
Musl hove Woll Mount Kit

h{-t

+-
"\.

a
\,

f lt..

\
t

4. INSTALLATION AND TESTING

. The vendor must ensure thot the proposed solution is
compotible with the existing equipment of pHILHEALTH.

. Intensive testing should be done by ihe vendor to ochieve
the functionolity ond benefih of the new devices. The vendor
must provide on ocluol result of the iesling of the instolled
devices.

. The winning vendor will work in porollel wiih pHILHEALTH
Neiwork Engineers during the instollotion ond testing of oll the
securiiy devices to secure the corporote neiwork
in frostruclure.

Ternrs Of Reference: Nehtork Secuifu Deaices for PhROs and. SOs Page 10 of 14
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5. PROJECT MANAGEMENT

. The winning vendor should provide o project Monogement
teom ihot will hqndle the plonning, design, instqllotion, ond
mointenonce of the Network Securiiy Devices of pHILHEALTH
ond will work in poroiler with pHTLHEALTH Network Engineer for
the durotion of ihe projeci.

. The Project Monogement teom will be composed of o
Project/Teqm Leoder, Assistqnt Teom Leooer, qnd ieom
member representotives from lhe vendor ond pHILHEALTH
Network teom.

. The Projeci Monogement teom ond pHILHEALTH Network
Engineers will be responsible for the formulotion ond
configuroiion of lhe security policies of ihe Corporolion
bosed on lhe existing lT policies qnd StondorOs being
implemented by pHtLHEALTH.

. Both porties (vendor ond PHILHEALTH Network Teom) shouldogree to the formuloted policies before ihe
implemeniotion/rollout proper.

6. WARRANTY

N
1t

-+.

The equipment should be covered by wononty on pons ono
service for of leost three (3) yeors ond for softwore polcnes
ond firmwore updotes. The wqnonty period for the hordwore
supplied shqll commence upon occepionce. A
comprehensive moinlenonce progrom for ihe first three_yeor
period sholl be included in ihe proposol.

The comprehensive mointenonce sholl include replqcements
for oll poris, which should be locolly ovoiloble. The vendoi
sholl ensure continuous inventory of oll criticol porls of the
equipment. Criticol ports of the equipment sholl include: moin
boord, memory, modules, power supplies etc.

The vendor must ensure thot PHILHEALTH would be given ihe
following:

i
f ''..

Ternrs Of Reference : Network Secuity Deuices for PhROs and SOs Page 11 of 14
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!/ Frrmwore updqtes, soflwore polches, driver
ogents for lhe monogemenl softwore _ FREE
CDI

Terms Of Reference: Netutork Secuity Deaices for PhROs and SOs

r' Porls replqcement _ FREE for the durotion of ihe worronty
period.

r' Preveniive Mointenonce _ FREE of leost twice o yeor for
the durqtion of the worrqnty period.

/ Configurotion - FREE ossistonce on product
reconfigurotion (on_sile) for lhe durotion of tfre worroniy
penod.

7. AFTER-SALES SUPPORT

. During the worronty period, lhe vendor sholl provide highly
lechnicol personnel to service the security devices onO ott ot
ils components/peripherols whenever hordwore ond/or onv
reloted problem should occur.

. On coll support shqll be ovoiloble 24 hours o doy, 7 doys o
week. A one (1) hour response from time of the coll (throuqh
telephone coll) sholl be provided. Onsiie suppori musi hove"o
response time of noi more thon 4 hours from the iime of lhe
coll in coses where in the phone support could not solve ihe
prootem.

. On hordwore repoir, testing sholl be done on-siie to know the
extent of ihe problem. All componenh beyond repoir sholl be
reploced oi no cost during ihe effectivity ond conditions of
the wononty. Service uriiis should be ovoilqble for ihe sysiem
ond peripherols within o doy ofter iesting ond diognosis for
iemporory replocemenl of the defective unit(s).

. The vendor must shoulder oll expenses of the iechnicol
person(s) who will be providing the technicol services on_site.

. The winning bidder sholl coordinote with pHILHEALTH Network
Engineers regording the lechnicol support ond oiher moiters
ofter the owording of the project. This is io focilitole foster
response In cose problem/s is/ore needed to be resolved
immediotely.

updotes ond
(vio www or

Page 12 of 14
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8. TECHNOTOGY TRANSFER & WORKSHOP

. FREE in-depth technicol workshop should be provided for
PHILHEALTH Nelwork Administrotors. The troining should beconducied by the competent engineer(s) with of leosi 2yeors of experience in the imprementotion of the soid devices
on the Troining Centers in relotion to the security devices ondoiher tools thot will be used to monoge the soid NETWORK
SECURITY DEV|CES. The technicol workshop is listed below:

\.t
{
R

. All occommodotion ond tronsportotion expenses of the
porticiponts of ihe workshop should be shouldered bv ihe
winning bidder.

9. OTHER REQUIREMENTS

. A certificotion must be provided by the bidder thot his/her
compqny is on oulhorized reseller/portner of the
monufoclurer of oll proposed products.

. A cerlificotion musi be provided by the bidder thoi his/her,
compony is on outhorized supporl services provider of the
monufocturer of oll proposed products.

10. DOCUMENTATION

. The bidder musl provide user ond system monuols ond
technicol moteriols of eoch device. Complete
documeniqtion of soflwore ond licenses. utilily ond recovery
CDs must olso be provided including the inventory of ihe
server syslems' componenls ond seriol numbers.

Ternrs Of Reference Netu:ork Seatittl Deoices for PhROs nnd SOs Page 13 of 14
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Course Title No. of Porticiponls
Ar reost z doys workshop in the monogement,
insiqliotion, ond configurotion of Firewoll devices.
The workshop should be honds-on ond reflecis the
octuol environment of philheolth.

25



l l.ACCEPTANCE

PhilHeollh iechnicql personnel must review ond conducf
physicol testlng of the delivered equipmenl bosed on
funciions. All deliverqbles mentioned obove should
checked by PhilHeolth ond complied by the vendors before
ihe finol occeptonce ond turnover of ihe project.

I2. DEI.IVERY ADDRESS AND DATE

. The NETWORK SECUR|TY DEVTCES musi be
Citystote Centre Building, #ZO9 Show Blvo.,
LITV.

'o
iis

r-t
a:l

i+,

delivered qt
Oronbo, Posig

. Delivery of oll equipment should not be more thon ihirty (30)
corendor doys ofrer the issuonce of Notice to proceed. The
proponent shoil indicote the detoirs of instoiloiion for the.
eniire project. Both porties wiil determine ihe instqilqtion qno
implementotion bosed upon lhe ogreed schedule. The
winning proponenl sholl guorontee instollqtion ond testing ofthe e_quipment within ihe specified period of ogreeo
schedule.

13. All items in the specificqtions ore generic ond not ioiror fitted to
ony brond.

ecommending Approvol:

Rosorio, Jr, 
-\

ment Deporiment

pproved by:

il,* t, ha^^/t
. Alvin B. Morcelo
hief Informotion Officer

Of Reference: Nekr ork Secaity Deoices for PhROs and SOs Page 14 of 14
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Republi(: of the philiDDine,s

HEALTH II{SURAf\iCE CORPORATION
709 Shaw Blvd., Bgy. Oranbo, pasig City, philippines

I t unklne. +63.2.44 11 444
www.philhealth.gov. ph

BID BULLETIN
BIDDING FOR THE PROCUREMENT OF ONE (1) LOT NETWORK SECURITY DEVICES

FOR PHRos AND sos

In accordance with Repubric Act 9184, this bid buletin is hereby issued amending and/or to crarify
the following provisions of the phirippine Bidding Documents on the Bidding for the procurement
One (7) Lot Netwotk Security Devices for phhls and SOs (!TB No. NSD zTt |et2_tT), viz:

@*'

ffiffi
PHILIPPINE
Citystate Centre,

I 
gid Bulletin for th6 Procuremeit of on6 11) Lot Netwo* s€curity D'vi@s for ph Ros and soe lrrs No. NsD 2011-012-II)

H

\t"-

a
\'l

r- 
_ ':.

t I

It

Annex rrCrl

On page 41 :

SECTION Vll: TEcHNIcAL spEctFtcATtONs
PHROs

The BACITR and the Technicat Wortinj eroip lrwej
would like to inform the bidders of the following:

Q nrrvrove ,,vpN Tunnets,,

CHANGE TO: "Must have HTTP proxy capability g
Web Filterine redirection"

ANII-VIRUS/ANTI

sPYWARE
Must be able to scan

scan HTTP, FTP, SMTp,
POP3, IMAP and VpN

Tu nn els.

URL FILTERING Must support URt-
Keyboard and phrase

Must have HTTP proxy

capability

On page 23 :

SECTION lll ; BID DATA SHEET

ITB Clause 5.4

Single Largest Controct:Ihe Bidder must have
completed, within the period specified in the
Invitation to Bid and ITB Clause 12.1 (a)(iii), a single
contract that is similar to this project, equivalent to
at least fifty percent (502o) of the ABC.

For this purpose, similar contracts shall refer to

The BAC-ITR and the Technical Working Group {TWG)
would like to inform the bidders of the following:

The Delivery will be at the philHealth Head Office_pasig
City but the lmplementation of the project will be
Nationwide.

Similar contracts shall refer to ,,Network Securitv Device.,,



J

{.:$:

The BAC-rrR wourd rike to remind the Bidder^ to doubre check the erigibirity requirements pror tosubmission of bid proposals.

#Hr"t" 
sha' form part of the erigibiritv and technicar bid proposar to be submitted on January

The deadline for submission of bid proposars wit be on January 31, 2012 11:30 a,m. Likewise, openin' 0fBids will commence on the said date and time.

Those bidders who obtained the bidding documents for this project and wourd not submit theirrespective bid proposals on January 31, 2012 must submit a letter of non-participation stating theirreasons at the office of the secretariat for the Bids and Awards committees. The retter of non_participation must be submitted to sBAC on or before 5:00 p.m, of January gL, 20.,2. Bidders are arsohereby reminded to bring the originar copy of the officiar Receipt issued for the Bid Document.

lssued this { day of January 2072.

il,
svP ERNEsroffiE

cnairvfiln

oq efirq{ \o6rr^gg6
VP NERISSA R. SANTIAGO

Vice-Chairperson

TTRAN

tt-
:1

It

tr-

The bidder sought clarification on the requirementof submitting their Tax Clearance and Maygr,s
Permit.

rheBAc-tTRanat@
would like to inform the bidders of the foltwing, ' ' '

. The bidder can submit their Official Receipt for the. appllcation of Mayo/s permit for Cy 2012 wil ;;
Certifi€d True Copy of the Mayo/s permit for CV ZOribut during the post_qualification, the Uiaders mustsubmit a Certified True Copy of the Cy ZOfZ fvfafoJs
Permit.

o The bidder must submit their Updated Tax Clearance
NOT EARLIER than December 31, 2011.

Reminders:

rBid Eurretinfortho Procurem€.t of ono 11) Lot NetworkSocuritv D€vic.! for ph8(r €ad 50s {rla No. Nso 2011,012-nl
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an u6cr"{ h,a".."
EM WALTER R. BACAREZA

Member

a 6S,@,.Q b{raurr
sM EVANGELINE F. RACEUS

Member

," "6^,-Q L"^"ra
DR. ROBERT LOUIE P. SO

l\r6ht^-

Devi..3 lor FhRo. €nd so' lfll No. NsD 2ou-012-|r
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Republic of the phitippines E
PHILIPPINE HEALTH INSURAi\JCE CORPORATION
Citystate Centre,709 Shaw Blvd., Bgy. Oranbo, p..ig Clty, phnippi;;

Trunkline: +$3.2.4417 444
www.philhealth. gov. ph

Date lssued: .\+eC-&( 14 , 2vl2

Ms, SHIRLEY Z. AMATA
Account Manager
Trends and Technologies, Inc.
6,/Flr. Trafalgar Plaza, 105 H.V. Dela Costa,
Makati City
Telephone: (02)8L1-8181 loc. 3OO7

Telefax: (02) 814-0L30

Dear Ms. Amata:

We are pleased to notify you that your bid proposar for the procurement of one {1} Lot Network
security Devices for PhRos and sos for the execution of Trends and Technologies, /nc. at the contract
Price equivalent to Four Million Nine Hundred Thousand Eight Hundred Eighty Eight pesos

{PhP4900,888.00} is hereby accepted.

You are hereby required to provide within ten (10) calendar days the perlormance security in the form
and amount stipulated in the Bid Documents of the said procurement. Failure to provide the
performance security shall constitute sufficient ground for cancellation of the award and forfeiture of
the bid securitv.

s
ti-

a

11,,.

I

-*\
DR. EKfRpo.b. BANzoN

President and Chief Executive Officer

Conforme:

Very truly yours,

Date: 03- \1- lL

Anngx 1'D'l

NoTlcE oF AWARD - Pro€urement of one (1) totNeiwork security Devices for PhRos and SOs Pag€ 1
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I N E H Eoi:iffi ttt ffiKgE coRpo RAro NCitystate Centre Buildir& 709 Shsw Boutcvard, pasig City

Healthline 441-?444 www.philhealth.eov.ph

TO

March 23,2072

THRU

FROM

SUBJECT

-F-*Ms. MARIA ELENA Y. HERREM
Division Chief, Gash Division

Ms. EVANGELTNE F. RACELTS
Senior Manager, Treasury Department

P. ROQUE
Head. SBAC

Performance Security of Trends and Technologies,
Inc.

Anngx ttErt

Respectfully forwarded for your appropriaG-actioi-
copy of the PERFORMANCE SEGURITY of Trends

hereto attached original
and Technologies, Inc.
Lot Network Securityas the bidder for the Procurement of One (1)

Devices for PhROs and SOs described as followi:' I

(

a -\
FORM
R-EFNO.
ISSUED BY
DATE
AMOT]NT

: Petfotmance Bond
: BD-GXI-HOM,0037743
: Prudential Guarantee
: Match 16, 2012
r PhP1,470,266.40

(307" of the Contract Price-PhP4,900,888.00)

Fi.i:LlFFll;?,.T.?.f-1. :'.r.:i::.,:,i,i.F Ciii.:.
cf'.$H 8'\ir*t":i^,1

!

^



Frudential
Guarantee

OIC BOHD HC.

PGA BONTI }JO.

Gir31785SS

BD-G{3-HOFf,-OO37743

TCTAL

KI.iUW AIL MEN BY TIIESE PRESEITITS:

th"tr#lrr:^11r_^lscg:ql]_gry_t:^..iu6u.r.'Ar,.AL.'ARpLAil^h:
:::liS11.R:*:_T3__!*'rcn,nar,,iri-diii-.^-i"*ffi 8ilff ffi ,;i#!*"#t

f r\_Lr L,!:,1! tltAlr

.'9y,ffirqni,*":":'ff:+ T^cl?,""ry*,i.," g"ry "'e#':q"",a_..1trAc-*-,ai?o r,i,"irn 
" 
ortl"lsrvs ol the Philippines.

.,rrpp.rDA.Fr/\,u ^_ ^b, ,^-::1 t,.,*. held snd hnnly bound unfo PHILIPPINE H_EA LTH n l-SURtr,,fCe
ffi X1,,3Hi".5^"LS"lktSH*.*:.:*qr-1es-1ilorvnFrrLiloNFotrifrj,ffiH6'i;fr iii;
T;?l"i*;lj1yy^F9,"=.T1sryar9+c,icooNr.iFiJtdra;diiffi;;ffi;#1;;ili,
i,i*::i1.:,.:l:::,;i.^,T,1ii3'j Pl,l,:: 3" Tio.,,*. u*a "**i"... ;il, ;;#..*, l*Ifi;,il:."fisuccessors, and asslgns jorrtly and severally, iinnly by these prcsents:

UIHERLA|, 'I'he above-naned pincipal was av;arded the Bi#Contract to

WHIIP3AS, sarC OtsLIGEE requires said PRIIICIPAL to give a good and sufiicient bond in the above
stated sum tcr secrre the ir,lli and faith$_rl perfomance on his part r.rf sairi contr.act,

I'lO$'i IH-bF'Jll OP.!, if the PPJNCIPA| shall well and truly perlbmr and fultlll all the undertakl:gs,
covonants, terms, conditiors and agreements sripr:lated, ur said centract ttren, this cbLigatnn shall be n:ll ,nd vord;
ottrinvisi it shall rcmain in full force and cffcct.

lhe liabrlrtl cl I'RUllIlN'l'lAl, GUAI{ANT|JII ANI} ASSURAfiC3 INC., under thrs bond *,rll e,-pke cn
July 14' 2012; Frrrthermore, it is hereby agreed and undersioc<i th4t PI{-LDENTIAL GTJA,FT!\_TEE anill}
ASSIIRA'NCII IF{C.. shall r,oi 

_be 
liable for any claim i-roi discovercd and pteseiiied to ihe compa4, wi..,\i.,r fifi"een

il5) days frcm the er'piration of thus bond cr occurrsnce cf the default or l'ailure of the principal, r.,,hrchever is the
earlies! and Lhat the ohligee herehv waives his right to file anv clainr against thc Surety after li:e ierminatir:n pf tfie
pcriod of fiftccn davs abovc mcntioncd aftcr v'hich trmc this bond shall dcfinitcll- tcrminatc and bc dccmcd
at-.solutell, cancelled.

lN IV.|1NHSS WHBRbTJ!, we have set our hancls this l6th day of .March, 2012.

TRBi'{r-ts AND TECHN-oLoGrEs, trlc. pRUDIN'I'IAL GUA}IAN t'lllt Aiut AssuRANcfil lN{t.

\{
-*-.

To guarantee the faithful performalce 
1nd completion by the Principal to complete the procuremerrtof one {1) r,'t N..twork Security T)evicer frrr prrRoi'and 

laiirrl*" o;rb..'" p".i".l ,r per N'tice .fAward dated Match ltt,2ol2, a copy of which is hereto attached to form an iJtegmi pJ.t rrini-u""i 
'*\

ITIiEREAS, flris bond is "Cailnble on Demand". {
PROl4ILrEfi, HOWEVER, that the liability of the SUJ<.r- t y under this bond shall in no case *r."!o\

the total sttm of PESOS: oNE t\,[LLIoN FouR ril-iNDRED sEvEtiry rHofrsA][D.I.itdm,Nlrilh
SETY SFi AND d0i1CC OFILY iPhp i,,170,266.40), phittppine Currenq.;

8,0e6.47

PR UDI]N'I'IAL G UAI{AN I'!]I' ANT''ASSURAN CI' INC.

Signerl in the Presence of:

I'rrncrpal



W'i#r:]it:l

REptrBLrc oF THEpmr-reetnrasf s.s. BD-c
CITY oFMAKAfi I aut-

On this l6th day of March, 2012, personally

M-0037743

Isrued on

Jan 05, 2012 Makatl Ctty

&IARESCO
3t,2072

ONG

Nane

IIA,IAI{ FARD
JUSTINO T. CO
GUIA LAGUIG.tr'LAMINIANO
PRUDEIITL{L GLIARAIITEE A}ID
ASSURANCE INC.

Page No- 38

Book No. )ao<
Series of ----6T1-

Valid ID No,

0!0249972-0
3'L301t?,1}3
cI-00076421

IBP NO.

h$
s
T.

known to me to be the same persons who erecuted the foregolng instrument and they
acknrtwledged to nre thnl lhe salne il thelr free and voluntary uct nnd deed nnd the free and
'*olun*.ai;i act and dccd ofthc eoi'porntion thcy rcprcscnt

l)oc. No. 187

&
Ms. & Mr. GUIA LAGIIIO-FLAMII{IANO Al{D JUSTINO T' GO

Of PRI]IENTIAL GUARAIT{TEE 'A,F{D 
ASSI]RAF{CE INC' With TIN O47.OOO-491-813 hAViNg

;.;; ;;t;-";", state anrl dep.se that PRUDEITTIAL GIJARANTER AND ASSIJRANCE

INC, is acfuatly rorth the anrouni 3peeified in the foregoing undertrking to wlt oiiE
n4ILLI0N ruux' rrunlngn sEvEl{Tr TH0USAND T-wo HUF{LIRED SIXTY

SIX PESOS AlfD 40110{J CENTAVOS ONLY (Php 1,41{t'266'4X) PlrilippineCurreilcv'
over an-d above all just debt.r and obligallon-.1 an-rJ pr:oper{ e:nmpt from erecution'

o
( AffianVs )

SUBSCRIBED AI{D SWORN ore me this 16th day of March,l2012 at

1llakati,Philippincs,A.ffianVshavingerhibitet|tometheirva|idldentificationNo'asabove
indicated.

W-TTNESS MY IIAM} A]t{D T|EAL.

lroc. No,

Page No.

Book No.

Series of

I, DE--IASESCO

xxx 31,201?
?, 2ot2 NEG. OP*

188

-1(|

JAFT.

2012 2012 MANDAI,TIYOHG



1. Definitions

. Annex rrFrl

Section IV. General Conditions of Contract

"Day" means calendar day.

The "Effective Date" of dre contaact will be dre date of receipt by the SuppJier
of the Notice to Proceed or the date provided in the Notice to Proceed.
Petfotmance of all obligations shall be reckoned from the Effective Date o[ the
Conftact.

"Vetified Report" refers to the report submitted by the Implementing Unit to
dre Head of the Procuring Enttty setting fortlr its findings as to the existence o[
grounds or causes for tetmination and explicitly stating its recommendation for
the issuance of a Notice to Terminate.

1.1. In this Conttact, the follo\ring terms shall be interpreted as indicated:

(^) "The contract" means the agreement entered into behvee'the procuriuq Iintirvand the Supplier, as recorded in tl.re Conuact Form signed Lrl. ,ir"'"p*".J,including all attachments and appeudices thereto and all documents
incorporated by reference therein.

(b) "The Contract price,' means the ptice payable to the Suppliet under the l{
Contract for the full and propet perfomrance ofits contractual obligatio,,.. 

' - 
SR(.) "The Goods" means all of the suppJies, equipment, machineq,, spare parts,

other materials 
"nd/or generol support services wh.ich the Suppti., i. i".l r1r'.a to

provide to the procuring Entity under the Coltract.

(d) "The Services" means_ those serwices ancillary to the supply of the Goods, sr.rch
as transpoftatlon and insutance, and any other incidental services, such as
installation, commissioning, provision of technical assistance, tmining, and other
such obligations of the Suppter covered under the Contract.

G) "GCC" means the Generar conditions of conftact contained in trris Sectio..

(0 "SCC" means the Special Condrtrons of Conftact.

(g) "The 
,Ptocuring Entity', means the organization purchasing the Goods, as

named in the See. 
\

0r) "The Procuring Entity,s couutty,,is the philippines. 
a\

(i) "The Supplier" meafls the rndividual contactor, marufacrurel distributor, or
frrrm suppl]'ing/manufacturing the Goods and Services under this Contract and \
named in dre gQQ \

0 The "Funding Source" means the organization named in the gQQ.

(k) "The Project Site," wbere applicable, means r}e place or places named in the
SCC.

0)

(m,

0 tn'
hi'' ?

/ t "ffi1,,

',u1" Y W..*

0,

Page 25 of 57



2. Corupt, Ftaudulent, Collusive, and Coercive ptactices

2.1. Unless ot^erwise provided in,,r'e, SCC, rlre procuring Errtity as rvcll as the biddcrs,conffactorsr or suppliers sh:rll. obsene the hrghest standard of ethics ;;ri;;.-,i;
Procutement and execution of this Conract. In p.-utsuance "f ,fri" p"U.i:lfr" lr"iU"gEntity:

(^) dehnes, for the purposes of this provision, the terms set forth below as follorvs:

(i) "corrupt practice,' means.behavior on the part of officials in the publicor pflvate sectors by. which drey impropedy and unlawfully intich
tl.remselves, others, of induce. others to do so, by _;ru.ing tt .p*i,ionin which.tl.rey ate p.laced, and it includes the ofiering, gl"i"g,;;;il;;or soliciting of anything of value to influence t1.," i.Jo., ii o,,y ".rjlofhcial in_dre procurement process or in conffact execuuoq; entenng,on behalf of the Govemment, into any conLracr ot transaction
manifesdy aud grossly disadvantageous to the sarne, whethef of not thepublic- officer profited or will ptofit tl.rereby, and simi.lar acts as
provided in Republic Act 3019.

0) "fraudulent practice', means a misreptesentation of facts in orcler to
lnttuence a pfoculement process or the execution of a contract to the
detrime[t of the procudlg Entity, and includes collusive practices
among Bidders (pdor ro or after bid submission) designed to establish
bid prices at artihcial, non-cornpetitive levels and to depdve the
Procuring Entity of the benehts of free and open competition.

(l.tl) "collusive ptactices,, rneans a scherne or arrangement between two or
more Bidders, with or without the knowledge of the procuring Entity,
designed to establish bid prices at artificial, non_competitive levels.

(rv) "coercive practices,, means hatming or threatening to harm, directly ot
rndirecdy, persons, or their properry to influence tleir participation in ;r
procurement process, or affect the execution of a contract;

Ff.

R

)

[\
(") "obstructive ptacticc" is

(".) deliberately desttoying falsifyr_ug, altering or concealing of
evldence material to an administrative proceedings or
investigatior.r or making false statements to investigators in
order to materially impede an administrative proceedings or
ilrvestigation of the Procudng Entity ot any foreign
govetnment/foreign or intefnational financing institution rnto
allegations of a cortupt, fraudulent, coercive or collusive
ptactice; and/or thteatening, harassing or htlnudating xny
party to prevent it from disclosing its knowledge of marrers
felevant to the administtative proceedings ot investigation or
from purcuing such proceedings or investigatiol; ot

(bb) acts intended to matetially impede the exercise of the
inspection and audit rights of the Procuring Entiq ot an1
foteign government/foreign or intetnational Frnancing
insdnrdon herein.

&\4*
Page 26 of 57

t r / |-\,//r M dilT,//\) Y W"



ri::';*

J.

4.

(b) will reiect a ptoposal fot award if it determines that the Bidder recomrnended
for award has engaged in anv of the practices mertioned in this Clause for
pulposes of competing for the conftact.

2.2. Further dre Funding Source, Bonower or procuring Entity, as appropriate. rvill seek to
impose tl.le maximum civil, adrninistrative and/or criminal penalties available uuder the
applicable law on individuals and organizations deemed to te involved rvith an), of the
practlces rnenrioned in GCC Clause 2.1(a).

Inspection and Audit by the Funding Source

The Supplier shall petmit dre Funding source to inspect the Supplier's accounts a'd records
relahng to the perfomance of the Supplier and to have them audited by auditors appointed by.
the Funding Source, if so required by the Funding Source.

Govetning Law and Language

4.1. This Contract shall be iaterpreted in accordance with the laws o[ the llepublic o[ the
Phitippines.

4.2 This contract has been executed in the Englisrr language, which shall be the bindi.g aod
controlling language for all matters relating to the meaning or interpretatio' oi this
Contract. All cortespondence and other documents pettaining to this Conftact
exchanged by tl.re parties sl.rall be written in EngJish.

Notices

5.1. Anl notice. request. or consent required or permitted to be given or made pursuant ro
this Contact shall be in wtiting. Any such notice, request, or consent shall be deerned to
have been given or made rvhen received by the concerned party, either in person or
through an authorized representative of dre Party to whom the corrrmunicatiolr is
addtessed, or when sent by registered rlail, telex, telegtam, or facsirnile to such P.rty at
the address specihed in the g!Q, which shall be effective when delivered and duly
teceived or on the notice's effective date, wl.richever is later

5.2. A Party may change its address for notice hereunder by giving dre other Partl' notice of
such change pursuant to the provisions listed in the SCC for GCC Clause 5.1.

Scope of Contract

6.1. The GOODS and Related Services to be provided shall be as speciFred in Sectiotr VI.
Schedule of Requirements.

6.2. This Contract shall include all such items, although not specifically tneutioned, that can

be teasonably inferred as being required for its completion as if such items rvere
expressly mentioned hetein. Any addiuonal requirements for the cornpietion of this
Contract shall be provided in the $QQ.

Subcontracting

7 .1. Subconttacting of any portion of the Goods, if allowed in the BDS, does uot telieve the

Supplier of any l-iability or obl.igatjon undet tl.ris Conttact. The SuppJiet will be

responsible for the acts, defaults, and negligence of any subcontractor, its 
^gcnts,

senrants or wodi:rnen as fully as if these were the Supplier's own acts, defaults, or
negligence, or those of its agents, servants or workmen.

\t
I
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8.

1.2. subcontractors disclosed a.d identified during the biddrng may be changed during the
irnple'rentation of this Contract, subject to complirnce -ith th. r"qrirei quajificaltions
and tl.re approval of the Procuting Entity.

Procuring Entity's Responsibilities

8.1. \\4.renever d.re perfonnance of the obligations in this Contract requites that the suppliet
obtai'permits, approvals, import, a,d otl.ret Licenses from local public authorities, the
Ptocuring Entity shall, if so needed by the supplier, make its best effort to assist tl.re
Supplier in cornplying with such requirements in a timely and expeditious manner.

8.2. The Procuring Entity shall pay all costs involved in tlre performance of its
tesponsibilities in accordance vith GCC Clause 6.

Pdces

1t.
9.

10.

9.1.

9.2.

For the given scope of work in this Contract as awarded, all bid prices are considered
fixed ptices, and therefore not subject to price escalation during contract
implementation, except under extraordinary circumstances and upon prior approvnl of
the GPPB in accordance rvitl.r Section 61 of R.A. 9184 and its IRR or exceDt as orovided
in this Clause.

Prices chatged by the Supplier for Goods de]iveted and/or services performed under
this Contmct shall not vary from the prices quoted by the Supplier in its bid, with the
exception of any change in price resulting from a Change Ordet issued in accordance
rvith GCC Clause 29.

Payment

10.1. Payments shall be made only upon a certihcation by tl.re Head of tl.re Ptocuring Er.rtity to
the effect that the Goods have been rendered or deiivered in accordance rvith dre terms
of this Contract and have been duly inspected and accePted. Except with the priot
approval of tl.re President no payment shall be made for services not )'et reldeted or for
supplies nnd materials not yet delivered under this Conftact. Ten petcent (10%) of the

amount of each payrnent shall be tetained by the Ptocuring Ent.ity to cover the Supplier's

warranty obligations under this Contract as described in GCC Clause 17.

10.2. flie Suppliet's tequest(s) for payment shall be made to the Ptocuring Entity in wtit-rng,

accompanied by an invoice describing, as appropriate, the Goods delivered and/ot
Services perfotmed, and by documents submitted Pursuant to the $QQ provision for
GCC Clause 6.2, and upon fulf lment of other obJigations stipulated in this Coutract.

10.3. Pursuant to GCC Clause 10.2, payments shall be made prompdv by the Procuring

Entrg', but in no case latet than sixty (60) days aftet submission of an invoice or claim by

the Suppliet.

10.4, Unless otherwise provided in the SCC, the currency in whicl.r payment is made to the

SuppJier under fiis Contract shall be in Philippine Pesos.

Advance Payment and Terms of Pa1'msn1

11.1. Advance payment shall be made only aFter priot approval of the President, and shall not
esceed fifteen percent (157o) of the Conttact amount, unless othenvise directed by tl.re
President or in cases allowed under Annex "D" of RA 9184.

11.2. For Goods supplied from abroad, the terms of payment shall be as follows:

n.
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(^) On Contract Signatu(e: Ten percent (10%) of the Contract price shall be paid
widrin si-xty (60) days from signing of the Contract and upon submission of a
claim and a bank guarantee for the equivalent amount valid until tl.re Goods are
delivered and in tl.re fotm ptovided in Section VIII. Bidding Forms.

On Delivery: Seventy percent (70ak) of the Conrract price shall be paid to the
SuppJiet widrin sixty (60) days after the date of receipt of the Goodi and upon
subtrission of the documents (i) through (vi) specified in the g@ provision on
Deliverlt and Docurnents.

On Acceptance: Tl.re remaining twenty percent (20olo) of the Contract price shall
be paid to the SLrpplier within sixty (60) days after the date of submission of the
acceptance and inspection certificate for the respective delivery issued by tl.re
Procuring Erttity's audtorized representative. In the event that 1ro inspeclion or
acceptance ceftificate is issued by dre Procudng Flntity's authorized
rePresentative within forty hve (.i5) days of the date sho.q/n on the deliverl
receipt the Supplier shall have dre tigl.rt to clairn payment of tlre rernainilg
twenty percent (2070) subject to the Procudag Entity's own vefification of the
teason(s) fot dre failure to issue documents (vii) and (viii) as described in the
$QQ provision on Deliverv and Docurnents.

(cl

11.3. r\ll ptogress payrnents shall first be charged against dre advance payment unt.il the latter
has been fully exhausted.

Taxes and Duties

The SuppJrer, whether local or foreign. shall be entirely responsible for all the necessary taxes,
statrrp duties, license fees, and.other such levies imposed for the cornpletion of this Contract.

Performance Security

13.1, Within ten (10) calendat days from receipt of the Notice of Award from the Procuring
Entity but in no case later than the signing of the contract by both patties, the successful
Bidder shall furnish the petformance secutity in any the forms prescribed in the ITB
Clause 33.2.

13.2. The pertotmance securty posted in favor o[ the Procuriug Entity sliall be forfeited in
the event it is establshed d.rat the winning bidder is in default in any of its obligatious
under the contract.

13.3. Tlre perfotmance secutity shall temail valid until issuance by the Procuring Endq' of the

Cettihcate of Final Acceptance.

13.4. The petformance security may be teleased by the Procuring Entrtv and returned to the
SuppJier after dre issuance of the CettiFrcate of Final Acceptance subject to the follorving
conditions:

(u) There are no pending claims against dre SuppJiet or the surety cornpany filed by
fl-- D"^-,,";-- F-rih-

(b) The Supp)ier lias rro pending clairns for labot and materials filed against it; and

(c) Olher terms soecihed irr the SCC.

13.5. In case of a reduction of the contract value, the

proportionxl reduction in dre origrnal petformance

(b)

\{

q

12.

\
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14.

reduction is more than ten percent (10%) and that the aggregate of such reductio's is
not more than fifty percent (50%) of the original performance securirv.

Use of Contract Documents and Information

14.1. The Supp)ier shall not, except for purposes o[ performing the obligations in this
Contact, without the Procuring Entttyt prior written consent, disclose this Contract, or
any provision thereof, or any speciFrcation, plan, drawing, pattem, sample, or
infotmation furnisl.red by ot on behalf of the Procuring Entity. Any such disclosure shall
be made in confidence and shall extend onl)' as far as may be necessal, for purposes o[
such petformance.

Any document, other dran this Contract itself, enumerated in GCC Clause 14.1 shall
remain the property of tl.re Procuring Entiry and shall be returned (all copies) to the
Ptocuting Ent.ity on completion of the Supplier's performance under this Contract if so
required by dre Procuring Entity,

\^!\
-s-.

1,,1 a

15. Standatds

'l'he Goods provided undet this Contact shall conform to the standards mentioned il the
Section VII. Technical SpeciFrcations; and, when no applicable standald is mentioned, to thc

^uthoritative 
standards appropriate to the Goods' country of origin. Such standards shall be the

latest issued by the institution concerned.

Inspection and Tests

16.1. The Procuring Ent.iry or its representative shall lrave the right to inspect and/or to test
the Goods to confrm d.reit conformity to the Con&act speciFrcations at no extta cost to
tl.re Procudng Ent-ity. The SeQ and Section VIL Technical Specifications shall specify
rvhat inspections and/or tests the ?rocuting Entity requires and where tl.rey are to be

conducted. Tl.re Procuring Entity shall noti$' the Supplier in writir.rg, in a dmely manner,
of dre identity of any representatives retained for these purposes.

16.2. If applicable, the inspections and tests tnay be conducted on dre ptemises of tl.re Supplier
or its subconttactor(s), at point of deJivery, andfor at tl.re goods' final destination lf
conducted on the premises of the Supplier or its subconttactor(s), all teasonable facilities
and assistance, including access to drawings and ptoduct.ion data, shall be furnished to
the inspectors at no charge to the Procuring Entity. Tl.re Supplier shall ptovide the
Procurir.rg Entity widr results of such ilspections and tests.

16.3. The Procuting Entrty or its designated representative shall be entrtled to attend the tests

alrd/or inspections referred to in this Clause ptovided that the Procuring Entity shall

bear all of its own costs and expenses incutred in connection with such attendance

including, but not limited to, all travelitrg and board and lodging expenses.

16.4. The Procuring Entrty may reject any Goods or any part thereof that fail to pass any test

and/ot itispection or do not conform to dre speciltcations. The Supplier shall eithet

rectjry or teplnce such reiected Goods or parts thereof or make alteratjons necessary to

meet the specifications at no cost to the Ptocuring Entity, and shall repeat the test

artd/or inspecuon, at no cost to tlte Ptocuring Entiry. upon giving a notice nursuatll lo
GCC Clause 5.

16.5.

16.

r
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17. Warranty

17 1. The suppliet wa'ants drat dre Goods supplied under the conttact ate new, unused, of
tl')e most recent ot cutrent rnodels, and that they incorporate all recent irnptovements in
design and materials, except when the technical specificat.ions requked bv the procuring
Entiq. provides orherwise.

17.2 The Supplier further warrants that all Goods suppLied under this Contract sl.rall have no
defect, atising from design, materials, o. *orLrtr^r,.hip or from any act or omission of
the SuppLier drat may develop under normal use of the supplied Goods in the conditions
prevailing in the country of final destination.

17.3. In order to assure that manufacturing defects sl.rall be corrected by the Supplier, a
warranty shall be required from the SuppLier for a minimum period specified in the See.
The obligation fot the waranty shall be covered by, at the Supplier's option, either
retenuon mohey ln an ambunt equivalent to at least ten percent (109/o) of the final
payment, or a special bank guarantee equivalent to at least ten pefcent (10olo) of the
Contract Price or other such amount if so speciFred in dre SeQ. The said amounts shall
only be teleased aftet the lapse of the warranty period specihed in the $QQ; provided,
horvevet, tl.rat the Supplies deLivered are free from patent arid latent defects and all the
conditions imposed under this Conftact have been fully rnet.

17.4. The Procuring Entity shall prornptly noti$ the SuppLier in writi.r'rg of any claims arising
under dris warranty. Upon receipt of such notice, the Supplier shall, widln the period
specified in the See and with all reasonable speed, repair or replace tl.re defective Goods
or parts thereof, widlout cost to the Procudng Entity.

17.5. If dre Supplier, having been notified, fails to remedy the defect(s) rvidrin dre period
specihed in GCC Clause 17.4, the Procuring Entity may ptoceed to take such temedial
action as may be necessary, at the Supplier's risk and expense and without prejudice to
any other rights which the Procurhg Entity rnay have against the Suppliet under the
Conttact and under dre applicable larv.

Delays in the Suppliet's Petfiormance

18.1. Delivery of dre Goods and/or performance of Services shall be nade by the SuppJiet in
accoldance with the t-itne schedule prescribed by dre Procuring Eltity ifl Section VI.
Schedule of Requirements.

18.2. If at any tirne during the petfomance o[ this Contract, the Suppliet or its

Subcontractot(s) should encounter conditious irnpeding t-rmely delivery of the Goods

and/or pefformance of Services, the Supplier shall ptompdy noti$' tl.re Procuting Entity
in writing of tl.re fact of the delay, its fkely duration and its cause(s). As soou as

Practicable aftet receipt o[ tl.re Supplier's notice, and upon causes provided for under

GCC Clause 22, the Ptocuring Entrty shall evaluate the situation and may exteud the

Supplier's time fot petflormance, in which case the extension shall be tatihed by the

patties by amendment of Contract.

18.3, Except as provided under GCC Clause 22, a delay by the Supplier in the petformance of
its obligatiorls shall rendet the Supplier liable to the imposition of licluidated damages

pursuant to GCC Clause 19, unless au extension of time is agteed upon pursuant to
GCC Clause 29 without dre applicatior of liquidated damages.

\-{\a
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duly gtanted tirne extensions if any, the Procudrg Entity shall, wid.rout pteiudice to its other
rernedies under this Conttact and under tl.re applicable law, deduct ftom the Conttact Pdce, as

liqr"ridated damages, the appJicable rate of one tenth (1/10) of one (1) pefcent of the cost of the

unpefformed portion for every day of delay until acnral delivery ot performance. T he maximutn

decluction shall be ten percent (10%) ofdre amount of contracl Once the rnaximurn is reached,

the Procurir.rg Entity shall rescind the Contract pufsuant to GCC Clause 23, witllout preiudice to
other courses of action and remedies open to it.

Settlement of Disputes

20.1. Ifany dispute or diffetence ofany kind whatsoevet shall arise betweeu ihe Procuring
Eqtity and the Supplier in connect.ion witl.r or arisiog out of this contract, the palties

shall make every effort to resolve amicablv such dispute or difference by mutual

consultation.

20.2. If after thi{ty (30) days, the parties lrave failed to resolve dreit dispute or difference bl-

such mutual consultation, tl.ren either tlre Procuring Entrty ot dre SuppLier tnay give

lotice to the other party of its intention to col.ffnence arbitration, as llereinafter

provided, as to the matte! in dispute, and no arbitration in respect of this mattet may be

cornmenced unless such notice is giuetr.

20.3. Any dispute or difference in fespect of wlich a notice of intefition to cofffnence

otbitratron has been given in accordance with this Clause sl.rall be settled by arbitration.

Arbitation may be cornmenced priot to or after delivery of the Goods under this

Contract.

2O.4. In the case of a dispute betweer] the Procuring Entity and the Supp)ier, the dispute shall

be resolved in accordance with Republic Act 9285 ('R.A. 9285',), otherwise kror.vr as

the "Altemative Dispute Resolution ;\ct of 2004."

20.5. Notwithstanding any reference to arbitration herein, the Patties shall continue to

perform their te-spective obligations under the conftact unless they odrerwise agree; and

ihe Procuring Ent-ity shall pay the Supplier any monies due the Supplier'

Liability of the Supplier

21.1,. The Supplier,s liability under this Contract shall be as plovided by the larvs of thc

R"publi.tf the lhilippines, subject to additional provisions, if any, set forth in the See'

21.2. Except in cases of criminal negLigence or willfr:l misconduct, and in the case o[
infringement of patent rights, if applicable, the aggregat€ liability of the Supplier to the

procu-ring Entitl shall noi .r.".d the total Contract Price, provided that this limitat-ton

shall not apply to the cost of repairing ot teplacing defective equipment

Fotce Maieute

22.1. Ihe Supplier shall not be liable for forfeitr.rre of its petfomance secutity, liquidated

damag.s, ot termination for default if and to the extent that the Supplier's delay in

perfo;mance or other failure to petfotm its obligations undet the Contract is the tesult

of a foru naiettz.

For purposes of this Contract the terms "lorLc najettrd'and "fortuitous event" may be

used' inietchangeably. ln this tegatd, a fortuitous event or .force najeurc shdl be

interpreted to iean-an event wl.rich the Conftactor could not have foreseen, or which

tl,otril.r fo.".""n, was inevitable. It shall not mllude 
.o1t'inar1 

unfavomble weahet

cond;tions; and any othet cause the effects of which could have been avorded with 
ft\e

exercise of reasonrbl" dilig"n." by the Contractot. Such events may include, but [6[

c
A
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limited to, acts of the Procuring Entity in its sovereig.r capacity, wars or tevolutions,
Iues, floods, epidemics, quarantine restrictions, and freight embargoes.

If a./'ane najuru situation arises, the Supplier shall promptly notifir the Procuring Entrty in
rvritiug of such condition and the cause thereof. Unless otherwise directed by the
Procuring Entity in writing, the Supplier shall continue to perform its obJigations under
the Conftact as far as is reasonably practical, and shall seek all reasonable alternative
nreans for performance not prevented by rhe Jbnz najeue.

G) Outside of .fotw nafenz. the SuppJier fails to deliver or perfotn any ot all o[ the
Goods within dre pedod(s) specified in the contract, or within any exteflsion
thereof gtanted by dre Ptocuriug Entity pursuant to ^ request made by the
Supplier prior to tl-re delal', and such failure afiloullts to at least ten Percent
(10%) of the contact pi'ice;

(b) As a result of Jbte n4jetrre, the Supplier is unable to deliver or petfotm any or all
of the Goods, amounting to at least ten petcent (107o) of dre contract price, fo!
a pedod of not less than si-rty (60) calendar days after receipt of the notice from
the Procuring Entity stating that the citcumstance of force maieure is deemed to
have ceased; ot

(.) The Supplier faiLs to petfotm any other obli€iation under tl]e Contract.

In tl.re event the Procuring Entity tetrninates this Contract in whole or in patt, fot auy of
the reasons provided under GCC Clauses 23 to 26, the Procuring Enttty may procure,

upon such terms and in such mannef as it deems aPpropriate, Goods or Services similat

to tl.rose undelvered, and the Suppliet shall be liable to d.re Procuring Entity for anv

excess costs fot such similar Goods ot Seruices. However, the Supplicr shall continue

perfonnance of this Contmct to llre exletrt noi lerrinated.

i
=\'\

Termination for Default

23.1. The Procuritrg Etrtity shall terninate dris Conttact for default when any of the following
conditions attends its implemeutation:

23.2. I

\l
-\

24.

25.

23.3. In case the delay in the delivery of the Goods and/or performance of the Services

exceeds a time dutation equivalent to ten petcent (10%) of the specified conkact time

plus any tirne extension duly granted to the Supplier, the Procuring Entig may terrrinate

this Contract, fotfeit the Supplier's performauce security and award the same to 
^

qualified Suppiier.

Tetmination fot Insolvency

The Procuring Entity shall terminate this Contract if the Suppliet is declated banktupt or
insolvent as determined with hnality by a court of competent jurisdlctron. In this event,

tetmination will be widrout compensation to the Suppliet, ptovided that such termination rvill

not prejudice or affect any dght of action or remedy \rhich has accued or rvill accrue theteafter

to the Ptocuring Entity and/or dre Supplier.

Termination for Convenience

25.L T'l.re Procuring Entity may terminate this contfact, ifi whole or in part, at any time for its
convenience. The Head o[ the Procutiug Entity rnay tetminate a contract for the

coflvenience of the Govemment if he has determined the existence of conditions that

rrake Ptoject Implernentation economically, Ftn'ancially or technically.imp tacical.and/f1. tN .-.
unnecessary, such as, but not Llnited to, fortuitous event(s) or changes In Iaw affi \ \"
national go.rerr.unent Policies. ol\ . a
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25.2. The Goods tl.rat have been delivered and/or perfomed or are ready for deliven' or
performance witl.in tl.rirty (30) calendar days after the Supplier's receipt of Notice to
'fermiflate shall be accepted by the Procuring Entitv at the contract telms and prices.

Fot Goods not yet performed and/or ready for delivery, the Procudng Entit) may elect:

(n) to have auy pottion deliveted aud/or petfonned and paid at the contract terms

and prices; and/or

(lr) to cancel the remainder and pay to the SuppLiet an agreed amount for partisllv

completed and/or performed goods and for materials and parts previously
procured by the Supplier.

25.3. If the Supplier suffets loss in its iniual performance of tl.re terminated contract, such as

purchase of raw materials for goods speciallv manufacmred for the Ptocuting Entitl
which cannot be sold in open tnarket, it shall be allowed to tecover partially ftotn tl.ris

Contract, ofi 
^ 

q&d,tllur merwT basis Befote recovery may be made' the fact of loss tnust

be establisl.red under oath by tlie Suppliet to tl.re satisfaction o[ the Procurilrg Entitv
before tecovery may be made-

Termination for Unlawful Acts

26.1. The Procuring Entity may terminate this contract in case it is detetmined pind.itde Ih^t

the Supp1iet'iru. engaged, before or duri'g tl.re implementatiou of this Contract, in

,.,'lawf.,i deeds and behaviors telative to co'tract acquisition and implenentation.

Unlarvful acts include, but are not limited to, the following:

(") Cortupt, fraudulent, and coercive practices as dehned in I'IT Clause 3 1(a);

(lr) Drawing up or using forged documents;

(.) Using adulterated matetials, means or methods, or engagiug iu ptoductron

contrary to rules of science or the trade; and

(d,r r\ny other act analogous to the foregojng'

Ptocedutes for Tetmination of Contrects

27.1. The following provisions shall govern the procedures fot tetmination of tl.ris Conttact:

(^) Upon receipt of a wtitten report of acts or causes which may constitute

ground(s)forterminationas^-forement-ioned,oruponitsowninitiative'tl.re
impl"menting Unit shall, wrtl.in a period of seven (7) 

-calendar 
days' venfy the

"*irt.n." of s"uch ground(s) 
^td 

.at'e the execution of a Vedfied Report' rvith

all relevant evidence attached;

(b) Upon tecommendation by the Implerner.rtilg Unit,. the Head of the Procuring

eirtity shall terminate tliis Contract only by a written notice to the Suppliet

.on,reying th" termination of this Contact The notice shall state:

(i) that this Contract is being terminated for.any of the gtound(s) afote-

mentioned, and a statemint of the acts that constitute the ground(s)

constitutinq the same;

(ii) the extent of tetminadon, whether in whole or in part;

(", an instructiotr to the Supplier to show cause as to rvhy this Con

should not be terminated; and

.:

\.{
{s

26.

\
,- \.,

27.
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(tO special instrucLions of the Procuring Entiry, if an1'.

G) The Notice to Telminate shall be accompanied by a copy of the Verified
Report:

(d) Within a period of seren (7) calendar days from receipt of the Notice of
Termination, the SuppLier shall submit to the Head of the Ptocuting Entity a

veri{ied position paper stating why this Contract should not be termilated. If lt
the Supplier fails to show cause after the lapse of the seveu (7) day period. either 

-\by innition or by default, the llead of the Procrrdng Endry Shall'issue an order R'
terrrunating this Contract;

(.) The Procuring Entiry nray. xr an)' ti.rrre before rece.ipt of tlre Supplier's verified
position paper described in item (d) above withdraw the Notice to Terminate if
it is determined that certail iterns or works subject of dre notice had been

completed, delivered, or performed befote the Supplier's receipt of the notice;

(0 Within a non-extendible pedod of ten (10) calendar days from receipt of tire

vedfied position paper, the Head of the Procuring Ent-ity shall decide whetlrer

or nor ro teminate this Contact. It shall serve a written notice to the Supplier

of its decision and, unless otherwise provided, this Contract is deemed

terminated from teceipt of the Supplier of the notice of decisior.r. -fhe

tetmioationslrallonlybebasedontlreground(s)statedintlreNoticeto
Terminate;

(g) The Head of the Procuring Enuty may create a Contract Termination Review

Committee (CTRC) to assist him in the discharge of this function. All deostons

recommendedbytlreCTRCshallbesubjecttodreapprovaloftlreHeadoftlre
?rocuring Ent.ity; and

0'TlreSuppliermustsefl,eawfittennotjcetotlreProcutingEntrtyofitsintentiot-l
to terrninut. tl.re contract ar least thirty (30) calen<lar diy, b.io." its intended -=\
terntlnation. The Conuact is deemed terminated if it is not resulned in thirtl I \
(30) calendar days aftet the teceipt of such notice by dre Procuring llntity 

\

28. Assignment of Rights r'

The Supplier shall not assign his rights or obligations under this Contact, iu l4role or in part'

except rvith the Procutiug Entity's prior writter consent'

29. Conttact Amendment

Subject to applicable laws, no variatio! in or modirrcation of the terms o[ this conttact shall be

made except by written amendrnent signed by dre partles'

30. Application

TheseGenetalConditjonsslrallapplvtotheextenttl]atthevarenotsupefsededbyprovisionsof
other Patts of dris Contract.

k( ,-
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Section V. Special Conditions of Contact
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GCC Clause

'fhe P rocuingEn t! ts Pbilippin llea/tb lnuattt Cotpotatiox.

'.[Jre Supplier is 1,0 b, irrrrrd u, ,h, ,i*Ji-*n]ril-

1.1G)

1.1(i)

1.1(D The Funding Source is:
Philippine Health Insurance Corporation Corporate Operating Budget for
CY 2011 in tlre amount of -Eaur Million Nine Hindrcd i* Thoisand-Eighty
Five Pesos and Fotty Four Centavos (php 4,906,0E5,44)

1.10,) The Proiect Site ts at Phiftlea/th Head Ofia, Rooa t50J, ti,t f-t*" C,Ort.t Arn
B/dA., 709 Shaw Bhd., Bly. Omnbq Patit Cirt

5.1 Tlre Procuring Entity's address for Notices i", BLNASIO, UEEtfnaU*rW
1li.e-Pnrided, Aclaaia/ Seruiu atd R*k Mana2ement Sutor, and BAC-ITR Chairbersox.
Roon 1002, lAt F-toor Cit:fttp Cert]p.709 Sbai Botrhuad, Pa:ipCi6t

6.2
Delivery of the Goods and Senices shall be made by the Supplier in
accordance with the temrs specified in Section VI.

Delivery and Documents -
The Delivery terms of this Cortract shall be as follows:

One (1) Lot Network Security Dewices fot PhROs and SOs shall be delivered
to Room 1503, l5th Floor Citystate Centre Bldg.,709 Shaw Blvd., Bgy. Oranbo,
Pasrg City. fusk and ude will pass frorn the Supplier to PhilHealdr upou receipt and
final acceptance of the Goods at their final destination."

Delivery of the Goods and Services shall be made by dre Supplier in accordance
with the terms specihed in Section VI. Schedule of Requirements. The details of
shipping and,/or other documents to be fumished by d.re Supplier are as follows:

Upon delivery of dre Goods and Services to the Proiect Site, the Supplier shall
notif' PhilHealth and present the following documents to PhilHealdr:

(i) Odgtnal and four copies of the Supplier's invoice showing Goods' description,
quantity, unjt price, and total anount;

(t) Odgtnal and four copies deliveq' receipt/flote, railuray receipt, or tmck receipt;
(in) Original Suppliet's factorv inspection report:
(r9 Original and four copies of the Nlarufacturer's and/or Suppliet's warfanw

certificate;
(") Original arrd four copies ofthe certificate of origin (for impotted Goods);
("t Delivery receipt detailing number and descdption of items teceived signed by

the authodzed receiving personnel;
(un) Certjficate of Acceptance/Inspection Report signed by the Ptocuring Entihrs

tepfesentative at the Project Site; and
(viii) Ilout copies of the Invoice Receipt for Ptoperty signed by the Ptocuring

Entit),'s represellt1rtive at the Project Site.

Incidental Services -
The Supplier is required to provide all of the followng serices, including
additional services, if any, specified in Section VI. Schedule ofRequirements:

(a) performance or supervision of on site assembly and/or start-up of the supplied

Goods;
() furnishing of tools required for assembly and/or maintenance of the supplied

Goods;
(c) furnishing of a detailed operations and maintenance manual for each appropriate

uoit of the supplied Goods;
(d) performance or supervision or rnaintenance and/or repair of dre supplied Goods,

for a period of time agreed by the parties, provided that this service shall not

I' rr ;l ,: | 36 of5Pn
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relieve the Suppliei of any waranty obligations under this Conttact; and
(e) training of PhilHealth's personnel, at the Supplie!'s plant and/or or-site, in

assembly, start up, operation, maintenaflce, and/ot tepair of the supplied Goods.

Tl.re Contract price for the Goods shall include the prices charged by the Supplier
for incidental sewices aad shall not exceed the prevailing rates charged to other
parties by dre Supplier for similar sen'rces.

Spare Parts -
The SuppLier is required to provide all of dre following materials, notihcations, and
infoflnation pertaiiring to spare parts manufactured or disttibuted by the Supplier:

The Supplier shall carry sufficient inventories to assure ex-stock supply of
consumable spares for the Goods fot a peircd of lhne (3).yeat

Packaging -
'fhe Supplier shall provide such packaging of the Goods as is required to preveut
theit damage ot deterioration dudng transit to dreir 6nal destinario[, as indicated
in this Conuact. The packaging shall be sufFrcient to widlstand, widrout lirnitation,
rough handling dutilg transit and exposure to elrtreme temperatures, salt and
precipitation during tansit, and open storage. Packaging case size and weights
shall take into consideration, where appropdate, the remoteness of the GOODS'
final destiaation and dre absence of hea\,T handling facilities at all poilts ur transrt

The packaging, marking, and documentation rvidrin and outside the packages shall

comply sticdy with such special requirements as shall be e\presslv provided for in
the Cont.ract, including additional iequirements, if any, specihed belorv, and in an1'

subsequent instructions ordered by the Procudng Ent-ity.

Tl.re outet packaging must be cleatly marked on at least four (4) sides as follows:

PHILIPPINE HEALTH INSURANCE CORPORATION
Name of the Supplier
Contract Description
Final Destinatron
Gross rveight
Any special lifting instructiotrs
Any special handling instructions
r\ny relevant HAZCHEM classificatrons

A packaging list ident.ifying the conlents and quartities of the package is to be

placed on an accessible point ofthe outer packaging if practical lfnot practical dre

p".krgrng list is to be placed inside the outer packaglng but outside the secondan

packaging.

Insutance -
The Goods supplied under this Conttact shall be fully nstued by the Supplier in a

fr".ly .orr't 
"rtitbi" 

currency against loss or damage incidental to tnanufacture oL

acqoiritior,, transportation, storag", 
"ttd 

delivery' The Goods remain at the nsk

ani title of the Supplier until their hnal acceptance by the Procuring Entio '

Transportation -
PhilHealth accepts no hab rty for the damage of Goods-during transit ln dle case

of Goods stppli.d from witirin the Phdippines or supplied by. dome.stic Suppliers

risk and trtle will not be deemed to have passed to lhilHealthuntil their-recerpt

and ltial acceptance at the final destuuuoD

Patent Rights -
The Supplier shall indemmfy the Procuring Entrq' 2gut" all thud-partv claims of

infring#ent of Patent, traiemark, or rndustrial design rights arist.rrg [r'om use of

the Goods o! anv Part thereof.
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10.2 NO FURTHER INSTRUCTIONS
10.3 NO FURTHER INSTRUCTIONS
10.4 NO FURTHER INSTRUCTIONS
13.4(c) NO FURTHER INSTRUCTIONS
"t6.1 The bidders should be able to comply widr the following:

o The winning bidder should work in parallel with PHILHET
technology Management Depaltment (ITMD) during dre j
and commissioning of the Project.

. The biddets must ensure drat the proposed One (1) I-ot
Devices for PhROs and SOs for is cornoatible widr the exi
PHILHEALTH.

r Intensive testing should be done by the winning bidd
functionality and benefits of the One (1) Lot Netwotk Sr

PLROS and SOs.

\LTH Information
ns tallation, tesring,

Network Secwity
sting eguipment of

er to achieve dre
:curity Devices for

17.3 o The maintenance period will be fot a period of three (3) yr

o All softwate/hardware should be coveted by watranty on
and updates on the One (1) l-ot Network Secutity Devic
SOs vithin dre maintenance period which shall commenc
of the delivered qoods.

services, upgrades
ee for PhROe and
e upon acceptlnce

17.4 and 17.5 The oeriod for corection of defects within dre warrantv oeriod
The bjdders should be able to provide expert pelsonnel to
l,ot Netwotk Secutity Devices for PhROs and SOs r
should occur.

o The winning bidder should provide an 24x7 phone and tt
PbilHealth widrin the duee (3) years contract.

r Expenses for the technical petsonnel who will provide the tr

site to PHILHEALTH shall be at dre expense of the winninl

rervice dre One (1)
rhenwer problems

:chnical support to

:chnical service on-
z bidder.

21.1 NO ADDITIONAL PROVISION.
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""d 
rlndc*hc B;,,dr! (,rto thc pro\'i$n,ns ofITB (;tnusc .t.l (a) fii) afldrior cCC Cto,i" Zt

scope oFtup pno

Tlls project will cover the delivery, installation, testinq,
maintenance, documentation, and suppon of tl. bo.pot"i.
Security Devices and peripherals.

comply

1. TECHTNICAI SpEctpfdef rOr.tS f r". prrnO"

The vendot shall provide the following deliverables:

Cornply

Comply

Cornply

Comply

Comply

Comply

Cornply

Comply

Comply

Cornply

Comply

Cornply

Comply

Comply

Cornply

At least eighteen (18) Netwotk

General Specifications

The device must support an
upgrade to higher version of
fitmware OS or can be
conYerted to next generation
fitmware or OS.

Must have High Availability or

Unified Threat Management
(uTi\4

Must have integtated anti-virus,
URL and appLication filter, and
Intrusion prevention system
licenses for three

Network Interfaces Must have at least two (2) x
10/100/1000andat least four (4)
x 10/100 Ethemet fixed, must
be con6gurable intemal, DMZ

Perfotmance and capacity Must have at least 500

Must have at least 40 Mbps

Must have at least 50 Mbps IPS

Must suppott at least 50,000
concuttetlt sessions

Must suppoft at lerst 5,000 new

Must support at least 1,000

Must support Voice Ovet IP
ttaf6c
Must be able ro support
unrestricted number of users

Section VIL'Iechnical Specific ations
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Firewall Operatioo Must support multiple zones
secutity (i.e at different security

Must be able to scans HTfP,
FT?, SMT?, POP3, IMAP

Must support olochs attacks
such as DoS, port scaaning,
IPlICMP/ TCP related

have HTTfl'-;;t

Comply

Comply

Comply

Comply

Conply

Comply

Comply

Comply

Comply
Conply

Conply

Conply

Comply

Comply

Comply

Comply
Conply

Conply

Conply
Comply

Comply

Comply

Comply

Comply

Comply

uomp-ty

C onp 1y

rvrusr support Voll, protectlon

Must support poLicy based
soutce and Destination NAT.

Must support MAC and IP
MAC fdtedng and Spoof

Must support Dos and DDOS

Anti-Virus/Anti Spyware

l,,tt'*
Oid tullelin - Ut{/tolt

REMaUE "vPrl Tqnrpls"

Must be able to bloclq remove
and detect Virus, Wotm and

Must have database update for

Must be able to block by file size

Intrusion Prevention System
(IPS)

Must support blocks attacks
such as DNS, E[? bounce and

Must support protection ftom at
least 3000 tfueats
Must suPpoft protocol aflomaly
detection

Must support Real Time
Blocking @BL) and MIME
header check.

Must support IP address Black

tBl6$iitrSfi-riTffi'.
OIIET€ IqIS IT€M.
.|l{6+ sr,r?por+ qrt, Fq&bqrd
e.rd fhrqss ClockiS I

oid Eqth+ih - tlr4 Must have at least 75 URl-

Must be able to suppott custom

Must havc support TCP and

t,
N

frK
t
''?I I \ti,i r
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Dlectory, LDAp andM
authentication.

:!t
;=ia

4E

(.-
Y

Comply

Comply

Comply

Comply

Comply

Comply

C onp 1y

Comply

Conply

Comply

Conply

Comply

Comply

Comply

Comply

Comply

ConpIy

Comply

Comply

Comply

Comply

Comply

Site to Site VpN (Ipsec
vPN)

Must be able t" ffiott ,t l.art

{911lg:&-vPN tri'.l.
Ivlust have support at least DES,
3DES, and AES (256-bit)
encryption and at least MD5 and
SFIA- 1 authentication.
r4ust have suDDort IKE
Cetificate Authentication:
Digital Certi6cates and
Preshared kev.

-

Must support "t I"""i R*J;.l
access VPN, L2TP urithin IpSec,

3nd IPSec NAT traversal. 
I

Must have Hub and Spoke VpN 
Isupport. I

r . -:-----_i-'---------- :::----luusr nave the capabfity ro auto_ |
cooncct VPN and support I

Redundant VPN g.to*"u". ' ' I
Ttaffic Management Must have nCp, OSpf', nfp

v1,,v2 routing protocols
capability
Must have policy based routing
(Soutce, Destination,
Port/ Service)

Must have support for
guatanteed bandwidth settings
per policy.

Must have suppo4 for
maximum bandwidth settings
Pet Policv.
With diffsery marking suppott
pet policy.

Networking Must have support Gate\vay
Failover Selector (ir4ultiple
WAN Suppotts).
Must have suppott Policy Based
toubng.
Must have support DDNS and
PPPoE client.
Must have support Parent Proxy
\'lth FQDN.

High Availability Must have high availability
features. High availability can be
configured as active/active and
active,/passive mode.
Must support \rRM, session
synchtonization for fuewall and
VPN, session frilover for
routing change.

Must be able to detect device
failures and link failures.

User Authentications Must have Local database.
Must support Active Dlectory
In tegration.
Must suppoft Windows Single
Sign-On.
Must support extemal

I
l'a gc l42of57 ,KV
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Comply

Comply

Comply

C omp 1y

C ornp 1y

Comply

C Onp 1y

C onp 1y

Comply

Comply
C onp 1y

Comply

Comply

CompIy

Comply

Comply

Comply

System Management

Must be able to manage via

Must be manageable locally by

Must support software upgrades
and con figuration changes thru
rveb and TFTP.

Must be able to integrate with

Input voltege must be 100/240
Volts altemating cr[rent
autosense

Must have porper cables,
manuals, utility drivers and other
accessories.

Must have complete rack
mounting accessories ftrackets,

The firewall must at least be
certified and complied with tlre
specifications of ICSA
Labotatory in terms of

Firewall cettification

2. TECHNICAL SPECIFICATIONS 2 for SOs

Comply

Conply

Conply

Comply

Must be hardwate-based orGenetal SpeciFrcations

Operating System (OS) andlor
the secudty softwate must be
integtated .rith the fuewall
device to remove overhead of
exua platfom layers found on
general-putpose commetcial

The device must supPort en
upgtade to highet wetsion of
ftmware OS ot cafi be

converted to next
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Conp1y'

Uomp-ty

ConpIy

Cornply

Comply

Comply

Comply
Comply
conprbt
Conply

Comply

Comply
Comply

Comply

Cornply

Conply

Comply

Comply

C onp 1y

CompJ-y

C0mp1y

Comply

uompry

Comply

c"^py H*

CompIy

Comply

Cornply

Comply

Comply

Must be Ll:fM caDable for turwe

Must have High Avarlability or

Must have at least 10,000
concutrent connections.
Must have at least 100
Must have at leastnve (5) x
10/100 Ethemet
Must suppoft at least 1OVI-AN9.

Mode of Operation Must suppoft ftanspafent mode
to all interfaces
Must support toute mode to all
interfaces.

Must suppott NAT and PAT
modes to all intetfaces.

Must support static routes and
dynamic routes (OSPF,

Firewall opetation Must petfofm network attack
detection
Must support DoS and DDoS,
fragmented and malformed
packet, SYN cookie,. and bmte
force attack mitipati
Must execute port scanning, IP
spoofing, detections and

Must have support for brute

Must have suppott for voice
over IP (VoIP) security such as:

H.323,SIP ALG, MGCP AIG,
SCCP ATG

Firewall inspection
Must execute ptotocol anomaly
detection.

Must have swport fot
guaranteed bandwiddr settings

Traffic Management

Must have suPport fot
maxirnum bandwidth settings

Must have a builcin (intend)
database.

Firewall/VPN
Authenticadon

Must have a web-based
authentication,
Must have an XAUTH \|PN
Authentica tion.
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Must support 3d pary (extemal)
user sutlrenticatiotr; RADIUS;
RSA SecurlDr LDAP.

comp].y

Conply

Comply

Comply

Compl-y

Comply

Conply

Comply

Comply

Comply

Comply

Cornply

CompIy

Conply

Comply

Comply
Cornply
Cornply

Cornply

Comply

Comply

Must have capability to suppo*
at least 50coniur.nt .it. to'.it"

Must have support at least DES,
3DES, and AES (256-bit)
encrygrtion and at least MD5
and SFIA-I autl entication
Mu.st have support Manual key,
IKE, IKE v2 with EAP, PKI,

Must support at least Remote
acccss VPN, L2TP wifiin IPSec,
and IPSec NAT uaversal
Must have the capability to auto-
connect VPN .and support

System Managcment Must have web-based
management (HTTP and

Intetface (console, telnet, and

Must be able to manage via

Must be manageable locally by

Must support sofrware upgtades
and configuration changes thru
v/eb and ItsIP.

Must be able to integrate with

Must have complete rack
mounting accessoties @rackets,

Must have power cables,
manuals, utility driwets aod other
acces5ofles.
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Genetal Specilications Must include two (2tu.irs Di.plr,y
tof Nenvork Inftastmcture

Must be at least 55 inches LEi)
backlit Display capable up to1920
x1080 Resolution
With Anynet+(HDMI-CEC)
available

Must be able to connect to the
nef"/ork and the Intemet via UTP
cable or ! .iteless LAN

have on-screen display
keyboard or remote conbol
keyboard or extetnal keyboard
feature

Ihput and Ourput Must have at least 4xHDM.
Must have Digital Audio Out

Must have VGA and/or PC In Dort
and must be able to display

At least 1 PC Audio in

Must have builrin Wireless I-AN or

Must have at least 2 x 2.0 USB
AtleastlxEthcmet
At least Ultra Slim wall Mount

At least Vesa vzll Mount

Must have.riTall Mount Kit

IVrJAr\|.r.(-'EIYTT1\ I IJIbTIAY M()N I'I'OR

Cornply

Conply .

Comply

Lonpry
Conply

Comply

C onp 1y

Comply

C onp 1y

Comply

Conplv
^ t4t*
u ofitp _r y

Compl-y
Comply

Cornply
co^pg ftlFD
UompIy
C onp 1y
Comply

4. INSTALI-A'TION AND TESTING

The vendot must enswe that the proposed solution is
compatible with dre existing equipment of PHILHEAITH.

Intensive testing should be done by the vendot to achieve the
functiondity and benefrts of dre new devices. The vendor
must provide an actual result of the testirig of the installed
qevlces.

The winning vendor vrill work in patallel with
PHILHEALTH Netwotk Errgineets during the installation
and testing of all the secudty devices to secute the corporate
network inftastructure.

Comply

Cornply

Comply
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IROIECT MANAGEMENT

P-

'-

The winning vendor should ptovide a Project Managerarent
tearn that vrill handle the planning, design, installation, and
mairtenance of the Network Security Devices of
PHILHEALTH and v/ill work in oarallel v'ith
PHILHEALTH Nenvork Engineer for the duration of the

Projec(.

The Ptoject Management team qrill be composed of a
Ptoject/Team Leader, Assistant Team Leader, and team
member representatives from the vendor and PHILHEALTH
Netwof,k team.

The Ptoject Management tea$! and PHI.FIEAI'IH Network
Engineets will be responsible fot the formulation and
configutation of the security policies of the Corpotation
based on the existing IT Policies and Standatds being
implemented by PHILHEALTH.

Both paties (vendor and PHILHEAITH Netwotk Team)
should agree to the formulated policies before the
implementation/tollout propet.

Comply

CompIy

Comply

Comply

6. VARRAN'TY

The equipment should be covered by v/affanty on parts afld
sefvice for at least tluee (3) years and for software patches
and Iirmware updates. The v.rarranty period fot the hardvrare
supplied shall commence upofl acceptance. A comprehensiwe

maintenance program for the htst thtee-year period shall be

included in the ptoposal.

The comprehensive mairitenaflce shall inciude teplacements

for all pars, which should be locally available. The veadot
shall ensure cohdnuous inventory of all critical parts of the
equipment. Critical parts of the equipment shall include: mairr

board, memory, modules, powet suppJies etc.

The vendot must ensure that PHILHEALTH would be siven
the followins:

Firmware updates, software patches, ddver updates
and agents for the management softq/ate - FREE
(via www ot CD)
?atts teplacement - FREE for the dutation of the

warranty period.
Preventive Maintenance - FREE at least fwice a year

for the duration of the warranty pedod.

Con{iguration - FREE assistance on ptoduct
teconFrgutation (on-site) fot the dutation of the
watranw Defiod.

Conply

Comply

comPlul
it

Comply

C omp 1y

Conply

C omp 1y

AFTER- SALES SUPPORT

a Dudng the waffanty period, the vendot shall ptovide highly

techniial personnel to service the secutity devices and all of
its components/petiphetals vrhenever hatdwate and/ ot any

related problem should occur.
Comply
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-call 

support shall be available 14 t "*, " 
d"/, ? dry, ,' wgek, A one (i) hour response ftom time of the.ili 1,t.o"gttelephone call) shall be provided. Onrit. ,,:pport _oJt h"rr. 

"response fime of not more than 4 hous from Ge time of t]re
cail in cases where in the phone ,rpport .ootJrrot ,"V" ,fr.
problem.

r On hatdwate repair, testing shall be done on_site to know tl_re
extent of the ptoblem. All components beyond repair shall be
replaced at no cost during the effectivitv and conditions of the
waffanty. Sewice units should be a,,railable for the svstem and
pedphemls srithin a day after testing and diaelosis for
temporafy replacement of the defective unit(s).

o The veqdor must shoulder all expenses of the technical
person(s) who will be ptoviding the technjcal services on_srte.

o The winning bidder shall coordinate wjth PHILHEAL.IH
Network Engineets regatding the technical support and other
matters afrer thc awarding of the ptoject. This is to facilitate
faster tesponse in case problem /i i"/ate needed to be
resolved immediately.

FREIE, in-depth technical workshop should be provided for
PHILHEAITH Nerwotk Administrators. ih. t 

"iningshould be conducted by the competent engineer(s) v,tth aI
least 2 yeats of expedence in the implemenition oi the said
devices onthe Training Ceuters in t"l"rion to the security
devices and other tools that will be used to manage the saii
NET!?ORK SECURITY DEVICES. The technical
workshop is listed below:

Coutse Title No, of Participants

At least 2 days workshop in the
management, insta.llation, and
configutation of Firewall devices.
The workshop should be hands-
on and teflects the actual
environment of Philhealth.

25

All .accomrnodation ald transporuruon expenses
parucipants of the workshop should be shouldered
winning biddet.

of the
by the

Cornply

Comply

Comply

Conply

Comply

C omp 1y

C onp 1y
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9. OTHER REQUIREMENTS

A cettification must be ptovided by the biddet that his/her
company is an authorized resellef/partrier of the
manufacturct of all proposcd products,

A cettiFtcation must be ptovided by the bidder that his/het
company is an authodzed suppott services ptovidet o[ the
manufacturer of all proposed products.

Comply

Comp1y
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10, DOCUMENTMION

The biddet must provide user and system manuals andteclrrucal mate.rials of cach dcvice. Complete documentation

:f ."fYT..^:d-Uc.enses, utiliry 
"nd 

,".orr.ry CD, ;;r;;;;
be provrded including the inventory of the server systems,
components and sedal numbers.

Comply

11. ACCEPTANCE

PhilHealth technical personnel must review and conduct a
physical testing of the delivered equipment based on its
functions. AII delivetables m.rtion.i above should be

:he+eq by PhilHeah-h and complied by lbe vendors before
the trnal acceptance and tumover of the project.

Comply

12. DELIVERY ADDRESS AND DATE

The NETWORK SECURITY DEVICES must be
deLiveted at Citystate Centre Building, #709 Shaw Blvd.,
Oranbo, Pasig City.

?:I*q of-all equipment should not be more than thitty
(30) calendar days after the issuance of Notice to
Proceed. The proponent shall indicate the details of
installation fot the entire project. Both parties wiil
determine the installauon and imblemenaion based
upon the agreed schedule. The winning proponent shall
guatantee installation and testing of the equipment
within the specified pedod of agteed schedule.

Comply

AII items in the specificatiors are g.n"ri" ,od n"t t"ilo.
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I hereby certii/ to comply with all the above Technical Specification, 
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